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1 Gidi thiéu
Cam on quy khéch da tin tudng st dung Chir ky s6 ctia VNPT CA.

Vao ngay 15/9/2009 B6 Thong Tin va Truyén Thong da chinh thic trao gidy phép cung cap dich vu ching thuc chit
ky s6 cong cong cho Tap doan Buu chinh Vién thong VNPT véi don vi dai dién truc ti€p thuc hién 1a Cong ty Dién
todn va Truyén s6 liéu (VDC). VNPT trg thanh don vi dau tién duoc cung cap dich vu chirng thuc chir ky s cho co
quan, t6 chirc, ca nhén st dung trong cac hoat dong cong cong bao gom:

e Ching thu s6 danh cho t8 chirc, cd nhan (danh cho co quan, t6 chirc, cé nhan)
e  Ching thu s SSL (danh cho website)
e Ching thu s6 cho CodeSigning (danh cho (rng dung)

SIGNATURI

INTE(!%RITY
|
®

INTERNET BANKING

SECURITIES

AUTHENTICITY CONFIDENTIALITY

E-INVOICE

NON-REPUDIATION

bac tinh dich vu

e Tinh toan ven cua giao dich (Integrity)

e Tinh xac thuc cla nguai giao dich (Authenticity)

e Tinh chdng tir choi, chdng chdi bo cla giao dich (Non-repudiation)
e Tinh bao mat cta giao dich (Confidentiality)

Ung dung cua dich vu chit ky s6

o Ung dung trong thuong mai dién tir: Chiing thuc ngudi tham gia giao dich, xac thuc tinh an toan cta giao
dich dién t&r qua mang Internet
e Ung dung trong chinh pha dién ti:

Vui long lién hé véi chiing tdi néu c6 bat ¢ cau hoi hodc gop Y nao lién quan dén dich vu.
1.1 Thong tin tai liéu

Tai liéu nay bao gém noi dung gidi thiéu vé phan mém VNPT CA Token Manager AN céc hudng dan cai dat va su
dung phan mém trong quan Iy Chir ky sd ca nhan trong USB Token cta VNPT.
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1.2 Quy udc str dung
Trong tai liéu nay ching t6i st dung cac quy udc sau nham gidp viéc trinh bay dugc ré rang va thuén tién hon trong

viéc nam bat noi dung:

Quy udc Y nghia Vidu
Bold N9| dung can nhan manh, tén menu, chirc Menu, Xem chiing thy s&
nang, button

Céc ndi dung can luu y sé dugc trinh bay kém icon véi dinh dang nhu sau:

Noi dung can luu y

2 Phan mém VNPT CA Token Manager AN

2.1 Gidi thiéu

La phan mém may tinh cung cap céc chirc nang quan |y Chir ky s6 cd nhan, t6 chirc trong thiét bi USB Token.

P YNPT-CA CLv1 Token

VNPT-CA Token Manager AN

| H&trokjthudt 18001260

Email hotro@vdc.com.vn

Website http:/fvnpt-ca.vn/

0K

Bén canh cdc chirc ndng co ban nhu quan ly danh séach chir ky s trong thiét bi, cai dat chit ky s6 vao Windows gitip
thuc hién ky s6 trén céc hé théng phan mém khac.




VNPT-CA TOKEN MANAGER AN

VNPT CA Token Manager AN con ho trg ngudi ding thuc hién céc chic nang quan trong khéc trong qua trinh st
dung:

e  Thay d6i ma PIN
e Mdkhda Token
e Dang ky gia han va cap nhat chirng thu s6 méi

Bén canh do, phan mém ciing dong vai tro nhu mot kénh két ndi gitra VNPT CA véi nguai dung gilp viéc thong tin
t6i nguoi dung dugc nhanh chdng, thuén tién qua hé thdng cac thong béo, canh béo théng minh.

2.2 Dai twong st dung

T4t ca khach hang déng ky st dung chit ky s6 cia VNPT CA d€ str dung dugc chir ky s6 trén may tinh chay hé digu
hanh Windows déu can cai dat phan mém dé cd thé chir ky s6 duoc luu tri trong thiét bi USB Token

3 Cai dat phan mém
3.1 Taiveé bo cai dat phan mém

Bo cai dat phan mém dugc cung cap tai dia chi http://kyso.vnpt-ca.vn/#download-section

3.2 Yéu cau cau hinh

VNPT-CA Token Manager AN dugc xay dung cho cac may tinh str dung hé diéu hanh Windows trén nén .net. D& dam
bao phan mém dugc cai dat va hoat dong tot, can kiém tra cdc yéu cau cau hinh sau dau:

e CPU: Intel x86/x64, AMD x86/x86-64

e B0 nhd tréng: toi thiéu 40MBs

e  RAM: t0i thi€u 512MB

e  Hé diéu hanh: Windows XP sp3 trd én

e .net Runtime 4.0 trg 1én (Phan mém sé tu kiém tra va cai d4t néu may ngudi dung chua cé san)

3.3 Tién hanh cai dat
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4 St dung phan mém

Phan mém sau khi dugc cai dat sé tu khai dong cling Windows, ngudi dung khdng can phai bat phan mém khi can
st dung

@ VNPT-CA Token Manager — m} * ¥ VNPT-CA CL v1 Token — ] ®

§R  TRANTHITHANH THUY 3

# Cap béi: VNPT Certification Authority SHA-256

4 TRANTHUOY

# C3p bdi: YNPT Certification Authority SHA-256

(

fR  Chimgthu s5 test SHA-256 VNPT-CA

Bang kiém tra Token...

# Cap béi: VNPT Certification Authority SHA-256

4 TEST3

A Cap bdi: VNPT Certification Authority
13/09/2018 - 12/01/2019

& VNPT 2018

Sau khi cam USB Token vao mdy, phan mém sé tu dong ki€m tra va hién thi danh séch ching thu sé trong Token
vGi cac thong tin co b.

4.1 Xem ching thu s
Chtrc nang nay cho phép ngudi dung xem chi tiét thong tin ching thu so6 trong Token

Nhan chon menu bén phai ching thu s6 can xem thong tin (tlr gio sé dugc viét tat [a Menu), chon Xem chitng thw
s0.
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P VNPT-CA CLv1 Token — [m] *

f4  TRANTHI THANH THOY 3

# Cip bdi: VNPT Certification Authority SHA-256

4 TRANTHUY

A Cap béi: VNPT Centification Authority SHA-256

fi  Chimgthu sG test SHA-256 VNPT-CA
*

4 Cap bai: VNPT Centification Authority SHA-256

Thong tin chi tiét cta chiing thu s6 sé dugc hién thij trong clia s6 ma Ién

Xemn s4 serial

@h Certificate

General Details Certification Path

@ﬂ Certificate Information

This certificate has expired or is not yet valid.

Issued to: TRAN THI THANH THUY 3

Issued by: VNPT Certification Authority SHA-256

valid from 3/19/2018 to 5/4/2013

Install Certificate. .. Issuer Statement

OK

4.2 Xem so serial

Xem chimg thu s&

Ki&m tra trang théi thu héi

> Dang ky gia han

Céap nhat ching thu mdi

Chirc nang nay cho phép ngudi dung xem nhanh thong tin s6 Serial cta ching thu sd, dugc st dung trong trurong
hop nguoi dung cén st dung so Serial dé dang ky trén céc hé thong yéu cau nghiép vu ky s6 nhu Ngan hang, Chirng

khodn,...

P& xem s6 Serial, chon Menu > Xem s6 serial
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P VNPT-CA CLv1 Token - O %

So serial

54010701E0BFCAOCCTDCD256B52909D9

Chép vae bé nhd tam Béng

4.3 Kiém tra trang thai thu hoi

Chtrc ndng nay cho phép nguoi dung kiém tra hiéu luc clia chirng thu s6 (da bi thu hoi bai don vi cung cép - CA hay
chua)

DE kiém tra, chon Menu > Kiém tra trang thai thu hoi
Phan mém sé gtri yéu céu tdi hé thong cua don vi cung cap dé kiém tra hiéu luc va hién thi thong bao tdi nguai dung
Trang théi cla chirng thu s6 ¢ thé la:

e  GOOD: Chirng thu s6 con hiéu luc

e  REVOKED: Chirng thu s6 khong con hiéu luc, da bj thu hoi bai don vi cung cap (VNPT CA)

e  UNKNOWN: Khong thé kiém tra trang thai thu hoi (nguyén nhén c6 thé khong tim thay thon tin chirng thu
trén hé théng)

4.4 Dang ky gia han

Chtrc nang ho trg ngudi dung dang ky gia han ching thu s6 trong trwdng hop thai gian hiéu luc cta ching thu sap
hét (Khi hiéu luc ching thu con it hon 60 ngay, thong tin thi gian hiéu luc sé chuyén sang mau Cam, khi hét thoi
gian hiéu luc, sé chuyén sang mau Do)

DE guri yéu cau gia han ching thu so6 t6i VNPT-CA, ngudi dung chon Menu > Dang ky gia han. Phan mém sé yéu cau
xac nhan ma PIN cua Token trudce khi tiép tuc.
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P VNPT-CA CLv1 Token - O %

Nhip mé PIN d8 tigp tuc:

M3 PIN Token.
*00000 00

XAC NHAN

Khach hang nhap ma PIN va chon Xac nhan dé tiép tuc.
Budc tiép theo, cap nhat céc tuy chon truée khi gia han

Tai muc Théng tin thué bao, khach hang c6 thé thay ddi cac thong tin ca nhan (Ho tén thué bao, S6 dién
thoai, Email) va thém binh ludn
Nhan XAC NHAN dé gtri thong tin ddng ky t6i VNPT-CA.
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P VNPT-CA v6 Token - O *

2 Thong tin thue bao

PHAM QUANG DAT

0916360200

datpg@vnpt.vn

XACNHAN  HUY

Sau khi nhan dugc yéu cau gia han chirng thu s6, VNPT-CA sé lién hé véi khach hang dé
hoan thién thd tuc gia han, trugc khi xac nhén cép ching thu s6 mdi.

Phan mém sé tu dong kiém tra xem yéu cau gia han da dugc duyét va cé chirng thu méi trén hé théng hay chua sau
d6 hién thi thong bdo t6i ngudi dung. Khach hang ciing c6 thé tu kiém tra trang thai nay thong qua chirc ning Cap
nhat ching thu méi.

fi TESTNANG CAP

A Cap bai: VNPT Certification Authority ¥em chL'mg thur s8
01/10/2018 - 29/01/2019

Xem sd serial

Kigém tra trang thai thu hai

2 = Dang ky gia han

* Cép nhat chirng thu mai

10
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Phan mém sé yéu cau nguoi dung xac nhan ma PIN trudc khi tai va cap nhét chirng thu s6 mdi vao Token.
4.5 Cap nhat chirng thu mai
Sau khi cdc thd tuc gia han chit ky s6 dugc hoan tat gitra VNPT CA va khach hang, yéu cau gia han sé duoc duyét

trén hé thong clia VNPT CA, phan mém sé hién thj thong bao da c6 chirng thu s6 mdi trén hé théng, khach hang cé
thé cap nhat vao USB Token théng qua chic ndng Cap nhat chiing thu méi.

P VNPT-CA CL 1 Token - O *

Pa co ching thu mdi cho TEST 3'. Vui long
chon chirc ndng Cap nhat chirng thu mai

dé& hoan thanh gia han.

Khach hang chon menu gdc trén bén trai tai chir ky sd can gia han, chon Cap nhat chiing thu méi, phan mém sé yéu
cau khach hang xac nhan ma PIN & budc tiép theo trude khi cép nhat ching thu s6 mdi vao Token.

1
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P VNPT-CA CLv1 Token - O %

Ching thu s8 d& dugc cdp nhét. Vui long rit va cam lai Token

ho#c khdi déng lai phan mém

Chirng thu s6 méi dugc cép nhat vao Token va hién thi thdng béo tdi khach hang.

5 Cong cu md rong

Phan mém VNPT-CA Token Manager AN cung cap cac cong cu md rdng ho trg khach hang quan Iy USB Token

Nhan chon Menu géc trén bén trai phan mém va chon CONG CU dé chuyén sang man hinh cong cu md rong

12
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P VNPT-CA CLv1 Token - O %

Md& khéa Token

M@ khoa va khdi tao lai ma PIN ngudi ding
khi Token bi khoa.

Thay ddi ma PIN

Thay ddi ma PIN hién tai cta Token.

Cép nhét théng tin thué bao

Thay ddi théng tin Email, s dién thoai cla

thué bao trén hé thng. >

S VNPT 2018

5.1 Mo khéa Token

USB Token c6 thé bi khda va khong st dung duge cap khoa va ching thu s trongToken dé ky s6, nguai dung can

ma& khoa Token dé tiép tuc st dung chir ky s6.

D& md khoa USB Token Chon Cong cu, Trong phan md khoa Token, thuc hién nhan giri ma xac nhén,

Quan tri vién vao site https://tms.vnpt-ca.vn va duyét yéu cau md khoa token. Sau khi duyét xong sé c6 mot méa g

vao email. Ly ma d6 nhap vao md khoa.

5.2 Doi ma PIN

Chtrc nang gitip nguoi dung thay di ma PIN hién tai cia Token

Tai chirc ndng Thay déi ma PIN, nhan chon B d& hién thi ctra s6 thay d6i ma PIN

13
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P VNPT-CA CLv1 Token - O %

Thay dai ma PIN

(Thay d8i m& PIN hién tai eia Token)
Ma PIN hign tai

M& PIN mai
sssnssse

Xac nhan ma PIN mdoi

THAY B0I HUOY

Nhap ma PIN hién tai, ma PIN méi va xac nhan ma PIN méi sau d6 nhan chon THAY DOI d& cap nhat ma PIN.
5.3 Cap nhat théng tin thué bao

DE cép nhat lai thong tin thué bao (Email, s6 dién thoai) trén hé thong VNPT-CA. Nhan chon B tai chirc nang Cap
nhat thong tin thué bao.

P VNPT-CA CLv1 Token - O %

Céap nhat théng tin

(Cap nhat email va 8 dién thoai nhan m&
x&c nhén, théng béo tir VNPT CA)

56 dign thoai

Bay 13 truing bt budc

Email

Bay 13 truing bét budc

Ma PIN token

CAP NHAT

14
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Nhap s dién thoai, email va ma PIN hién tai clia Token sau d6 chon CAP NHAT dé tién hanh cap nhat thng tin trén

hé thong.
5.4 Théng tin Token

Nhan chon menu gdc trén bén phai phan mém, chon Thong tin token dé xem thong tin chi tiét vé thiét bi

Céc thong tin dugc cung cap:

e Ténloaitoken

e Dan vi cung cap thiét bi phan cling
e  Phién ban phan cing

e S0 serial cua thiét bi

P VNPT-CA CLv1 Token - O %

N . Thang tin token
M¢ khoa Token g

M@ khéa va khéi tao lai Kigm tra ban mdi

khi Token bi khda.
T Gidi thiéu

Thay déi ma PIN -

Thay ddi ma PIN hién tai cla Token.

Cap nhat théng tin thué bao

Thay ddi théng tin Email, s& dién thoai cla 5
thué bao trén hé thdng.

®VNPT 2018

15
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P VNPT-CA CLv1 Token - O %

Théng tin Token

| Tén token VNPT-CA CL v Token

Nha cung cip Feitian Technologies Co., Ltd.
Phién ban phdncing 5.2

Phién ban ePass2002Auto

58 séri 1151026000180

Bé nhé riéng tréng 14248/15000

BO nh& cong khai tréng  2155/16000

5.5 Kiém tra ban mai

Phan mém ho trg tu dong ki€ém tra ban mdi va thong bao tdi ngudi dung, tuy nhién ngudi dung c6 thé thuc hién thu
cong bang cach chon chic nang Kiém tra ban méi tai menu gdc trén bén phai phan mém

P VNPT-CA CLv1 Token — [m] *

O

Pang kiém tra ban méi..

16
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5.6 Thong tin phan mém
DE xem thong gidi thiéu vé phan mém cung céc thon tin lién hé hé trg, chon chic nang Gidi thiéu tai menu gdc trén
bén phai phan mém

P VNPT-CACLv1 Token — m| X

/

VNPT-CA Token Manager AN

| Hétrokjthudt 18001260

Email hotro@vdc.com.vn

Website http://vnpt-ca.vn/

0K
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