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K[nh stri: Quy C6ng ty

NgAn hing TMCP Sdi Gdn - Ha NOi c6 nhu cAu n6ng c6p hQ th6ng 3D Secure 2.0, vQy trdn

trong kinh moi Quf C6ng ty tham dg chio hang g6i dfch vu n6u tr6n.

Quy C6ng ty c6 th6 tim hi6u th0m c6c th6ng tin cAn thi6t trong Hd so yOu cAu chdo hang kdm

theo.

H6 so chdo hdng ph6i dugc gui t6i dia chi: Trung t6m mua sim, Ngdn hdng TMCP Sdi Gon Hd

NQi, tAng 3, Tod nhe 81 TrAn Hmg Dpo, Hodn Kitim, Ha NOi truoc 4fl'neiL\2? thmglln1rn2}2}.

Mpi chi titit xin li6n hQ:

Ngdn hdng TMCP Sdi Gbn - Hi, N|i

Trung tdm mua sim, NgAn hdng TMCP Sdi Gbn Hd Niri, tdng 3, Tod nhd 81 Trdn Hrng
Dgo, Hodn Kidm, Hd N1ri

Lihn hQ: - Nguy6n Ngqc Cdu - Chuydn vi6n mua sim cAp I

o Dign tho4i 0243.9423388 miry 16 2914.

o Diqn tho4i di dQng: 097.790.1188
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PHAN I
cAc vtu cAu vr Ho so cHAo HANG

1. YGu ciiu vd ffd so chiro hing

- H6 so chdo hang phii duqc hp thdnh 02btn (01 bnn g6c + 01 bin sao), d6ng trong phong bi
c6 ni6m phong vd phii dugc grii tdi tlfng dia ili6m tru6c thoi gian quy dinh trong h6 so y6u cAu

chdo hang.

- HO so chdo hang tlugc d6ng trong phong bi ri6ng biQt. Bdn ngodi phong bi ghi 16: Hd so chio
hing: "Cung c6p dich vB he thiing 3D Secure 2.0"

- HO scv chio hang ph6i c6 dAy dri c5c nQi dung sau:

o Dcrn chio hang: Ph6i c6 chir ky cria ngudi ilai di6n theo ph6p lu4t cta c6ng ty ho{c
ngudi dugc riy quyen (C6 gi6y ty quy6n kdm theo);

o Bang chdo giri chi titit 6nai chdo dAy dri s6 luqng, chtng lo4i, giri tru6c VAT, gi6 sau
VAT...) theo nhu Phdn II Mpc 1 cira h6 so y6u cAu;

o Bin sao GiSy ph6p d[ng ky kinh doanh (C6 linh vgc kinh doanh li6n quan d6n hing h6a
l.

cung ciip);

o HiQu lUc cria H6 s<y chdo hang t6i thi€u 30 ngdy kO tir thcri di6m 15h00'ngdy
.2'!..r.'.4.1.t2020.

o Ghi r5 t6n nhdn hiOu, xu6t xti hdng h6a kdm theo;

o Don giri dugc tinh bing ti6n ViQt Nam d6ng;

o Dcrn gi6 chdo tr6n co sd cung cdp"dich vp ndng c6p, b6o hinh, bio tri vd h5 tro k! thu{t
cho hQ th6ng 3D Secure tai dia di6m do SHB quy dlnh trong Phdn II;

o C6 v6n diAu lQ tOi ttritiu 05 tj'd6ng;

o Ecrn vi phii c6 tOi ttritiu 03 ndm kinh nghiQm trong linh vuc cung c6p dich vu bio hinh,
b6o tri vd h6 trq k! thu6t cho crlc thi6t bi b6o mflt;

o Eon v!.phAi c6 t6i thi6u 02 hqp d6ng _cung c6q hQ th6ng the, 3D secure trong 05 ndm
gan nn6t cho cric t6 chric tin dung, m5i trgp ddng c6 gi|tri khdng th6p hcrn gi6 chdo
thdu;

o Don vi phii cung c6p thu h6 trq cria hdng AC aam b6o sin phAm chdo gi6ld hang chinh
h6ng vd duo. c sg h5 trq cria hdng trong qu6 trinh bAo hdnh;

o Dcrn vicung c6p gi6y to chimg minh m6i quan hQ vcri hdng san xu6t;

o Don vf phii n6u rO phucrng phdp td chric h6 trq k! thuft trong h6 so chdo hdng (b6 tri
nh6n sg, phucrng ph6p li6n l4c, quy trinh xri l;f yOu cAu h6 trg k! thuflt) khi c6 yOu cAu

cria BOn Mua;

o Cam ktit chdp nhQn y6u cAu vC ty thuft, ch6t lugng, theo y6u cAu tai Ph6n II cira Hd so
^ty€u cdu chio hang;

o Cam k6t ch6p nhfn ydu cAu rA Aieu kiQn tii chinh thuong m4i theo y6u cAu tai Phdn II
cria H6 so y6u cAu chdo hdng;

o Cam ktit bAo hinh vd h5 trq k! thuat khi hdng h6a c6 sy cO do l6i cira nhd sin xu6t gay
ra cho BOn Mua theo y6u cAu tpi PhAn II cria H6 so y6u ciu chdo hdng;

o Cam ktit ttdm bdo sdn phAm chio gi6ld san phAm nguy€n ban cria nhd san xu6t;

o Cam ki5t tr6ch nhiQm cria dcrn vi cung c6p uC san phAm chdo gi6 AOi vOi c6c khi6u kiQn

cria bdn thri ba.
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2. Thoi gian vir dia tli6m nQp Hii scr chho hing

- Thtri gian: tru6c 15h00' neay .?l..t.l.l..AOZO.

- Dia tli6m: Trung t6m mua sim, Ngan hdng TMCP Sdi Gdn He NOi, tAng 3, Tod nhd 8l TrAn
Htmg Dao, Hodn Ki6m, Ha NQi (Li0n hQ Mr. CAu, EiQn thoqi 0243.9423388 mriy 16 29l4,DD:
097 .790.1188). Mqi H6 so chdo hdng grii t6i sau thdi di6m n6u tr6n ddu kh6ng c6 giri tri.

V/
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PHAN II
vtu cAu cU rHE

1. YGu cdu adi o,ni hing h6a: Hang h6a cung cAp ph6i dim b6o c6c yOu cAu cp th6 nhu sau:

Danh mqtc hdng hda: Dich vU he thdng 3D Secure 2.0

2. YGu cAu v6 t<y thuft: Nhd thAu phii cung cdp circ gi6y td, tdi liQu chring minh dugc kh6 n6ng
d6p rmg ciic y6u cAu dugc n6u cp th6 du6i ddy:

2.1. Ki6n trric hQ thSng: MA tA hiQn trSng hQ thiing 3D Secure cria Ngin hing SHB

HQ th6ng 3D ctra ng6n hdng SHB dang dung hQ th6ng 3D cria dOi tac BPC cung cdp vdi ki6n truc
hQ th6ng nhu sau

vtsA at{s
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(1) K6t n6i gita VISA Directory Server vd ACS system.

(2) Ket n6i giUa Mastercard Directory Server vi ACS system.

(3) Ktit nOi gifa JCB Directory Server vd ACS system.

141 Ktit n6i giira kh6ch hang vd ACS system.

(5) KCt n6i giira VISA AHS (Authentication History Server) vd ACS system.

(6) Ket nOi giira Mastercard AHS (Authentication History Server) ACS system

(7) Ket n6i giUa ACS server vd Oracle Database.

(8) K6t n6i gira ACS server vd HSM(HSM Safenet)

(9) K6t n6i gita ACS server vd SVFE.

(10) KCt n6i gifa ACS server vd SMS/ Email Gateway
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(1) Proxies Server (g6m 2 m6y chir ch4y c6n bing t6i): Cdi dat Apache 2.2 dong vai trd ld Reverse

Proxies.

(2) ACS Server (g6m 2 mriy cht ch4y c6n bing tii): Cei dAt Weblogicl2c vitthanh phAn g6m c6 ACS

xir ly giao dich 3DSecure & ACS UI ddnh cho viQc quAn tri hQ th6ng

(3) Database Server: Oracle RAC - schema ACS.

(4) Cap thiist bi F5 bdo vQ c6c img dpng trong vtng DMZ, tao th6m mQt lop b6o v€, tdp trung ng[n

ch4n c6c t6n cdng vdo l6p img dqng.

(5) Cap thitit bi F5 giirp phdn tAi c6c ktit n5i vdo c6c Proxy server (load balancing).

(6) Proxies server gifip b6o vO c6c m6y cht img dqng ACS trong virng Internal, tao th6m mQt lcrp b6o

vQ, ngdn ch{n c6c t6n cdng (ntiu c6 thi5 vuqt qua dugc F5) vdo img dqng, girip cho hQ th6ng cua

SHB dugc bAo vQ toan diQn hon.

(7) Cdc SSL certificates duoc cdi dat tr6n F5 (cric ki5t n6i trao AOi gita client vd ACS duqc gi6i me/

md h6a tr€n F5 thay vi tr€n ACS), do d6 girip giAm tdi cho m6y chri img dpng ACS.

(S) He th6ng 3DSecure b6n DR site bao g6m 01 Proxy server vd 0l ACS server.

(9) He th6ng DR du-o. c rl6ng bQ online tt DC bing co cfr6 RSyNC (application) vd Dataguard (DB).
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2.3 Lu6ng giao dich

Figure4-{r Samp}e Fmrcha*sTiunascfilffir
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(1) Khech hang thyc hiQn giao dich tr6n website cta merchant ch6p nhfn giao dich 3DSecure.

(2) Merchant Server Plug-in (MPD grii VEReq (Verification Request) c6 chria sri me @A$ ve

Directory Server (VISA/ MasterCard).

(3) Directory Server ki6m tra sO pRN thuQc member bank ndo? member bank c6 clAng ky dich vu

3DSecure?

Directory Server grii VEReq vC RCS Server.

(4) ACS Server kitim tra s6 paN c6 ddng ky dich vu 3DSecure, grii phan h6i VERes vd Directory

Server.

(5) Directory Server gui VERes cria ACS Server d6n MPI.

(6) MPI gtii PAReq @ayer Authentication Request) qua thiiSt bi cria ngudi dung dtin ACS.

(7) ACS nhfn PAReq.

(8) ACS x6c thuc kh6ch hdng b6ng OTP ho4c Static password.

(9) ACS grii PARes c6 chria CAVV (VISA Cardholder Authentication Verification Value)/ UCAF

(MasterCard Universal Cardholder Authentication Field) cho MPI.

ACS grii PATransReq cho Authentication History Server (AHS) vi AHS grii phin h6i

PATransRes cho ACS.

(10) MPI nhdn PARes tt ACS.

(11) MPI x6c thpc dir liQu mE h6a duqc ky bdi ACS.
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(12) Merchant gti Authorisation message (c6 chfa CAVV/ UCAF nhfn ttugc tt ACS) qua v6 ng6n

hang ph6t henh dC chuAn chi giao dich.

3. YOu ciu vd nghiQp vg:

Nhd thAu phii cung cdp citc gi6y to, tdi liQu chimg minh dugc kh6 ndng d6p tmg ciic ydu cAu

duoc n6u crJ thC du6i ddy:

3.1.D6p ftng cric y6u cAu nghiQp vU sau

- C6 chric ndng Risk-based Authentication (RBA) vd hQ th6ng c6 khi nlng hgc mriy (ML) ld
mOt lqi th6.

- C6 kinh nghiQm tich hqp v6i He th6ng Quan lf The (CMS) SmartVista ld mQt loi thti

- Cic phucrng thric x6c thgc: RBA, OTP, Biometric, Token vd c6c PTXT mo rQng kh6c (OOB),
Payment Authentication (PA), Non-Payment Authentication (NPA), Frictionless
Authentication, Challenge Authentication, Browser-based channel, App-based channel

- Cdc luflt t4o sEn vi khA ndng chinh sria luft d6p ung yOu cAu cria BCn Mua, cho ph6p nguoi
dung chinh sria ho{c t4o m6i cdc luft.

- HQ thi5ng b6o crio tOi ttri6u bao g6m: biio c6o chi titit giao dich, b6o c6o lich su tl[ng kf sir
dpng dich vu, llch st x6c thgc.

- CAc chric ndng co bin kh6c, t5i thi6u bao g6m: tra cuu giao d!ch, b6o c6o, Audit nguoi dtng,
xri ly kh6a/mo kh6a dlch vp 3DS cho khrich hing...

- Thgc hiQn.tinh chinh vd c6u hinh c6c tham s6 hQ th6ng Ae tOi uu ndng lgc xri lj, cira hQ th6ng
theo y6u cdu cria BOn Mua.

- Ddp img ti6u chuAn PCI - DSS.

- p!,p 
{ng ti6u chuAn cira T6 chric th6 Visa vd MasterCard vA :O Secure 2.0 tl6ng thdi mo r6ng

ttit niSi bi cdc t6 chric thd kh6c nhu AMEX, JCB, CUP, Napas,.. trong trulng hsp SHB la
thdnh vi6n.

- HQ th6ng ph6i linh ho4t dC h6 trg tich hqp voi hQ th6ng xiic thgc b6n ngodi nguy6n bfur trong
3DS2 (kh6ng c6 OOB) sE dusc h6 trq.

- HQ th6ng phdi linh hoat dO h6 trq tich hqp v6i hQ th6ng x6c thgc b6n ngodi th6ng qua x6c thuc
OOB sE dugc h6 trg.

- H5 trq quan lf phucrng phrip xric thpc linh ho4t(primary and fallback methods, multi-step
methods).

- H6 trq cA hai phuong thric 3DS 1.0 vd 3DS 2.0 trong ctng I giAi phdp.

- H5 tro dang kf th6 theo 16 vd c6 API dC tich hqp.

- HQ th6ng tich hqp v6i AD or LDAP cho ddng nhflp I l6n.

- HQ th6ng h5 trq ddng nhflp single sign-on (SSO).

- HQ th6ng sE c6 log ghi nhfn qurl trinh x6c thuc giao dfch.

3.2 Drip *ng yAu ciu ri fidn itQ

- Thdi gian tri6n khai t6i da04 th6ng.

3.3 Dlch vy bdo lri: Hdng ndm.

3.4 Xit li, l6i

- BOn B6n cam k6t d6p ung h6 trq k! thuflt 8x5 NBD trong thoi gian thyc hiQn dfch vU. ChC dO

h5 trq k! thu4t 8x5 NBD bao g6m c6c y6u cAu cp th6 sau:

, Thcri gian h6 trg k! thu4t: 08 gio/ngdy vd 05 ngdy/tuAn;

I 6-



. Thdi gian ddp tmg: k! su cira BCn B6n c6 m4t tai dia di6m cua BOn Mua trong vong Olh
(mQt giO) ra ruri ntfn duo. c th6ng b6o vd y6u cAu vO viQc khic phuc, xt.lf sp c6. Trong
uorg 

-04h 
(b6n.gio). tir th<yi diem.co mat tai dia di6m cua BOn Mua phii t16-xuAt rluqc gidi

ph6p khd thi dC khic phpc sg cO vd hodn thanh thUc hien theo gi6i ph6p ilugc sg it6ng y

cria BOn Mua;

. Cdc ho4t dQng h6 trq phAi tluqc ghi nhan nhat ky thgc hiQn.

- DOi vdi c6c l5i xay ra do phi6n b6n phAn mdm dang vdn hiurh, BOn Ban c6 tr6ch nhiQm y6u cAu

hdng t4o m6i ho4c cung c6p cdc b6n v6 d6 xtly cic l5i de xiry ra cria B6n Mua trong vdng 04

(bdn) gio tlim b6o hQ th6ng ho4t dQng binh thucmg.

3.5 Dlch vU h6 trq ki thu$t

- BCn Biin cung c6p th6ng tin ciin bO dAu mOi aC BCn Mua li6n l4c khi B6n Mua c6 y6u cdu tu
vAn uA h5 tra,-ky thuft. I(hi c6 sg thay tl6i vO crin bQ dAu mrii, BOn Bdn c6 tr6ch nhi€m th6ng

b6o bing vdn bin t6i BEn Mua vd cung c6p th6ng tin ciln bQ thay th6;

- C6 dQi ngfi c6n bO hA trg k! thuft nguoi Viet ldm viQc tai Viet Nam li mQt lqi th6.

- Phai str dung c6c c6ng cp quin l;f vi theo d6i c6c yOu cAu hd trq nhu JIRA ho{c tucrng ducrng.

- B6n Brin c6 tr6ch nhiQm tu v6n vd h5 trg c6n bO ky thuft cria BCn Mua trong c6c c6ng t6c sau:

. QuAn tri, v6n hdnh hQ th6ng;

. Thay AOVnang c6p c6u hinh phAn cimg ciic thiet bi CNTT thu6c danh mqc thi6t bi chdo gi6.

4. YOu cflu vd An toin bio mflt: Nhd thAu phii cung cdp chc gi6y td, tai liQu chrmg minh dugc
kh6 nlng d6p ung c6c y6u cAu dugc n6u cu th6 dudi dAy:

a) Quin tri vir bio m$t hQ thiing

\
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YCu cdu cua SHB

hqn c6c

'' Muc

I
BAt

buQc

Gi6i ph6p c6 chimg chi d6p ung ti6u chuAn bio m4t PA
DSS

2

Gi6i phdp c6 khd ndng xiic thgc, riy quy€n vd cdp
quy6n truy cdp cho m6t tdi khoin ho4c mQt nh6m tdi
khoin.

BAt
buQc

3

Gi6i ph6p c6 kh6 nang tich hqp vdi cric hQ th6ng quin
tri directory hi6n t4i cira SHB nhu LDAP, MS Active
Directory, Cyber Ask

B5t
buQc

4
Gini phrip h6 trq tet n6i d6n c6c hQ th6ng Single Sign-
On

Tuy
chgn

5
ME h6a th6ng tin nh4y cdm nhu s6 th6 tin dung trong
co so dfi li6u theo quy <Iinh PCI-DSS

BAt
buQc

BAt
buQc

6

Gi6i phrip phAi cung cdp co ch6 logging vd auditing.
M6 ta chi ti6t c6ch thric gi6i ph6p thgc hiQn logging vd
auditing. fOi tnieu bao g6m c6c th6ng tin: Thdi gian
thuc hi6n, ngudi thuc hi6n, c6c thao tiic thgc hiQn, ktit
qui, IP m6y thgc hiQn, ...

7

Quin ly mat khdu nguoi sri dung
- MAt khAu cua nguoi su dgng phii md h6a trong dir
liQu luu tr[.
- Mat khAu cria nguoi dung phdi dugc m6 h6a ktri

BAt
buQc
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tuorlgrmg
cta giAithi6u

tiQc

i,

SHBcfiaf.i

demsau,

khAu phni dugc luu trir bing c6ch su dgng md
mot chi6u (hash).

- C6c dti liQu duo. c ki6m tra tinh toan vgn dir liQu kh6ng

dugc ph6p sira d6i tr6i ph6p.

- Mat khAu hi6n thi tr6n mdn hinh cua ngudi dtng ph6i

dugc l2rm md, che gi6u tr6nh bOn thri 3 ph6t hiQn.

- Chin tinh ndng ghi nhd mQt khAu holc tg di6n mflt
khAu ngudi dtng.
- Sir dgng ldn cuOi (thanh c6ng ho{c kh6ng thanh c6ng)

cria tii khoan nguoi dung phii dugc th6ng b5o ho{c

b6o c6o t6i nguoi su dung t4i ldn tlAng nhap thdnh c6ng

ti6p theo.

- H6 trq phucmg 5n xdc thgc nguoi su dgng nhu:,X6c
thgc qua domain, qua chir kf diQn tir,... SHB c6 th6 tuy
bii5n lUa chgn phuong an mQt c6ch linh ho4t.

dutai liQu

- Mat
h6a

buQc

eat
8

- Phai c6 chric ndng kiiSm so6t truy nhflp, chi c6 ciic

ngudi dtng dAu cu6i da <lugc c6p ph6p duqc ph6p m6i

dugc truy nhap he th6ng.

- HQ th6ng phai h6 trg co ch6 th6ng b6o, cinh b6o vd

ng6n ch{n viQc c6 tinh sri dgng md truy-cdP cira nguoi

kh6c ddj truy cap he th6ng.

- Chric ndng kitim soSt truy nhfrp phAi x6c nhfn viQc

t<6t nOi ctra c6c thiCt bi dAu cu6i cfing nhu ch6p thu4n

cho c6c thi6t bi dAu cuOi dusc thgc hiQn giao dich.

- Cho ph6p c6u hinh dinh chi t4m thoi viQc truy nh4p

hQ th6ng n6u ngudi sri dr,rng thgc hiQn t6i da ba ldn truy

nhQp kh6ng hqp lQ vdo hQ th6ng. Tdt cd 16n truv cfp
kh6ng thenh c6ng phdi ilugc ghi l4i vd c6 b5o c6o dO

theo doi'

- Cho ph6p tham sO hOa sO tAn tOi Aa truy cAp kh6ng

hgrp lQ veo hQ th6ng. fdt ca lAn truy cfp khdng thanh

c6ng phii dugc ghi l4i vd c6 b6o c6o dO theo d6i

so5t truy cflp

buQc

BAt
9

Qu6n ly phi6n ldm vi6c:

- Co ch6 ddng xuAt lu6n c6 sin cho tdt ch ngudi sir

dgng tr6n mgi mdn hinh, khi du<vc thuc thi phdi lfp ttc
cfr6ir dut phi0n ho4c ktit nOi.

- Thdi gian chd (timeouts) cho phi6n lim viQc phAi

duo. c cAu hinh'

- pili6n ldm viQc hoic cookies c6 thoi gian t6n tai phii
dugc cAu hinh'

- M6i mQt dinh danh phiOn (SessionlD) vd cookies phAi

dugc khcvi t4o khi ngudi dung ddng nhflp

thoi di6m chi tri 1-Tr
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tuong img
ctra gi6i
ph6p tt6
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buQc
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X6c nhfln viro, ra

- tdt cadir liQu tri phia ngudi dtrng (bao g6m c6c chu6i

truy v6n, cookies, nqi dung tiOu d0 HTTP, SOAP vi
c6c y6u cAu dich vp Web kh6c, nQi dung tg dQng post-

back vd nQi dung chuy6n hucrng) <I6u ph6i <lugc ki6m

duyQt tru6c khi tlugc xir lf.
- Tdt ca dir liQu dusc md h6a v6i mQt bing md kf qr

chung (UTF-8 ho{c Unicode) tru6c khi ki6m duyQt.

- tdt cac6c d[ lieu cIAu vio <16u ph6i dugc x6c nh4n vd

pham vi dU kitin (range), dO ddi (length), tlfnh dang

iforma| vi ki6u dfr IiQu (datatype).

- tdt ca dir liOu dAu vdo duoc xdc nh0n loai tru kh6i
mQt danh s6ch c6c ky t1r dugc cho ph6p (white list).

Trong truong hqp b0 lgc "white list" khdng dugc sir

dwrg, tdt cb dir liEu dAu vdo -dugc x6c nh4n lo4i tru
theo mQt b0 lqc "black-list" d6 chfln Uat ry mQt ky tU
ndo c6 khi ndng nguy hitim. Vi du vd c6c ky tp c6 kh6

ndng g6,Y nguy hi6m:

+o("O&+\\'\"
+ Null bytes (%00)

+ Kf tU new line (%0d, o/o0a, \r, \n)

+ K;f tp ducrng dln(..lor ..\)

- tdt cadii liQu dugc x6c nhfn dim b6o kh6ng th6 gi6

mao Cross-site scripting (XSS)

- tdt cadt liQu dugc x6c nhfln <Idm b6o kh6ng th6 giA

m?o SQL Injection.
-Xdc nhan tmg dgng khdng b! LDAP Injection hodc c6

c6c kiOm so6t an ninh ngdn ch4n LDAP Injection.

-Xirc nhQn ung dpng kh6ng bi OS Command Injection

ho{c c6 c6c ki6m so6t an ninh ngdn chan OS Command

Injection.

- X6c nhin une dpng kh6ne bi l6i trin bQ <tQm hoflc c6

c6c kirlm so6t an ninh ngdn ch{n tran b0 tlem.

- X6c nhan tIAu vdo ld file upload khdng bi t6n cdng

Shell Injection

l0

gat

buOc1l

- tat ca cdc m|t khAu duqc cii <tat (hard-coded) trong

md ngudn (source code) tt0u ph6i dugc g0 bo.

- BO nhd (Cached) vlr nhirng bAn sao luu tam

(temporary) cira nhirng th6ng tin nh4y cirn duoc luu
trft tr6n m6y chir phii ttuqc b6o vQ kh6i crlc truy cf,p

tr6i phdp. C6c d[ liQu nqy

QuAn lf file

b6 ngay sau<lugc hriy

ilni{

,0r

t e-a/

phi6n ldm viQc ctra ngudi dung.
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- Tet ca c6c th6ng tin nhay cAm dugc md h6a khi luu
trt.
- Md h6a c6c dfi
khAu, ctru6i tiit
tr6n mdy chir.

liQu
A.

nol
c6u hinh nh4y cim (vi dg nhu mQt

- connection string) dugc luu trfi

- Nhirng trang chira th6ng tin nhpy cim thi phdi v6 hiQu

h6a tinh nlng luu vdo bQ nh6 t4m (caching) o phia

trinh duyQt cira ngudi dtrng.

b) Gi6m s6t, ki6m tra, truy v6t

, v^UcfiiiibUatSllB 'rr'r',1, . r1rrl1r1,' ' 
'1'."

, G.tt l ttriu pfrai tngc niOn t5i thi0u nhrmg khOng

gi6i han c6c h4ng mpc c6ng viQc sau, dim b6o dat
duo. c MUc ti6u nOu tr6n)
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tu kiQ, sau dusc ghi (log) lai:

- Circ chric ndng tr6n tdi kho6n/bAn ghi nguoi

ding.

- L6i x6c nh4n dAu vdo.

- Cd ging x6c thuc nhi6u lan

- I-5i t<i6m soSt truy cfp.

- C6c su kiQn giA m4o.

- Cd gingtet nOi t6i nhirng phiOn ldm viQc kh6ng

hqrp lg/h6t han.

- Cdc thay d6i do ngudi dung t4o ra trong qua

trinh tuong. t6c vdi he th6ng.

- Ciic ngoai 19;,3 hQ th6ng vd truy6n dt liQu.

- Th6ng tin dugc luu trir trong log theo mQt tlfnh
d4ng thufn ti6n cho viQc truy xudt.

- Cdc truy xu6t vdo log duqc gi6i h4n theo th6m

quyCn ngudi sri dung.

- Chc th6ng tin nhfly cim kh6ng dugc luu trt
trong log.

- fOi tfrieu ciic sy kiQn log audit cAn dugc ghi l4i:

+ Thdi gian cria sg kiQn.

+ Ti6u AA Ainfr danh (nhu dinh danh nguoi dtng,
IP)

+ Dinh danh lo4i sU kien vd m6 tA sy kiQn.

- HQ th6ng phai h6 trg ngudi qudn tri theo ddi c6c

hanh ttOng cua ngutri .tr dpng tr6n hQ th6ng mQt

c6ch tryc quan, dAy dir th6ng tin, c6 th

sit
buQc
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YOu c6u cria SHB
(Nhn thAu phni thpi hien ti5i thi€u nhrmg lJr6ng

gidi hgr oas,ffigmuc c6ng viQc sau, d6m,b6g dpt
,.i,:: 

duqc I{U,Cti6u neu,tt6n).

eat
r'buQc /.

l4i dugc c6c hdnh dQng cria nguoi sir dpng dd thgc
hien theo thdi gian
- HQ th6ng kh6ng ghi lai dfi liQu nhdy cAm nhu:
mat khau ho{c mE bdm mft kh6u cria nguoi dtng,
sOt he tfn dpng ...

c) Quan ly cduhinh, phi6n bin

d) Sao luu, phpc h6i dir liqu

€

*

STT

I

phAi xAy dlmg co chti quAn ly cdu hinh, phi6n bin pht
hqp, ddy dri, chi ti6t dam bdo quAn ly duqc ciic y6u cdu
phrlt sinh nhu c6c thay tl6i trong quy trinh nghi6p vg,
thay <l6i trong chric n6ng cta hQ th6ng, thay d6i vA m{t
dfr lipu. C5c phi6n ban ndy phdi ddm bdo c6 thC kh6i
phuc l4i duoc trong truong hqp Ngdn hing c6 yOu cAu;

- Nha thAu phii x6y dpg co ch6 ki6m sorlt.dAy tili tAt

ch circ thay tl6i ann 4"qg d6n viQc ph6t tri6n m6t stur

pham. Mgi sg thay t16i d6u phii dugc th6ng b6o t6i c6c
thenh vi6n li6n quan;

- Co ch6 quan ly c6u hinh/phiOn bAn phdi ddm b6o khi
ndng d6ng bQ gifia c6c phi6n bdn v6i nhau;

- Nhd thAu phAi dO xu6t giAi phrip qudn lf c6u
hinh/phiCn ban vd ki5 ho4ch tritln khai c6c c6ng cg, m6i
trucrng vd ccy so h4 tAng cdn thi6!

- Trong quri trinh khai tai NgAn hdng, Nhd

Mrlc
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d6p rmg
ctri ti6t

C6u phan
tuong img cria

rXglar pnap oe'xult '
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Cung.cdp gi6i ph6p sa9 luu vd phpc h6i cho
c6c cAu ph6n cfra hQ th6ng, bao g6m:

- Dfr liQu chria trong Ccr scy dir liQu;

- Dt liQu dang file;

- Phan m6m he th6ng, phAn m6m img
dung,..;

- C6u hinh h9 th6ng vd c6c lo4i dt
liQu li6n quan kh6c.
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5. YGu ciu vd thuong m3i

5.1. Ding tiin chdo giti: Viet Nam d6ng.

5.2. DOng tiin thanh todn: ViQt Nam d6ng.

5.3. Phwong ththc thanh torin; Chuytin khoan vdo tdi khoan quy dinh trong Hgrp tl6ng
cria BOn B6n.

5.4. Diiu kiQn thanh totin

- Dqt 1: T4m tmg30% trong vdng 07 @ei ngdy kO tir ngdy BOn B6n ban giao cho BCn
Mua c6c gi6y td, thi liQu sau:

. Thu bAo lSnh thyc hiQn Hqp d6ng c6 gi6 tri beng 10% t6ng gi6 tri Hgp d6ng vd c6

hiQu lpc ktl tu ngdy ph6t hdnh dtin h6t ngdy b6o hanh, b6o tri.

- Eqt 2: Bdn Mua thanh to6n cho BOn B6n 70% t6ng gi6 tri hq'p d6ng trong vdng 07

Oey) kC tir ngdy BOn B6n bdn giao cho b6n mua c6c gi6y td, tii liOu sau:

. Gi6y chring nhfln dich vu bAo hdnh chinh hang @an gric) cho Dich vp hO th6ng 3D
Secure 2.0 cua BCn Mua theo danh mpc dugc m6 ti trong Mgc I - PhAn II cria H6
so Y6u cdu chio hdng ndy;

. Gi6y dO nghithanh to6n;

. H6a don tdi chfnh hqp lQ;

, Bi0n bdn nghiQm thu k! thuft.

6. Bing chio gi6 chi ti6t

Nhn thAu trinh bdy Bang chdo gi6 chi titit nhu sau: (Giri cung c6p dugc tinh bing d6ng tiAn quy
dinh tei Phan II, Msc 2).
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