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THU MOI
Kinh givi: Quy Cong ty
Ngan hang TMCP Sai Gon - Ha Noi c6 nhu cdu ning cip hé théng 3D Secure 2.0, vy tran
trong kinh m&i Quy Cong ty tham du chao hang goi dich vu néu trén.
Quy Cong ty co6 thé tim hidu thém cac thong tin cin thiét trong Hb so yéu cdu chao hang kém
theo.

Ho so chao hang phai duoc giri t6i dia chi: Trung tim mua sim, Ngan hang TMCP Sai Gon Ha
Noi, tAng 3, Toa nha 81 Trin Hung Pao, Hoan Kiém, Ha Nbi trude 45kngay2§ thang44 nim 2020.

Moi chi tiét xin lién hé:

Ngin hang TMCP Sai Gon - Ha Npi

Trung tim mua sim, Ngan hang TMCP Sai Gon Ha Npi, ting 3, Toa nha 81 Trin Hung
Dao, Hoan Kiém, Ha Ngi

Lién hé: — Nguyén Ngoc Cau - Chuyén vién mua sim cép 1

¢ Dién thoai 0243.9423388 may 1& 2914,

e Dién thoai di dong: 097.790.1188
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HO SO YEU CAU CHAO HANG

NANG CAP HE THONG 3D SECURE 2.0




PHAN I
CAC YEU CAU VE HO SO CHAO HANG

. Yéu ciu vé Hb so chao hang

H6 so chao hang phai duoc l4p thanh 02 ban (01 ban gbc + 01 ban sao), dong trong phong bi
¢6 niém phong va phai dugc guri téi dung dia didm trude thoi gian quy dinh trong hd so yéu cau
chao hang.

HO so chao hang dugc ddng trong phong bi riéng biét. Bén ngoai phong bi ghi 15: Hd so chao
hang: “Cung cap dich vu hé thong 3D Secure 2.0”

Ho so chao hang phai c6 day du cac ndi dung sau:

o

Don chao hang: Phai c6 chit ky cua nguoi dai dién theo phap ludt cua cdng ty hodc
ngudi duge iy quyén (C6 gidy uy quyén kém theo);

Bang chao gia chi tiét (phai chao diy du sb lugng, ching loai, gia trude VAT, gia sau
VAT...) theo nhu Phin II Muc 1 cta hd so yéu céu;

Ban sao Gidy phép dang ky kinh doanh (C6 linh vuc kinh doanh lién quan dén hang héa
cung cap);

Hleu lwc ctia H so chao hang tbi thiéu 30 ngay ké tir thoi diém 15h00° ngay
....... g..1.44.12020.

Ghi r6 tén nhan hiéu, xuét xi hang héa kém theo;

Pon gia dugc tinh bang tién Viét Nam ddng;

Pon gia chao trén co s& cung cip dich vu nang cip, bao hanh, bao tri va hd trg k¥ thuat R

cho hé théng 3D Secure tai dia diém do SHB quy dinh trong Phan II;

C6 vén diéu 18 tbi thiéu 05 ty dong;

Pon vi phéi 6 ti thiéu 03 nim kinh nghiém trong linh vuc cung cép dich vu bao hanh,
bao tri va ho trg k¥ thuat cho cac thi€t bi bao mat;

Pon vi phai c6 tbi thidu 02 hop ddng cung cip hé théng the, 3D secure trong 05 nim
gan nhat cho céc to chuc tin dung, moi hgp dong c6 gia tri khong thap hon gia chao
thau;

Pon vi phai cung cép thu h trg cta hing dé dam bao san phdm chao gia 14 hang chinh
hang va dugc su ho trg cia hang trong qua trinh bao hanh;

Pon vi cung cip gidy t& chimng minh mbi quan hé voi hing san xuit;

Pon vi phai néu 15 phuong phép td chuc hd trg k§ thuat trong hd so chao hang (b tri
nhan sy, phuong phép lién lac, quy trinh xr 1y yéu cau ho trg ky thuét) khi ¢6 yéu cau
clia Bén Mua;

Cam két cha‘ip nhan yéu clu vé k§ thuat, chét luong, theo yéu cAu tai Phan II cua Ho so
yéu cau chao hang;

Cam két che‘ip nhén yéu cAu vé diéu kién tai chinh thuong mai theo yéu ciu tai Phan II
cua Ho so yéu cau chao hang;

Cam két bao hanh va hd trg k§ thut khi hang héa c6 sy ¢b do 18i ctia nha san xuét giy
ra cho Bén Mua theo yéu cau tai Phan II ctia HO so yéu cau chao hang;

Cam két dam bao san phdm chao gi4 14 san phim nguyén ban ctia nha san Xuét;

Cam két trach nhiém cta don vi cung cép v& san phim chao gia ddi véi céc khiéu kién
cua bén thu ba.
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. Théi gian va dia diém nép Hd so chio hang
Thoi gian: trude 15h00° ngay .24./.41..2020.

Pja diém: Trung tAm mua sém, Ngén hang TMCP Sai Gon Ha Noi, tang 3, Toa nha 81 Tran
Hung Dao, Hoan Kiém, Ha Néi (Lién h¢ Mr. Cau, Dién thoai 0243.9423388 may 1¢ 2914, DP:
097.790.1188). Moi Ho so chao hang giri t6i sau thoi dieém néu trén déu khong cé gia tri.



PHAN II
YEU CAU CU THE
1. Yéu cAu d6i véi hang héa: Hang héa cung cip phai dam bao céc yéu cau cu thé nhu sau:

Danh muc hang héa: Dich vu hé thong 3D Secure 2.0

2. Yéu chu vé ky thuét: Nha thiu phai cung cép céc gidy to, tai liéu ching minh duoc kha ning

déap img cac yéu cau dugc néu cu thé dudi day:

2.1. Kién tric hé théng: M ta hién trang hé théng 3D Secure ciia Ngin hang SHB

Hé théng 3D ctia ngan hang SHB dang dung hé théng 3D ctia dbi tic BPC cung cap véi kién triic

hé théng nhu sau

VIS& ARS

Web Prony Sesver
{Apache/nginx)

MasterCard AHS

(1) Két ndi giira VISA Directory Server va ACS system.

(2) Két ndi giira Mastercard Directory Server va ACS system.

(3) Két nbi giira JCB Directory Server va ACS system.

(4) Két ndi gitra khach hang va ACS system.

(5) Két ndi giita VISA AHS (Authentication History Server) va ACS system.
(6) Két ndi gitra Mastercard AHS (Authentication History Server) ACS system.
(7) Két ndi giita ACS server va Oracle Database.

(8) Két ndi gitra ACS server va HSM(HSM Safenet)

(9) Két ndi giira ACS server va SVFE.

(10) Két ndi gitra ACS server va SMS/ Email Gateway
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2.2 M6 hinh ké néi

DR Site DC Site

—~—
-

Internat i SHE nthenal Systems internal

] |
(=) =]

(1) Proxies Server (gdm 2 may chi chay cin bing tai): Cai dat Apache 2.2 déng vai trd 1a Reverse
* Proxies.

(2) ACS Server (gdm 2 may chi chay can bang tai): Cai dit Weblogic12c¢ va thanh phan gdm c6 ACS
xtr ly giao dich 3DSecure & ACS UI danh cho viéc quan tri h¢ théng

(3) Database Server: Oracle RAC - schema ACS.

(4) Cap thiét bi F5 bao vé cac ung dung trong ving DMZ, tao thém mdt 16p bao vé, tip trung ngan
chan céc tAn cong vao 16p img dung.

(5) Cap thiét bi F5 gitip phan tai cac két nbi vao cc Proxy server (load balancing).

(6) Proxies server giup bao vé cac may chu tmg dung ACS trong ving Internal, tao thém mét 16p bao
vé, ngan chin cac tn cong (néu c6 thé vuot qua dwoc F5) vao tmg dung, gitp cho hé théng cna
SHB duoc bao vé toan dién hon.

(7) Cac SSL certificates duoc cai dat trén FS5 (cac két ndi trao dbi giita client va ACS dugc giai ma/
ma hoa trén F5 thay vi trén ACS), do d6 giup giam tai cho may cha img dung ACS.

(8) Hé théng 3DSecure bén DR site bao gdm 01 Proxy server va 01 ACS server.

(9) Hé théng DR dugc ddng bo online tir DC bang co ché RSYNC (application) va Dataguard (DB).



2.3 Ludng giao dich

Figure 4-1: Sample Purchase Transaction

(1) Khéach hang thyc hién giao dich trén website ciia merchant chép nhén giao dich 3DSecure.
(2) Merchant Server Plug-in (MPI) gii VEReq (Verification Request) c6 chira sb thé (PAN) vé

Directory Server (VISA/ MasterCard).
(3) Directory Server kiém tra s6 PAN thudc member bank nao? member bank cé dang ky dich vu

3DSecure?
Directory Server giri VEReq vé ACS Server.
(4) ACS Server kiém tra s PAN c6 dang ky dich vu 3DSecure, giri phan hdi VERes v& Directory

Server.

(5) Directory Server giri VERes cia ACS Server dén MPL

(6) MPI giri PAReq (Payer Authentication Request) qua thiét bj ctia nguoi diing dén ACS.

(7) ACS nhan PAReq.

(8) ACS xéc thuc khach hang bing OTP hodc Static password.

(9) ACS guri PARes ¢ chitra CAVV (VISA Cardholder Authentication Verification Value)/ UCAF
(MasterCard Universal Cardholder Authentication Field) cho MPI.
ACS gli PATransReq cho Authentication History Server (AHS) va AHS gui phan hoi

PATransRes cho ACS.
(10) MPI nhan PARes tir ACS.
(11) MPI xé4c thuc dit liéu ma hoa dugce ky boi ACS.
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(12) Merchant giri Authorisation message (c6 chira CAVV/ UCAF nhan duogc tir ACS) qua vé ngén
hang phat hanh d€ chuén chi giao dich.

3. Yéu ciu vé nghiép vu:
Nha thau phai cung clp cic gidy to, tai liéu ching minh dugc kha ning dap tmg cac yéu ciu
dugc néu cu thé dudi day:
3.1.P4p ng cdc yéu chu nghiép vu sau
- C6 chuc nang Risk-based Authentication (RBA) va hé théng c6 kha ning hoc may (ML) 1a
mét loi the.
- C6 kinh nghiém tich hop v6i Hé thdng Quan 1y Thé (CMS) SmartVista 12 mét loi thé

- Céc phuong thirc xéac thuc: RBA, OTP, Biometric, Token va cac PTXT md rong khac (OOB),
Payment Authentication (PA), Non-Payment Authentication (NPA), Frictionless
Authentication, Challenge Authentication, Browser-based channel, App-based channel

- Céc luat tao sin va kha nang chinh sira ludt dép tmg yéu ciu cua Bén Mua, cho phép ngudi
dung chinh sira hodc tao méi cac luét.

- Hé thdng béo céo thi thiéu bao gdm: bio cdo chi tiét giao dich, béo cdo lich sir dang ky sir
dung dich vu, lich sir xac thuc.

- Céc chirc ning co ban khac, t6i thiéu bao gém: tra ciru giao dich, béo cdo, Audit ngudi ding,
xur ly khoa/mé khéa dich vu 3DS cho khach hang...

- Thyc hién tinh chinh va cAu hinh c4c tham s hé théng dé t6i wu nang luc xt Iy cua hé théng
theo yéu cau ctia Bén Mua.

- Pép tng tiéu chudn PCI - DSS

- Dép tng ti€u chu;fm cta Té chirc thé Visa va MasterCard vé 3D Secure 2.0 déng thdi mé rong
ket noi téi cac to chirc thé khac nhu AMEX, JCB, CUP, Napas,.. trong truong hop SHB la
thanh vién.

- Hé théng phai linh hoat dé hd trg tich hop véi hé thdng x4c thuc bén ngoai nguyén ban trong
3DS2 (khéng c6 OOB) s€ dugce ho tro.

- Hé théng phai linh hoat dé hd tro tich hop véi hé théng x4c thuc bén ngoai théng qua xac thuc
OOB s& dugc hd tro.

- Hd trg quan ly phuong phap xac thuc linh hoat(primary and fallback methods, multi-step
methods).

- H5 tro ca hai phuong thirc 3DS 1.0 va 3DS 2.0 trong cung 1 giai phap.
- H3 tro dang ky thé theo 16 va c6 API & tich hop.
- Hé théng tich hop véi AD or LDAP cho ding nhép 1 lan.
- Hé théng hd tro diing nhap single sign-on (SSO).
- Hé théng s& c6 log ghi nhan qua trinh x4c thuc giao dich.
3.2 Ddp vrng yéu cdu vé tién d@p
- Thoi gian trién khai tbi da 04 thang.
3.3 Dich vu bdo tri: Hang ndm.
3.4 Xie Iy 16i
- Bén B4n cam két dap tung hd trg k§ thuét 8x5 NBD trong thoi gian thuc hién dich vu. Ché 46
hd tro ky thust 8x5 NBD bao gdm céc yéu cdu cu thé sau:

= Thoi gian hé trg k¥ thuat: 08 gid/ngay va 05 ngay/tudn;

o,



* Thoi gian dap tmg: k§ su cia Bén Bén c6 mit tai dia diém cua Bén Mua trong vong 01h
(mdt gid) sau khi nhan duge thong bao va yéu cau vé viéc khic phuc, xir 1y su co. Trong
vong 04h (bbn gi0) tir thoi diém c6 mét tai dia diém cua Bén Mua phai dé xuét dugc giai
phap kha thi dé khic phuc sy cb va hoan thanh thuc hién theo giai phap duoc su ddng ¥

ctia Bén Mua;

» Céc hoat dong hd trg phai duoc ghi nhin nhat ky thyc hién.

- Dbi véi cac 18i xay ra do phién ban phan mém dang van hanh, Bén Ban c6 trach nhiém yéu cau
héng tao méi hodc cung cdp cac ban va dé xur ly cac 101 dd xay ra cua Bén Mua trong vong 04

(bdn) gitr dam bao hé théng hoat dong binh thudng.

3.5 Dich vu hd trg k¥ thuit

- Bén Ban cung cAp thong tin can by dau mbi de Bén Mua lién lac khi Bén Mua c6 yéu clu tu
vén vé hd trg k§ thuat. Khi co su thay 601 vé can bd d4u méi, Bén Ban c6 trach nhiém thong

béo bing vin ban t&i Bén Mua va cung cAp thong tin can by thay thé;

C6 ddi ngii can bd hd tro k§ thuat ngudi Viét lam viée tai Viét Nam la mot 1gi thé.

Phai str dung cac cdng cu quan ly va theo doi cac yéu cAu hd trg nhu JIRA hoic tuong duong.

Bén Ban ¢6 trach nhiém tu van va hd tro can bd ki thuat ctia Bén Mua trong cdc cdng tac sau:

*  Quan tri, vin hanh hé théng;

* Thay ddi/ning cAp cAu hinh phin cimg cac thiét bi CNTT thudc danh muc thiét bi chao gia.

A A A 5 - A \ A 5 - A r (Y4 ‘ 1A ’ 3
Yéu cau vé An toan bao mit: Nha thau phai cung cap céc giay to, tai liéu chung minh duoc

kha néng dap img cac yéu cau dugc néu cu thé dudi day:

a) Quan tri va bao mit hé thong

Yeu ciu ciia SHB
(Nha thau phai thuc hién t6i thiéu nlumg khong glO‘l
han cac hang myc cOng viéc sau, dam bao dat dugc .
~ Muctiéundutrén)

Giai phép co chL'rng chi dap 1’mg tiéu chuan bao mat PA

cia giai
| phép. de
‘ xuat

DSS budc
Giai phap c6 kha ning xac thuc, uy quyén va cip 2
A A Ay oxs , , n . . Bat
quyén truy cdp cho mdt tai khoan hodc mét nhém tai A
. budc
khoan. i
Giai phap c6 kha nang tich hop véi cac hé thong quan Bit
tri directory hién tai cia SHB nhu LDAP, MS Active budc
Directory, Cyber Ask
Giai phap hd trg két ndi dén cac hé thdng Single Sign- Tuy
On chon
M3 héa théng tin nhdy cam nhu s thé tin dung trong Bit
co so dit liéu theo quy dinh PCI-DSS budc
Giai phap phai cung clp co ché logging va auditing. Bit
MO ta chi tiét cach thue giai phap thuc hién logging va bude
auditing. TOi thiéu bao gom céc thong tin: Thoi gian
thuc hién, ngudi thuc hién, cac thao tac thuc hién, két
qua, IP may thuc hién, ...
Quan ly  mét khdu ngudi sit  dung Bit
- Mat khau cua nguoi st dung phai ma hoéa trong dir budc
liéu luu trit.

- Mat khdu cia ngudi ding phai dugc ma hoa khi

W
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truyén tai dir Tiéu.

- Mat khiu phai dugc luu trit bang cach st dung mé
hoéa mot chidu (hash).
- C4c dit liéu dugc kiém tra tinh toan ven dir liéu khong
duoc phép sira dbi trai phép.

- M4t khéu hién thi trén man hinh cta ngudi ding phai
duoc 1am mo, che gidu tranh bén thir 3 phét hién.

- Chan tinh ning ghi nh¢ mat khau hodc tu dién mat
khéu ngudi dung.
- Sir dung 14n cubi (the‘mh céng hodc khong thanh cdng)
cta tai khoan nguorl dung phai dugc thong bao hodc
béo cao to1 nguoi su dung tai lin dang nhap thanh cong
tiép theo.

- H5 trg phuong 4n xéc thuc nguoi sit dung nhu: Xac
thuc qua domain, qua chit ky dién tir,... SHB ¢6 thé tuy
bién lyra chon phuong 4n mét céch linh hoat.

Céu phan.
tuong Ung
cua giai
phép cie

xuat

Kiém soat truy cip

- Phai ¢6 chuc ning kiém soat truy nhép, chi ¢6 cac
ngudi ding dau cudi da dugc cip phép dugc phép méi
duoge truy nhép hé théng.
- Hé théng pha1 ho tro co ché thong béo, canh béo va
ngan chan viéc cb tinh sir dung mé truy cdp clia nguoi
khac aé truy cap hé thong
- Chuc nang kiém soat truy nhép phai xac nhén viéc
két ndi cua cac thiét bi dAu cubi ciing nhur chip thuén
cho céc thiét bi dAu cudi dugc thyuc hién giao dich.

- Cho phép cAu hinh dinh chi tam thoi viée truy nhap
hé thdng néu ngudi st dung thyc hién t6i da ba lan truy
nhip khong hop 1€ vao hé théng. Tht ca lan truy cap
khoéng thanh cong phai dugc ghi lai va ¢6 bdo cdo dé
theo doi.
- Cho phép tham sé hoa sb 1an tbi da truy cap khong
hop 1€ vao hé théng. T4t ca lan truy cép khong thanh
cOng phai dugc ghi lai va c6 bao cao dé theo dai

Bit
budc

Quan ly phién lam viéc:

- Co ché ding xut ludn c6 sin cho tat ca ngudi sir
dung trén moi man hinh, khi dwoc thuc thi phai 1ép tirc
chim dut phién hoic két ndi.
- Thoi gian cho (timeouts) cho phién lam viéc phai
dugc cau hinh.
- Phién lam viéc hodc cookies c6 thoi gian t6n tai phai
duoc cAu hinh.
- M&i mdt dinh danh phién (SessionID) v cookies phai
duoc khai tao khi ngudi dung ding nhap

- Tai mot thoi diém hé thong chi duoc phép duy tri 1

Bit
bude




STT | (Nha théiip

‘phxen lam v1ec’ cua nguorl dung

‘éu cau cua SHB

han cac hang m
. . *IMuc tléu neu tren)

i "thc hlen t6i thiéu nhing khong glm
jc cong viéc sau, dam bao dat duac o

10

Xac nhan dau vao, daura

- Tét ca dir li€u tur ph1a ngudi dung (bao gdm cac chudi
truy vén, «cookies, ndi dung tiéu dé HTTP, SOAP va
céc yéu céu dich vu Web khéc, ndi dung tu dong post-
back va ndi dung chuyén huéng) déu phai duge kiém
duyét trude khi duge xir ly.

- T4t ca dit liéu dugc méd héa véi mot bang mé ky tu
chung (UTF-8 hodc Unicode) trudc khi kiém duyét.

- Tét ca cac dit liéu diu vao déu phai duge x4c nhén vé
pham vi du kién (range), dd dai (length), dinh dang
(format) va kiéu dix liéu (datatype).
- Tt ca dir liéu d4u vao dugc xac nhén loai trir khéi
mot danh sach cac ky tw dugc cho phép (white list).
Trong truong hop b loc “white list” khong dugc s
dung, tit ca dir liéu d4u vao duoc xéc nhén loai trir
theo mdt bd loc “black-list” aé chan bat ky mot ky tu
nio c6 kha ning nguy hiém. Vi du vé cac ky tu c6 kha
nang gay nguy hiém:
+<“()&+H\V YV

+ Null bytes (%00)

+ Ky tu new line (%0d, %0a, \r, \n)

+ Ky tu duong dan (../ or ..\)

- Tt ca dit lidu dugc xdc nhan dam bao khong thé gia
mao Cross-site scripting (XSS)

- T4t ca dit liéu dugc x4c nhan dam bao khong thé gia
mao SQL Injection.
- Xac nhén tmg dung khong bi LDAP Injection hodc c6
céc kiém soat an ninh ngan chin LDAP Injection.

- X4c nhén tmg dyung khong bi OS Command Injection
hodic c6 cac kiém soét an ninh ngan chin OS Command
Injection.

- Xac nhan tng dung khong b 18i tran bo dém hoic c6
céc kiém soat an ninh ngan chin tran bd dém.

- Xé4c nhan d4u vao la file upload khong bi tn cong
Shell Injection

Bit
budc

11

Quan ly vé file

- T4t ca cac mat khiu duogc cai dit (hard-coded) trong
ma nguon (source code) déu phai duoc g& bo.

- B6 nho (Cached) va nhimg ban sao luu tam
(temporary) ciia nhitng thong tin nhdy cdam duoc luu
trit trén may chi phai dugc bao vé khéi cic truy cép
trai phép. Céc dit liéu nay phai dugc huy bo ngay sau

Bit
budc




Yéu cau cua SHB

‘ ‘é thau hai ‘thuc hu;n t01 thleu nhung khong gzél »

' Chu phan
tuong 1’mg
cua giai
phap &e
Xufit

T khi khong coOn nhu cAu sir dung

- Tht ca céc thong tin nhay cam dugc ma héa khi luu

trir.

- M3 héa cac dit liéu cAu hinh nhay cam (vi du nhu mat
khau, chudi két ndi - connection string) duoc hru trir

trén may chu.

- Nhing trang chita thong tin nhay cam thi phai v0 hi¢u
héa tinh ning luu vao b nhé tam (caching) & phia

trinh duyét ctia nguoi dung.

STT

. I : . duoc Muc tiéu néu trén)

b) Gidm sat, kiém tra, truy vét

gi6i han c4c hang muc cong viéc sau, dam béo dat

| (Nha thau phai thué h1¢n t6i thidu nh\mg khong I(\?/Iu

img

chi tiét | phép dé xudt

Tht ca céc su kién sau duorc ghi (log) lai:

- Céc chic ning trén tai khoan/ban ghi ngudi
dung.

- L3i x4c nhén dau vao.

- C6 ging xéc thuc nhiéu lan

- L&i kiém soat truy cp.

- Cac su kién gia mao.

- C8 ging két ndi t6i nhimg phién lam viée khong
hop 1é/hét han.

- Céc thay d6i do ngudi dung tao ra trong qua
trinh twong  tac véi hé théng.
- Céac ngoai 1€ vé hé théng va truyén dir ligu.

- Théng tin duge luu trit trong log theo mot dinh
dang thun tién cho viéc truy xuét.

- Céc truy xuét vao log dugc gidi han theo thim
quyén ngudi st dung.

- Céc thoéng tin nhdy cam khong duoc luu trix
trong log.

- Ti thiéu cac su kién log audit can duoc ghi lai:
+ Thoi gian cua su kién.

+ Tiéu dé dinh danh (nhu dinh danh ngudi ding,
IP)

+ Dinh danh loai sy kién va mo ta su kién.

- Hé théng phai hd trg ngudi quan tri theo doi cac
hanh dong cua ngudi sir dung trén hé thong mot
cach truc quan, diy du thong tin, c6 thé truy xuft

Bit
budc
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STT

 Yéuchu cua SHB ,
(Nha thau phé,l thu c hién t6i thiéu nhmg khong

I Qng viéc sau, dam bao dat
tiéu néu tren) L

lai dugc cac hanh dong cua nguoi st dung da thyuc
hién theo thoi gian
- Hé théng khéng ghi lai dir liéu nhdy cdm nhu:
mat khiu hodc ma bam mét khiu cua nguoi ding,
s&t hé tin dung ...

STT

c) Quan ly c4u hinh, phlen ban

o Yéu clu cua a SHB

(Nha thau phal thye hién t6i thiéu nhurng khong gidi

- han céc hang; muc cong viée sau, dam bao dat duge
' Muc tiéu néu tren)

‘ tiét : xuat‘

" Trohg qua trmh trlen khai tai Ngan hang, Nha thau

phai xay dyng co che quéan 1y c4u hinh, phién ban phu
hop, ddy du, chi tiét dam bao quan ly duoc cac yéu cau
phat sinh nhu cac thay ddi trong quy trinh nghiép vu,

thay ddi trong chirc ning ciia hé thong, thay ddi vé mat
dir liu. Céac phién ban nay phai dam bao c6 thé khoi
phuc lai dwoc trong truong hop Ngan hang ¢6 yéu cu;

- Nha thau phai xdy dung co ché kiém soat ddy du tat
ca cac thay ddi anh huéng dén viéc phat trién mot san
phidm. Moi su thay di déu phai duoc théng bao téi cac
thanh vién lién quan;

- Co ché quan 1y cAu hinh/phién ban phai dam bao kha
ning ddng bo giita cac phién ban véi nhau;

- Nha thdu phai d& xuit giai phap quan ly céu
hinh/phién ban va ké hoach trién khai céc cong cy, méi
trudng va co s ha ting cin thiét;

Bit
budc

Mo ta | Cau phan

N dap _tuong ung
" | cuagiai

phép at

&% d 2

d) Sao luu, phuc héi dit liéu

Yéu céu coa SHB
(Nha thau phai thuc hi¢n t01 thiéu nhung
ng gi6i han cac hang myc cong viée sau,
 dam bao dat jdu’qc Muc tiéu néu trén)

Mirc

ang i

dodap |

bUQC /

Bit

Mo ta
dap v ng

chi tlet »
- xuét

SR |
Cau phan

tuong mg cta

 gidi phap de

ey

Cung cap giai phap sao luu va phuc hoi cho
c4c cAu phén ctia hé théng, bao gdm:

- Dit liéu chira trong Co so dir liéu;

- Dit liéu dang file;

- Phin mém hé théng, phin mém img
dung,..;

- Chu hinh hé théng va cac loai dit
liéu lién quan khéc.

Tuy
chon
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5. Yéu ciu vé thwong mai
5.1. Péng tién chao gid: Viét Nam ddng.
5.2. Déng tién thanh todn: Viét Nam ddng.
5.3. Phwong thirc thanh todn: Chuyén khoan vao tai khoan quy dinh trong Hop ddng
cua Bén Ban.
5.4. Diéu ki¢én thanh todn
- Dot 1: Tam img 30% trong vong 07 (bay) ngay ké tir ngay Bén Ban ban giao cho Bén
Mua céc giay to, tai li€u sau:
*  Thu béo lanh thyuc hién Hop déng c6 gié tri bing 10% tong gié tri Hop déng va cé
hiéu luc ké tir ngay phat hanh dén hét ngay bao hanh, bao tri.
- Dot 2: Bén Mua thanh toan cho Bén Ban 70% tng gia tri hop ddng trong vong 07
(bay) ké tir ngay Bén Ban ban giao cho bén mua céc giay t0, tai liéu sau:
= Gidy chimg nh4n dich vy bao hanh chinh hang (ban géc) cho Dich vu h¢ théng 3D
Secure 2.‘0 cia Bén Mua theo danh muc dugc mé ta trong Muc 1 — Phan II cia Ho
so Yéu cau chao hang nay;
= Gidy d2 nghi thanh toén;
* Hoa don tai chinh hop €,
* Bién ban nghiém thu k§ thuat.
6. Bang chao gia chi tiét
Nha thau trinh bay Bang chao gia chi tiét nhu sau: (Gi4 cung cép dugc tinh bang ddng tién quy
dinh tai Phan II, Muc 2).
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