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PHAN I

cAc vBu cAu cHUNG

I. YGu cdu vd Hd so chdo hing

H6 so chio hdng ph6i dugc lfp thdnh 03 bo (01 b0 g5c + 02 b0 sao * usB dit

liQu), d6ng quyrin, d6n kfn c6 ni6m phong, b6n ngodi ghi 16 H6 so chio hing g6i thau

,,Cung c6p ptrAn mdm qu6n lj h6a don <tiQn tt" vd dugc gtii t6i ilting tlia di6m trudc

thoi gian quy dinh trong h6 so y6u cAu chio hing.

Hi so chdo hdng phdi bao gim cdc gidy td, tdi liQu vd ittip ftng cdc yau cdu

sdu:

* Y\u cdu vi phtip li', thwong mgi :

1. BAn sao Gi6y ph6p d[ng kf kinh doanh hqp lQ;

2. Don chio hdng: Ph6i c6 chfi kf cta nguoi dai dien theo phSp luft c0a c6ng ty

ho4c ngudi dugc riy quy6n (C6 eiey ty quy6n kdm theo);

3. B6ng chdo giri chi tii5t (Ghi rd t6n nh6n hiQu, xu6t xf hdng h6a, chdo ttiy ttri sO

lugng, chtng lopi, gi6 tru6c vAT, gi6 sau VAT...) theo m6u tai Phan III cria h6

so y6u cAu chdo hdng;

4. Eon gi6 dugc tinh bing ti6n ViQt Nam tl6ng.

5. Hieu llrc ctia H6 so chdo hdng t6i thi6u 60 ngiy k6 tt thdi tti6m l5h ngiy

lS.tlZtzozt;
6. Thu gi6m gi6 g6i thAu (ni5u c6)

7. Cam ktit chdp nh4n y6u cAu vC di6u kiQn tdi ch(nh thuong m4i n6u t4i PhAn III
cta H6 so y6u cAu chio hdng.

* Y1u cdu vi ndng lyc, kinh nghiQm:

1. NhA thAu phii cO tOi thi6u 03 nim kinh nghiQm trong linh vgc cung c6p phAn

m6m quin lf h6a tton tliQn tu;

2. Liet ke danh s6ch c6c ho. p d6ng tuong tg dd thgc hiQn trong 05 ndm g6n nh6t bao

gdm cric th6ng tin sau: T6n chri dAu tu, t6n g6i thiu, giri tri hqp dting, ngiy ky

hgp dOng, m6 tA vintiltnQi dung c6ng viQc, tinh ch6t tucrng t.u cria hqp d6ng.

3. Cung c6p tOi ttri6u 02 hqp il6ng tuong tg dd hodn thinh v6 viQc cung c6p phin
mdm qu6n ly h5a<ton diQn tri cho c5c t6 chric, kdm theo bi6n b6n nghiQm thu vd

h6a don b6n hdng.

4. Btn sao gi6y phdp b6n hdng ho4c chring nh4n ld d4i lf, a6i tec ho{c cam kiit h5

trg b5n hing vi bdo hdnh cta nhd sin xu6t, trudng hqp phAn mdm do chinh nhi
thAu ph6t tritin thi cung cAp giSy chung nh4n tldng kli bAn quy6n stn phAm.

5. Cung c6p danh s6ch chuy6n gia tri6n khai cho g6i thAu kdm theo chring chi li6n

quan, hop tl6ng lao dQng.
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6. B6o c6o tinh hinh tdi chinh c6 x6c nhfn cria co quan ki6m to6n (ttQc lfp ho[c nQi

bQ) trong 02 ndmgAn d6y nh6t ho4c bAn b6o c6o grii qua c6ng th6ng tin diQn tri,

doanh thu binh qudn rl4 tOi ttri6u l0 tf d6ng/n[m vi phii c6 l6i.

II. Thoi gian vir ilia ili6m nQp H6 scr chiro hirng :

Thoi gian: trubc I5h nsdy ..43..t.42.t2021

Dia dihm: Tdng 3, Trung tdm Mua sdm, Totr nhd 8l Trin Hung Dqo, Hodn kidm,

Hd NOi &iAn h€ 1ng Nguydn Anh Dilng, DiQn thoqi 0438223838 may li 2929, DD:

0976365688). Moi H6 so chdo hdng gui toi sau thdi didm nAu trAn diu kh6ng c6 gid

tri.
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PHAN II
vtu cAu vr rY rnuAr NGHTEP vU

A. Mgc ti6u, ph?m vi, thcri gian tri6n khai:

L Mgc ti6u

Cung c6p phAn mem qu6n lf h6a don diQn tti nhim chuAn h6a quy trinh ki5 to6n

tai SHB, ndng cao hinh 6nh ngdn hing chuyrin d6i sti, d6p fng c6c quy tlinh cia ph6p

luTt hiQn hdnh.

II. Ph4m vi

III.Thcri gian tri6n khai: 06 thrlng k€ tir ngdy kf hqp d6ng

B. Y6u ciu vA ky thu$t, nghiQp vg, tri6n khai, diro t4o

I. YGu ciu chung:

Nhd thdu cung cdp b6n quyrln hqp lQ cho SHB bao gdm:

' Bin quyiin phin m6m.

. Bin quy6n kh6ng gitri h4n s5 tugng nguoi dtng sfr dgng vi khai thic
phin m6m

Nhd thAu phdi cung c6,p gi6y to dim b6o tinh hqp lQ cria bin quy€n s& hiru

II. YOu cAu chi ti6t

Mgc 1. YGu ciu chfc ntrng

36i

Hi\

,\ ci

l-ll

l{t

STT Danh mgc hing h6a Don vi SL

1. BQ GIAI PHAP HOA DOT'{ DIEN TI/
Bdn q vinh gi6i ph6p H6a don <liQn tt
Bin khOng gioi han s5 luqng nguli dirng sri dpng

tr€n

Bin quy€n 1

2. DICH VU

2.1 Dich vu trii5n khai gi6i ph6p d6p ung y€u cAu cria SHB c6i I

2.2 Dich vg ddo t4o vd chuy6n giao cdng nghQ G6i I

2.3 Dich vu 86o hdnh, b6o tri vd h6 trg ky thuat NIm J

M6 te
il6p fing
chi ti6t

CAu phAn
tuong fng c&a
gi6i phdp dd

xudt

STT

YGu cAu cria SHB

flhn thiu phii thgc hiQn t5i thi6u nhung khOng
girfi h4n cdc h4ng mgc cOng viQc sau, tl6m b6o

d4t tlu-oc Mgc tiOu nOu tr6n)

Y6u u
tl6p fng:
nit nuQcl
Tiry chgn

vi6n phAn
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O5i v,l,i h6a dcrn GTGT tIAu ra x

x

theo y€u cAu cria TCT theo trmg thOi k}' (Theo 02

giai pnap : Tham s6 cho nhiOu tlvkd ho{c tham s6

I md s6 6p dpng chung todn hdng)

- M6i mdu h6a don se dugc luu theo thdi di€m

cta SHB
- C6c h6a don dd xu6t ph6i luu md m6u h6a d<vn

md h6a tlon- SHB chtt dQng hinh tham s

d6 in l4i cho kh6ch

1

x,) theo timg nghiQp vu c0a SHBTham

x
dgng cho h6a don backdate (vdi h6a don backdate

s€ tham s6 vd tg in riOng)

Thgc hiQn setup lo4i kf hiQn h6a don 6p

J

xH6a clon diQn tr? dc gtii tU <lQng

hdng theo clinh d4ng XML, PDF ( setup gri'i theo

nhu cAu cta kh6ch hdng )

cho kh6ch

4

x

5

H6a don ph6t hinh ld h6a don tlclrr 16 theo ttmg
nghiQp vu vd khdi t?o ngay khi submit xong btrt

todn giao djch/ ho{c theo 16 tirng kh6ch hdng khOi

t4o vdo cu6i ngdy

x
di6u chinh (

chi phi ( ddi

v0lchinhh6asinh clontuHe
N,Ghi tk Thu ho4cq nhQp/wnghiQp

h6ahAnhtk volC6 vu ph6tnghiQpshi
don malkhuy6n )

6

x
7

d6p tmg chinh sria h6a don,He
h6a don gi6y

xSetup h6a don hi
nhau tr6n ctng I h6a don

kh6cloaithi theo
8

xKf diQn tri cho cA danh sdch

ning c6ng kf tiQn dpng, mQt

dpng cho nhi6u m6y.

h6a Tinhdon.
thcco SUchir SOky9

xTra criru, t6i h6a don trOn website SHB10

x

l1
cl6p ung viQc

ph6p luQt v€

kh6c c6 li6n quan theo timg thoi kY

ilonh6a theoamC quylapsetup,
YAtlitlonh6acua diQn lu4tph6pdinh

xra l0theoh6aload clontrg upHe
nhiOu TSb6nXLN sinhTSb6n ph6tvl9cvuPhuc

thli di€mIctng
t2

xlasdtir u coredonh6a inksinh l9uHe
kh6ccacvoltich th6nghehep

t3

xV6i c6c img dpng :

sfta, didu chinh h6a

16 ho6c theo 16.

chinhh6a tlon
dottdon. hiQnd0u <lugc thyct4

x

l5 khi thuc hiQn duY

chinh phtr hqp

cho ph6pHe
et

4

chuy6n cl6i



l6 @imgv6ithayd6i
quy clinh cta TCT

x

t7
Kf diQn tri cho ce danh s6ch nhi6u h6a dcrn. Tinh
ndng c6ng kf.tiQn dpng,
dung cho nhi6u m6y.

mQt chii ky s5 c6 th6 sri
x

18

He h6a ilon tliQn tu ddm b6o v,5 viQc luu trir,
sao luu dir liQu, <I6m b6o ^llyeu cau ve tra ctru, cung

c6p su dpng thOng tin h6a cton dien tu

55i v6i h6a don GiGT tIAu vio

1
Tu dQng setup nh{t c6c dir liQu tlAu vdo theo y6u

cdu v6i file clinh d4ng XML, PDF, JEG...
x

2
Check t.tng h6a tton d5i v6i c6 trudng hqp h6a

<lcrn tir insert vd h6a don insert ty dQng

x

a
J

Tinh narrg quan-lr, sao kc/bing kC cbc h6a don clau

vdo md Ngudi b6n hdng chua ban hdnh h6a <lon

cliQn tri nhtmg c6 thO import tir hQ thiing excel ho[c
interface tri hQ th6ng k6 to6n li6n quan

x

YOu cAu b6o crlo

I
eacb6o c6o theo y€u cAu cta TCT 6p dpng cho ci
h6a don dAu ra vd h6a clon dAu vdo ( nhu B5o c6o

tinh hinh sri dpng h6a don,v.v...)

x

2 Bdng kC H6a don cl6u ra theo timg mdng nghiQp vp x

J

B5o c5o, bdng k€ h6a clcm cl6u vdo theo timg lo4i
thu6, ttrng loai nghiQp vp ( Ho4c b6o c6o tdng hqp
/ Theo ttrng lopi thuii clugc kh6u trt/ ho{c f! lQ)

x

4 BAng tinh tj' lQ thu6 / Td khai Thu€ GTGT x

5
Bing dii liQu h6a don cldu vdo cl6 tich hqp setup
<linh khodn h4ch to6n tU d$ng theo tirng nghiQp vU

x

6 fhiiit 16p b6o c6o thdng b6o ph6t hdnh h6a don x

7

86o c5o OOi ctritiu thu6 GTGT tr6n sao kC H6a ilon
VAT dAu ra kh6p ctring s6 liQu GL theo timg lo4i
nghiQp vu, timg phdn hQ, tung POS/di6m kinh
doanh, trmg kh6ch hdng,...

x

8

B6o c6o cl6i chi6u thu6 GTGT tr6n sao kd H6a don
VAT ddu vdo khop ching si5liQu GL theo ttmg lo4i
nghiQp vu, timg phdn hQ, tirng POS/di6m kinh
doanh, tDng nhd cung c6pllopi dich vu cung cdp,...

x

9

P,6o cilo kir5m tra c6ng ng thu6 GTGT sau khi
interface voi chc giao dich SHB nQp thu6 (cho mr,rc

dich sri liQu thu6 tr€n b6o c6o ki6m to6n), chiti6t
theo MAINPOS, vtmg, todn hQ thlSng ri€ng 16.

x
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PHAP H6A DON DIEN TU

1

@ki6mso5ttruy
cfp dga tr€n vai trd cta ngudi sft dr,rng vd

mric cl{c quyAn dC truy c|p cbc chric ning cria

hQ th6ng (mirc module tmg dqng) vd dt liQu

h0 th5ne (mric d[ liQu)

M

ffe th6ne ph6i cung
ngudi sri dgng thay
c6 quy tic b6t buQc

ESop tfnh nang cho phdp

aOi mat khAu cta minh vd

ngudi dtrng thay ddi m{t
khAu theo chinh s6ch cria ngdn hdng

M

- Quin lf tfp trung vdi ngudi sir dpng nQi

b0 sHB.
- Usemame duy nhdg khdng phdn biQt chfr

hoa chft thuhng,
- HQ th6ng chophdp chti dQng c6u hinh Co
ch6 x6c thgc user theo LDAP llocallho{c m6

te chi ti6t c6c co chti xfc thuc khSc md h0

th5ng h6 trq
- Tr4ng th6i cria account il6p tmg ti6u chudn

PCI-DSS nhu:
+ HQ th5ng phAi c6 t5i tfri6u 04 tr4ng th6i

ngudi dirng bao g6m:

Activate/C I ose/Delete/Lock.
+ HQ th5ng tU <lOng kh6a tdi khodn nguo'i

dirng n6u nfr4p sai mat rurAu 03 lAn.

+ H0 th6ng tp clQng kh6a tdi khoin ngudi
dtrng khi kh6ng sft dsng 90 ngdY.

- Cho phdp t4o ra c6c nh6m quy6n cho ngudi

str dqng (kh6ng bi gi6i h4n vC s6 lugng nh6m

quyOn dugc tao tr€n hQ th6ng). MQt ngudi sri

dune cO th€ thu$c nhi€u nh6m quydn kh6c

nhau;

- OOi vOi mQt ngudi sri dqng, khdng tlugc
phdp phdn quyCn d6ng thoi thgc hiQn t4o vd

duyOt giao dich;
- tvtqi thao t6c th€m m6i/thay dtSi quy6n truy

cap inri cdng tr€n ring dgng, d6u phdi qua 2

bu6c t4o vi duyQt vi dugc thgc hiQn b&i 02

ngudi dirng kh6c nhau vd tlugc ghi log

database d6 c6 th6 tra cuu

Maker/Auth/IVlakeDate/AuthDate.
-Cho phdp phdn quydn user khai th6c, truy

*u6t du liQu theo ph4m vi Todn hdng, Tru sd

Khu chi Chi nh6nh &

M
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Phdng giao dich tryc thuQc, Phong giao dlch

He th6ne luu lich sft login hQ thiSng theo

IP thiiSt
MffihQthSng2

HQ thdng cho phdp SHB t4o moi, chinh sria

c6c m6u h6a don
- M5i m6u h6a don sE <lugc luu theo thdi

<tii5m cria SHB
- Cbc h6a clon ctd xu5t phdi luu md m6u h6a

don d6 thufln tiQn xu6Utra cuu l4i h6a don

cia cdc n5m kh6c nhau.

He. th6nE hO trg qu6n lf thdng tin t6 chric theo

m6 hinh: HQi sd chinh, chi nh6nh, phdng giao

dich

@iidugc tham s6 h6acdi
rl{t h€ thiinglU. Uun dAu vd duy tri, phrlt triiSn

trong tuong lai. Tham s6 ndy thitit hp duqc
ngdy hiQu luc.
Nhd thdu n€u rO c6c bing chimg ho{c tinh
ndng tuong clqong cira gi6i ph6p d,i xu6t d6p

fng c6c yOu c6u tr6n.

Glai pnap d0 xu6t c6 th6 cung c6p nhi6u ki6u
tham s6 h6a vd khd ndng m6'rQng c6c tham
sii. trrtO t6 chi ti6t cdc tham sO nq tfrOng h5 trg
Nhd thAu n6u rd c6c bing chring ho{c tinh
ndng tuong d{*g cria gi6i ph6p dC xu6t d6p

img cdc y6u c6u tr€n.

Mgi thay d6i tham si5 c6u hinh ctiSu phdi c6

Nguo'i t4o vd ngudi duyQt.

Nhd thiu n6u rO c6c bing chimg hoqc tinh
nlng tuong d.{*g cta giii ph6p d€ xudt cl6p

frng cdc yOu c6u tr6n.

Nhd thdu phdi cung c6p bdng tham s6 hq

thiing rO rdng, bao g6m nhung kh6ng gidi han

c6c th6ng tin: Y nghia cta tham s6, ki€u d[
liQu cria tham s5, gi6 tri mdc dinh cria tham s5,

circ gi|tri c6 thr5 cdi clit cho tham si5...

YGu cAu ndn ting gi6i phdp (Platform)3

Gidi ph6p cdn h6 trg c6c chfc ndng cho quin
tri hQ th6ng th6ng qua giao dien web tuong
thich v6i c6c trinh duyQt ph6 biiin, nhtmg
khdng gi6i h4n (IE, Chrome, Firefox, Safari),
yOu cAu kh6ng cdi tlat ciic add-on vdo trinh
duv€t, Java sdk

M

Gi6i phSp cAn hd trg c6c h0 di6u hdnh du6i
<lay:

- OOi vOi 0ng dpng rndy cht
+ Red Hat Enterprise 7 trd l6n

- O6i vOi img dpng kh6ch m6y tfnh d0 bdn
(n€u c6)

M

+ Windows 7 trd l€n
+ Unbutu
+ MacOS

.:
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+ ChomeOS

Giei
M6v

ph6p;An hO trg danh s6ch sau ddY cira

chti Co s0 d[ li0u n6u c6: M
trd l€n- Oracle DB 1l

M
C6c giii ph6p

vdo tflp tin t5i thi€u mQt trong c6c dinh dang:

csv exce

trg b6o c6oldft liQu

Mtrg c6c kf tg Unicode (UTF-ph6p

8

Mng6n ngir: itciai trg
Anh vd

4 YGu cAu ki6n truc

M

sizing phAn cimg cho.gi6i
ndng vfn hdnh tdi thi6u 05

n[m, vd trinh bdy phuong 6n m0 rQng trong

Yilu cung cAp

ph6p d6p ung khd

tuong lai

M

M

M
ndo cAn c6 server ri6ng biQt.

ffim6hinhki6ntnic
nehiQp vq bao gdm danh sdch c6c nghiQp vp

chinh c0a h€ thdng fng dpng vd c6c nghiQp

vp co bdn nhu:
- Nghigp quin tri nguoi dtng, quin tri
nh6m quyAn, quen tri ph6n quYdn

- Qudn trih6a don (kf hiQu h6a clon,

m6u h6a tlon,...)
Cho phdp quin lf c6c chi nh6nh, qu6n

lf thi6t <tat tham s5 trg ttrong
- NghiQp vp theo d6i, gi6m s5t hQ th6ng

vd h5 trg ngudi dung/ kh6ch hdng

Nhi thAu ,O ta.ni titit m6 hinh ki6n truc giAi

ph6p dC xuAt @ao gdm kii5n trtc logic vd ki6n

trtic hQ th6ng)
Nhd thAu cAn n6u rO c6c module cira gitri ph6p

c6 th6 cdi d6t chung server hay cdc module

M
Ki6n truc d6m b6o viQc md rQng theo

ngang. Khi luu lugng giao dlch tdng/ giim c6

th6 md rQng bing viQc th6m bcrtcic m6y ch0

chi6u

(server

Mvdi m6y chri bi tdivSn kh6ng 6nh
Khi t hoac
huong diin

truc tl6m b6o tinh sdng.

Mphu thuQc bdi mQt nhd cung haKhdng bi

M

M

trric HA: Active/Active t4i

Active/Active tai DC-DR cd mirc img dqng vd

co sd dt liQu

Trons ohin trd lli, nhd thAu trinh bdy c6ch

c6u ninn h0 th5ng, chi ti6t t6t noi giira c6c hQ

C6

Mf6i ttri6u ph6i h5 trs c6c hQ

thu qr uu ti€n: Linux, Unix,
diAu hdnh theo

8



5 YGu cAu vd uan dii viro/ra

M
kiiim tra cl6m b6o dfng theo
- Loai dir li€u

- Dinh dang

dugc
kii:

-D0 dei
b6 tit cac6c d[

cd dft liQu nhQp/tdi l€n

M
cai a{t 

"iec 
kii5m tra dt

t6t cd th6ng tin vO lo4i, dinh dang, clQ

dei

Ngudi qu6n tri c6

liQu cho

M

C6 dihtkii5m tra vd lgc(Sanitize) dir liQu

il6m bio khOng c6 c6c truy c5n SQL, the

XML, HTML, java script,command ky tU dac

biQt: <, -:i "'o% Oxff 0x00 0x\/( ) * $ &
0x0a0x0d....
Md ti chi ti6t co chi5, dtng whitelist/backlist

MTham s5 h6a c6c truy v6n SQL

M@nchanc6ckitiut6n
c6ng chinh sua dii liQu

MTEt c-a at tic. u hi6n thi phAi clusc Sanitize,

Encode
MHQ thdng phii h6 trs che dt liQu nhpy cim

Msang d4ng c6 f nghTa v6i nguoi dtrng, kh6ng
hi€n thf chi tii5t thdng tin l6i

uaolili mi ni6n thi phii chuyiin il6iThdng

M

TAt ca dft tieu ttr phia ngudi dtng (bao gdm

cdc chu6i truy v6n, cookies, nQi dung ti6u d0

HTTP, SOAP vd cilc y6u cAu dich vu Web
kh6c,"nQi dung t.u ctQng post-back vd.nQi dung
chuy6n hu6ng) d6u phdi duo.c ki6m duyQt

trudc khi du-o. c xt l1i.

M
fdt cir dtr liQu clugc md h6a v6i mQt bAng md
kf tg chung (UTF-S ho{c Unicode) tru6c khi
ki6m duyQt.

M

f dt ci c6c dii liQu tldu vdo d6u phii cfuo. c x6c

nhfln v€ ph4m vi du ki€n (range), dO ddi

(length), clinh dang (format) vd kiOu d{i lieu
(datatype).

Mf dt ce dt liQu duo. c xdc nhdn cl6m b6o kh6ng
th6 gi6 m4o Cross-site scripting (XSS)

MTet ca dt [Qu clugc x6c nh0n cl6m b6o khdng
th€ gi6 mao SQL Injection.

M
X6c nh6n img dpng khdng bi LDAP Injection
ho{c c6 c6c ki6m so6t an ninh ngtrn ch4n
LDAP Iniection.

M
X6c nhfn img dung khdng bi OS Command
Injection ho{c c6 c6c kiiim so6t an ninh ngdn
ch4n OS Command Injection.
X6c nh0n img dpng kh6ng bi l5i trdn b0 dQm

ho{c c6 c6c kilSm so6t an ninh ngdn ch{n trdn
b0 d€m.

M

MX6c nh4n ildu vdo ld file upload khdng bi tdn
c6ng Shell Injection
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6 YGu cAu rd bao v dii M

M
bing thuflt to6n m4nh khi luu tril. Vi du:

- Sri dqng AES256 khi luu trt trong file cdu

hinh
- SHA256 with salt khi luu trir DB

ci dir liQu nhAy cAm tlugc md h6a

MCho phdp ngubi qu6n tr! lUa chgn thuft to6n

d6 ma h6a khi luu trir vd $i

M
Khdng luu trfr dir liQu nhay cim (m6t

taitinlonsess khodn, trong)thOng

U

M
b6.

cdi )ch cacT <lugc dat (hard-codedmat
code d€uma source clugc) phAinguon (rtrong

M

B0 nhd (Cached) vd nhtng b6n sao ltru t4m

(temporary) cria nhirng thdng tin nhfy cim
ilugc luu trir tr€n m6y chri ph6i <luqc b6o vd

kh6i c6c truy c{p trdi phdp. C6c dfr liQu ndy

b6 ngay sau khi kh6ng cdn nhuph6i duqc hty
cAu srl dung.

MT6t ca c6c th6ng tin nh4y cAm dugc md h6a

khi luu tr[.

M
ME h6a c6c dir liQu hinh nh4y cdm (vi dp

nhu m{t kh6u, chuSi t<6t nl5i - connection

luu trft tr6n m6 chri.

M
Nhfrng trang chria th6ng tin nh4y cim thi
v6 hiQu h6a tinh ning luu vdo b0 nh6 t4m

phdi

cachi & a trinh cua

YGu tich7

M
Sir dgng t<6t n5i md h6a, an todn:

- TLS 1.2 trd l€n
- Cipher suite M4nh
- Trusted Certificate

M
tich hqp:
- Giira c6c img dung
- Web service
- Database

cho tdi khodnC6 co x6c th1rc, ph6n q

YGu c
I

ve , gi6m s6tI
M

dqng phii c6 co c

baogdm: system log, application 1og, security

I CITOT

ghi nhfln logng d0

M

c6c sg kiQn:

- C6c thay d6i tren tii khoin/ bdn ghi ngudi

dtng
- C6c yOu cdu x6c thr,rc c0a ngudi dtng, nguoi

ouln tri
lc6c thav o6i c6u hinh hQ thdng

- C6c thay d6i ttrOng tin, quydn nguli dtng

khi ndng ghi nhfln clugcng dpng phdi c6

thdnh
- Cic
- Cdc

thdnh c6ng
du liQucap

va
cim
dii li

t4



- C6c sg kiQn gi6 m4o

- C5 gang t6t n6i t6i nhirng phi6n ldm viQc

kh6ng hqp lQ/ h6t h4n
- C6c thay tl6i do ngudi dirng t4o ra trong qu6

trinh tuong t6c v6i hQ th5ng
- C6c truy xu6t veo log clugc gi6i h4n theo
thAm SU

M
gi6i h4n c5c thOng tin sau: Thdi gian, tai.

[t oar, Dia chi I[ngu6n,Trinh duyQt/thi6t bi,

Chftc ndng, T6m tdt nQi dung hdnh clQng,

Trang th6i hodn thinh cria hinh dQng

idn Uao gOm nhmg kh0ngC6c log ghi nhfln

Mb6o security log kh6ng bi truy cpp, chinh
sua, x6a b6 tr6i phdp
EAm

M
laidir liQu nhfy cdm nhu:

ho{c md bdm mflt kh6u cria ngudi
dtrng, s5 th6 tin dpng, th6ng tin glqq !&hr-,r-

He
mat

kh6ng ghi

M

ne. thilru pnai h5 trq nguoi quin tri theo ddi

c6c hdnh dQng cria ngudi sri dpng tr€n hQ

th5ng mQt c5ch trpc quan, <lAy dri th6ng tin,
c6 th€ truy xu5t l4i duo. c c6c hdnh tlQng cta
ngudi sri dung dd thUc hiQn theo thdi glan

MC6 kha ndng tich hqp v6i hQ th6ng qudn lf log
tfp trung cta SHB (ELK, Qradar SIEM)

MTh6ng tin <lugc luu trir trong log theo mQt

clinh dang thu{n tiQn cho viQc truy xu6t.
C6c truy xu6t vdo log duo. c gidi h4n theo
thAm quy6n nsudi su dung.

M

C6c th6ng tin nh6y cim khdng dugc luu trt
trong log.

M

Tdi thi€u c6c sg kiQn log audit cAn cluqc ghi
l4i:

M

+ Thd'igian cria sy kiQn. M
+ Ti0u d€ dinh danh (nhu <linh danh nguoi
dtng, IP)

M

+ Einh danh lo4i sg kiQn vi mO td sU kiEn. M
9 YGu ciu vd sao luu, phgc hdi

Tich hqp duo. c v6i hQ th6ng backup/restore
tlang c6 cria SHB

M

Nhd thAu phdi trinh bay ptruong Tn ddlu6i
cho sao lrru vd phuc hdi hQ thring bao gdm
nhrmg khdng gioi han cdc h4ng muc ting img
dung, t6ng 9o so dfr liQu

M

He th6ng phdi c6 kh6 ndng tg ptrpc tr6i Oir
liQu, quay lai trang th6i ngay tru6c thoi di6m
x6y rasy cti h9 th6ng

M

10 YGu cAu vd tri6n khri, cfi hinh
chi
ilich

ET, POST. Ldm rd mpc
thric kh6c.

Gthfctrg giao
ne su u M

Ngudi dtng qu6n tri cria ngdn hdng c6
phdp ho{c kh6ng cdc giao thtic HTTP (GET,

cho

POST
M

I
$
f
.q

\
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Kh6ng cho phdp nhring/ t<tit n5i tdi nQi dung

SHB
M

Mth6ng tin m6y cht, web

SUthu
hinh che

cua

M

trg vd tucrng thich v6i c6c giii
ph6p b6o mft cria SHB:
- McAfee IPS,
- Oracle DB Firewall
- BIG-IP F5 WAF
- CyberArk
- IBM Qradar SIEM

He

- McAfee

M

d[ IiQu. C6c phi6n bAn ndy phii ddm b6o c6

l4i <luo. c trong trudng hqp Ng6nthd kh6i phuc
co

M

b6o tdi c6c thdnh vi6n li€n

vr9c
dCu

so6t
dtin ph6t

-:. .
ool phAi

M
dAmbdnCo phniti hinh/phi6nqu6n

bAn volcackheb6o tl6ng gitiab0 phi6nndng

M

gini ph6p qudn lf
hoach triOn khai

vi co s6'h4 tdng

Nha ph6i
cack6bdnlen vahinh/ph
canmot truhngCU,

YGu
tfr

ri0ng cho ring dgng h6a tlon tliQn
11

M
St dpng chimg thu k! s5 an todn:

- Thu0t to6n kf SHA256RSA
- Thoi gian hiQu lgc kh6ng qu6 398 ngdy

- E0 dei key: 2048 bit

MY€u
don

Captcha khi truY cfP,
tt

download h6a

MGrii OfP hoflc thdng download h6ab6o viQc

ilcrn tri cho kh6ch

Mluu trir lich sft truYHe co
kh6chcuatfrdonh6anload

Tlnh toiln nt2

M
He
khi
co

liQu khdng thdnh

dinh xem truYOn

thdnh

kh6ico Phucco cung
nhucfingdir c6ng

codu liQux6c-Aoe

Mtinhb6odAmth6coth5ngHe
dr IiQu.du lieuv9ntodn

Mb6o tinhc6 khl n6ng cl6mHC co

toin vgn cho Giao t6

cocung



Mgc 3: YGu cAu v6 aicn vg tri6n khai

1. YGu cAu vd oictr vg

STT

YGu cAu cta SHB

flhA thAu phii thgc triQn t5i thi6u nhung khdng
gi6i h4n c6c hgng mgc c6ng viQc sau, dflm b6o

tl4t tlugc Mgc tiGu nGu trGn)

YOu cAu
tl6p ttog:
nit uu6cl
Tty chgn

(M/O)

M6 t6
tldp tfrig
chi ti6t

CAu phAn tudng
rfrng cfra gi6.i

phdp tI6 xu6t

I YGu chung

l.l gEt buoc

1.2
Thdr gian triCn khai: nhd th6u ph6i thuc hiQn hodn

thdnh thing y0u cdu trong mpc 04, phdn l. BEt buQc

1.3

@trdnc6cm6itrulng
sau:

BIt buOc

(DEV): st dsng cho viQc

circ thay d6i ndng c6p
gi6i ph6p sau khi clua l6n mdi trudng chinh thftc

Bdt buQc

- M6itrudng
kitim thri tru6c

ti-m tnt 6eST): sri dpng cho viQc

khi clua U6t cU thay tt6i ndo l€n mdi
truong chinh thric

git buoc

- Mdi trulng chinh thric dat tAi Trung t6m d[
liQu chinh vd Trung tdm dt li€u dU phdng (DC
PRODUCTION, DR PRODUCTION)

BEt buOc

1.4

Nhd thdu cAn n6u rO v6 sp tham gia cria nhdn sp
m5i ben (nh6n sg ctia HEng cung c6p giii ph6p,

nhdn sg OOi tric cta Hdng t4i Viet Nam, nhdn sg k!
thuflt cria SHB, nh6n sr,r nghiQp 4r cria SHB,...)
trong b6n kti hoach de.trinh trong HSDT. Trong
d6, Nhe thiu ldm ro kti hoach vd hinh thric ldm
viQc (onsite/offshore) cria nhdn sg t4i c6c giai
do4n.

BEt buOc

1.5

Trong HSDT, Nhd thdu cung c6p chi ti6t plruong
ph6pluQn tri6n khai, k6 hoach tritin khai t6ng th6

ua ini tiiit theo ttrng giai clopn (giai clo4n thirSt k6,

giai clopn xdy dpg cdi cl{t,...), cho trmg mdi
tryong.
K6 ho?ch cria Nhd thAu phii bao gdm trSi thi€u c6c

h4ng mqc sau: kri hoach d{t hdngivfln chuy6n,

giao hdng, l6p ct{t, c6u hinh, ktit ntii, thu nghiQm,
cac
ti6n
ycu

Bit buOc

I

*c

\
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@haivd bdn giao theo phuong

thftc trgn g6i.Vi vfly, nhi thAu cl6ng vai trd tich
hqp hq thiSng, cht tri vd phdi.hgp vdi c6c hing sin
*ult tien quan t6i c6c s6n phAm irong g6i thAu d6

thuc hiQn ial d4t, c6u hinh, thi6t lap tham s5, tinh
chinh theo dring kitin tnic hQ thting cl6m b6o d6p

^ ,:.

rlmg c6c y€u,c6u cria SHB. dua ra. DC nghi.Nhd
thdu cung cdp thu Cam k6t d6p ung y6u c6u ndy

trong truhng hqp c6 d6p ung.



1.6

Nhe cung thu cam trong trulng hqp

<t6p ung c6c y6u cAu sau dAY:

Dia di6m tri6n khai: tai Tru sd cria SHB hoac

do SHIi chi tlinh.
- Trong sulit qu6 trinh trii5n khai ph6i c6 su

tham eia cria cdn bO SHB
- rina thAu cung c6p y€u cAu ha tdng tri6n khai

hqp l9 vi titip nhfln trang thiilt bi tt SHB. d6 phvc

vq viQc lip dat, cdi d{t, tri€n khai theo kC hoqch

tru6c khi cdi d{t, nhe thAu ph6i cung c6p tdi

liQu cii d[t, cAu hinh bao gdm: thf tg c6c bu6c

thlrc hiQn, gi6 tri c6c tham s6 cdi d{t, chi ti6t c6c

tap lenh. C5c tdi liQu ndy phii ilusc phe duy0t bdi

c5c k! su tri6n khai chfnh h6ng

- bai d{t cdc bin v6 l5i, tinh chinh hQ th6ng

d6p ring c6c ti6u chuAn cria c6c HEng b€n thf ba vd

c6c ti6u chuAn b6o mdt cria SHB cfing nhu c6c ti6u

chuAn b6o mflt qu5c tii md SHB <lang tham gia

- Nhe thAu.cung c6p thu cam krit ddm b6o thuc

hiQn y€u cAu vA b6o mQt th6ng tin: cam ktit khdng

ti6t lO, sao chdp, sir dpng bdt ctt th6ng tin li6n quan

d6n hQ th6ng thi6t bi, co sd d{i liQu, dt liQu, h6

thting irng dqng vd cdc th6ng tin kh6c li6n quan

a6n viec iri6n [trai g6i thdu ndy dudi b6t k] hinh
thfc nio. Nhd thAuiam ktit chiu tr6ch nhiQm d5i

vdiviQc
l.

goc ro rI
th6t tho6t th6ng tin cua SHB n6u ngudn

th6ng tin tir gi6i ph6p chdo thdu ho{c tir
trinh tri6n khai ra

Bit buOc

1.7
Nhd phdi thqc hi9n tu xey dgng

trtc, tri6n khai hQ thdng H6a don cti0n tti B[t buOc

1.8
Gi6iphSp cung dt c6c tdi IiQu, d{c ti
cac servlce c6 cta od xudt

Bdt buQc

2 C6c u

2.1 cei cac n m

Nhe cung cam dhp fng cac yeu

tri6n khai cal dat ha tAng nhu sau trong truhng hqp

c6 dip (mg, trulng hqp khdng d6p fng, de nghi

nhd thau n€u 16 do

Blt bu0c

- Thsc hiQn viQc uu h6a -qu6 trinh cdi dat hQ

thdnh ph6n khdng c6n thiOtitiAu hdnh: go b6 c6c
Bit buOc

- Cdi dat c6c vd c6ng cr,r tli kdm m6y
hinh, gi6m s6t, qudnchfi phpc v1r cho viQc cau Bit bu0c

- Todn bQ qu6 trinh cdi tl{t, hinh n6i tr6n

ph6i do c6c chuyOn gia k! thuat chinh hdng d6m

tr6ch

Blt buOc

Cung cictiti liQu cdi d{t vd hinh hQ

tru6c khi
Bat buoc

2.2 M0 hinh khai

Trong HSCT, Nhd
khai gi6i ph6p bao

v6t lf triiSn khai

thAu cung cAp rnO trintr tri6n
gdm m0 hinh Logic vd md hinh git buoc

l8



Nha
neu
cht

thAu gi6i thich md hinh trii5n khai, trong d6

16 c6c m6 hinh, s6 m6y Bdt buQc

thric

Bit bu0c

hinh c6c bi tuong img
img yOu

r4 tl6ng
vave Wcaub6o Ky thuOt nghiQpd6p

caunhu veSHBma dua thoi Ungdip
05 nam theoSHB vdng ti6ptrong

Nhd
tl6m

Bdt buOcTiiiln nnai thfr nghiQm trGn mdi trudng chfnh
thric2.3

Bat buOc
thAu cung c6p k6 ho4ch vd chi

ti6t phuong ph6p lufln cho viQc chpy thri nghiQm hQ

thting trudc khi Golive

Trong HSDT, Nhd

2.4 ffi6nmoitrud4g chinh thtfrc

B[t bu0c
Ap phat x6y dpg k6 hoach vd
cho viQc <lua hQ th6ng vdo ho4t

chinh thric

phuong
tl0ng

Nhd cung
phdp lufln

Bit buOc

Nhd tfidu nm 16 phuong 6n xri l1i trong trudng hqp

dua hQ thiing l6n m6i trulng chinh thftc khdng
thdnh c6ng. Thdi gian xri lf sg ci5 khOng qud 03

tii5ng

git buOc
6n theo ddi, gi6m s6t vd
khi dua l6n mditrulng

chinh thtic
3 Tii li€u

git buoc
Nhd thAu ph6i xdy dpg vd cung c6p t6i thi6u c6c

loaitai liQu sau d6y ddi v6i ttrng h4ng mgc cung
cap:

BIt buOc- rilnoach trii5n khai chi ti6t;
git buOc- auy trinh triiin khai;

- tai liEu kI thuat chi ti6t vc cdi d4t, c6u hinh hE

thtine;
Bdt buOc

Bit bu0c- f icn ban ki6m thri hQ th6ng;

Bit buOc
- Tdi lipu m6 tA c6c qui trinh vd hu6ng din vfln

hdnh h€ thting;

BIt bu6c
- 

. Cung c6p tdi liQu ddu ra li6n quan bao g6m it
nh6t c6c nQi dung sau:

git buqc* Tdi liQu huong d6n nguoi sri dpng

Bit buOc: a6c dilu ri licn quan <tiin h0 th6ng:
git buoc* iai liQu huong din v4n hdnh hQ th6ng

Bit buQc* Tdi liQu huong din cdi ctat

Bit buOc* Tdi liQu huong d6n tich hqp hQ th6ng
* Cdc gi6y phdp chimg nh{n Tty chgn

- Cic dAu ra li€n quan tl6n ung dpng phdn m6m:

Bft bu0c

+ Tdi liQu ki6n truc hQ th6ng, so tt6 thuc th6

c6c m6i li6n hQ, m6 hinh d[ li0u vd mO ta co sd d[
lieu.

Bdt buOc

* Tei liQu cria tAt cd cdc tty chinh dd clugc

thUc hign bao g6m c6c d{c t6 chr?c ndng, thitit kti
vd clac ti ngdn ngfi l6p trinh

Bdt buOc* PhAn tich thi6u hut (GAP)
g6t buOc- Cdc tdi liQu khSc theo chinh s6ch, quy trinh cria

4.\
4

'lU

$n

)\
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SHB

2. YGu cAu v6 nh6n sg tri6n khai

STT

YOu cAu cria SHB
(Nhi thAu phii thgc hien t5i thi6u nhung kh6ng
gi6i hqn cdc h4ng mgc cOng viQc sau, df,m bio

tlgt tlugc Mgc ti6u n6u tr6n)

Y0u cAu
tldp ti'ltg:
nft nuQcl
Ttry chgn

(M/O)

M0 ta
tl6p fng
chi ti6t

C6u phAn tuong
tring cfra giii
phip tld xu6t

KHAI V

1 C6c y6u chung

cam trong trudng hgp

trong c6c giai clo4nnhAn su
trii5n khai cta dg 6n vd mdi vi tri phei c6 c6n bQ du
phong d6p ung d[ngyOu cAu tri6n khai, c6c nhdn

ru trong aanniacn a6 ,u6t trong HSDT se trilin
khai t4rc ti6p cho dy 6n ndy

- Truong hq? c6 sg thay ddi nhdn su tri6n khai,

nhi thAu phii gui th6ng b6o chinh thirc toi SHB,

cam k6t nhan ru thay th6 c6 trinh dQ tuong duong

va cria SHB

BIt buOc

Nhe thAu cung iluang danh s6ch c6c cdn b0

tham gia tri6n khai dr,r 6n trong d6 n6u rd vai trd, vi

tri cta ttmg c6n b0 trong dg 6n vd phdi cung c6p

CV, chimfchi, c6c tdi liQu, bing chtmg "4*g
minh n[ng lgc cta cic cin b0 tham gia tri0n khai

du 6n vd cam k6t c6c nhdn sU trong danh s6ch ndy

s€ tri6n khai trr,rc titip 
"ho 

du 6n..iu SHB.

Bit buQc

Tiry chqn2

Cdc yOu

Nhe thau
nlng lgc

d6 chimg minh
khai d6p ung

y6u cAu du6i do SHB dua ra vd kh6 ndng cl6P

co

2.1 Quin tri dg 6n

C6n b0 qudn tri dg 6n do Nhd phni

c6c ti6u chi sau

gat buOc

C6 it 05 nam trong linh vpc
hoac c6c dU 5ntririn khai cfic glar

tich

git buOc

Bat buoc

Ho4c

- C6 kinh nghiQm qudn tri it 0l d1r 5n

khai gi6i ph6p h6a clon cliQn tir

- C6 c6c chi trf dy 5n ld mOt lqi

- Cam tham gia todn thdi glan vao du an

Tiry chgn

eit uuoc

'ta Tru&ng nh6m th t

20
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C6n b0 ddm nh{n vai trd tru&ng nh6m ki thuft c6

th6 ld chuy€n gia cria chinh hang s6n xu6t hQ th5ng
giao dich dAu tu trdi phiiiu ho{c ld c6c c6n b$ c6

dt trinh d6 vd kinh nghiQm cria Nhd thdu, trong d6,

can c6c ti6u chi sau

Mgc 4: YGu cflu vd dio t4o vi chuy6n giao

Bdt buOc- CO it nn6t 03 ndm kinh nghiQm tri6n khai c6c

gini ph6p phin m€m cria Ngdn hing ho{c c6c dg
in tri€n khai gi6i ph6p phin m€m img dgng trong
lTnh vgc tdi chinh. ne6n hd.ne

Bit bu0c

h6a tlon cliQntir tOi tnieu 0l du 6n. MO te ro vai trd
cria trudng nh6m trong dg 6n tich hgp ndy, truong
nh6m tham gia trong c6c giai do4n ndo vd k6t qu6

- C6 kinh nghiQm khai gi6i ph6p

triiin khai dg 6n.oo
B[t buOctham gia todn thdi gian

phAn thuQc chuy6n mdn d6m nhiQm.

vol cacCam

2.3 tan u6 tri6n khai dg 6n

triEn t<hai du an c6 thi5 ld chuy€n gia cria

chfnh hdng s6n xu6t hQ th6ng h6a tlon <tiQn tu hoflc
lir cdc ciln b0 c6 dt trinh clQ vd kinh nghiQm cta
Nhd thiu, trong d6, c6n bQ phdi d6p ring cdc ti6u
chi sau d6y:

C6n b0

BIt buOc

linh vuc tdi chinh. ne6n hdne
Bit buOc- Cam kiit ldm viQc todn thoi gian cho dg 6n

STT

YGu ciu cta SHB

flhn thAu phii thgc hiQn t6i thi6u nhung khdng
giriti h4n c6c h4ng mgc c6ng viQc sau, tl6m bio

il4t duqc Mgc ti6u n6u tr6n)

YGu cdu
ddp t[ig:
nit uu0cl
Tiy chgn

(M/O)

M6 tA
il6p farg
chi ti6t

Cdu phAn tucrng
ftng cfra giii
phdp tld xu6t

I DAO T4O
I Cdc y6u cdu chung

Trong h6 so dg thdu., Nhd th6u phii d6 xu6t KC

ho4ch ddo tpo chi ti6t pht hqp vbi cic giai do4n

tri6n khai, ph4m vi trGn khai vd c6c tliii tuqng
tham gia hQ th5ng nhim d6p rmg y6u ciu cAn thitit
dC dim bio cho cdc cdn b0 cria SHB quin lf, vfn
hdnh, bio du6ng hQ th6ng mQt c6ch thdnh th4o vd
c6 th6 l$p,cic phucrng 6n m0 rQng, tich hqp v6i
c6c hp th6ng vd ring dpng kh6c.

Bit buOc

Ng6n ngir ddo t4o: ti6ng ViQt Bit bu0c

fai lieu ddo t4o bao g6m c6 b6n m6m vd bdn gi6y
bing ti6ng Viet. TAi liQu ddo t4o phdi clyoc qung
c6p cho SHB tru6c thdi di€m ddo t4o t6i thi6u 02

ngdy ldm viQc.

g6t buOc

2 Diro t4o
2t



2.1 Cfc kh6a tlio

Bdt bu0c

b6oDAm can b0hdnhVA van hetriQuin
cuachi ti6ttrricndm hecua coSHB th6 dugc
rancOlti hcicxu huring

A
xayduo. c suth5ng, t!

kitinco cron6m h6,trinh <lugchdnh,vanqu6trong
don.h6ahinh maucaubAo cuatnic hemat th6ng,

sol l0tham <ldo

2.2 hogch dio

Bdt buOc- Phuong ph5p ddo t4o;
BEt buOc- Danh sAchG dtauong c6c kh6a ddo t4o cho

ttmg gi6i ph6p cung c6p;
B6t buOc- Lich trinh cho trmg kh6a ddo t4o;

2.3 Mdi tr tlio t4o
mdi trudng cldo t4o vd stiNhe phdi cung

cac chuongdung
vaddotrinh thgc

Bit buOcvd m6i trubng ddo t4otri dia- Nha

Bdt buoc

- Phei c6 m6i truhng
trang thi6t bi cAn thi6t

vlenhQc

tei li€uCU,c6ng

dri c6c

qud trinh ildo

thyc hdnh vdi
cho hgc vi6n;

tlti c6c

Bit buOc

2.4 Tii liQu ddo t4o

Nhe
gom

ddo t4o, bao
c6c tdi liQu

sau:

phni
thi6u

. t.tol

get UuOc

Bft uuocddo t4o, tii liQu ngudi dtng vi gi6o

(bao g6m c6c mui ti€u vd k€t qud

- X6c tlinh, xdy dpg vd bitdi liQu gi6o

- Hudng
trinh kh6a hgc

trinh ddo

dio
Bdt buQcphAi dugc xem xdt

Ult OAu kh6a hqc
vaddo phc duyQtIal taoliQu

HBS khitru6cbei
Bdt buQc- Tei liQu ddo t4o Phii cung

tri vd c6c hinh 6nh <lugc sri dgng trongliEu ili€n

Tdica

trinh kh6ava

chi tr6
chi

doSE Nhecb chi ddo t?ophi
rhi ddto2.5

nat Uugc

giing vi6n tlio tgoYGu2.6

Bdt buOc

vdi linh vgc ddo tao li0n quan.

C3

22

@6hoachddot4otrong
HSDT, phtr hqp v6i c6c giai do4n trii5n khai, ph4m

vi tri6n khai vd c6c <l6i tuqng tham gia nhdm clim
b6o c6c y6u cAu chung. Kti hoach ddo tao phAi bao

edm c6c nOi dung co bin nhu sau:

phtr hsp;

tao

chuy6n mdn vd kinh nghiQm Pht hqp
vten c6c chuy6n gia cta

co ^cap



Nhd thAu c6 tr6ch nhiQm truy€n dqtcdc ki6n thtc
vd k! ndng thao tlc tr€n hQ thdng thgc t0 trong Bdt buQc
surit qu6 tiinn tritin khai, dim b6o c6n bQ k! thuft
cria SHB hi€u rd vd ldm chri hodn todn

Mgc 6: YGu cAu vd Oictr vg h6 trg ki thu$t

Mgc 5: YGu cAu vd bin giao, nghiQm thu

l. Bin giao

A. Nhd thAu bdn giao todn bQ hdng h6a ilugc liet ke trong phAn l, mqc 3 cria thu moi chdo

, fl|f,Jl#u bdn giao gi6y chung nh4n bin guye.n vd tdi liQu gi5c kim theo. Gi6y chung

nhfn bin quyen phii nguy€n ven khi chuyi5n dtin SHB.

2. NghiQm thu

SHB s€ ti6n hdnh nghiQm thu sau khi:
C. SHB nh{n rlugc <liy <tt hAng h6a, gi6y chimg nh{n btn quy€n vd tdi liQu g6c kdm theo

cl6p ri'ng ching, dAy <hi c6c yOu cducta SHB.

O. Nfra thlu hoin thinh c6ng vi€c tri6n khai gi6i phrip phdn mdm theo y€u cAu.

E. Nhd thiu t6 chric ddo t4o cho c6c c6nbQ ctia SHB theo danh mpc c6c kh6a ddo tflo theo

y6u ciu trong ph6n 2 mr;c 8

,00

i i,i

;[1

rru

;::
:-A{+

B[t buQc

dung (quy trinh vfln hdnh, quin trf,

xay
A,

nol,
drrng ve cung c6p c6cNtral[du cO tr6ch nhiQm

tdi liQu m6 ti chi ti6t d6u cdi it4t, c6u hinh,
hQ th6ng vd <tic biet letham sl5, tinh chinhthi6t l6p

u6 trinh sud6n, khuyi5n c6o trong qc6c hu6ng
xri l:i su c6...).

STT

YGu ciu cfra SHB

$hn thAu phii thr;c hiQn t5i thi6u nhung kh6ng
gidi h4n c6c h4ng mgc cOng viQc sau, dim b6o

tl4t duqc Mgc ti6u nOu trOn)

YGu cAu
il6p fng:
nit uuQcl
Tty chgn

(rwo)

M6 te
il6p ttilng

chi ti6t

CAu phAn tuong
ring cfla gi6i
phfp dd xu6t

otcu vuEotnq KT THUAT

I Cic y6u u chung

cung cac tai li0u mo te

hiQn cac d ich vu Bao hdnh,

b6o tri vd h6 trg ky thuat cho SHB. Trudng hqp

dich w h5 trq t<y ihuat cta don vl cung cdp vd

HEng sin xu6t kh6c nhau, dd nghiNhd thAu ldm rO

vd md ta cho ci dich vg cia clon v! cung c6p vd

sin xu6t

Bdt buOc

trinh h5 trg kY thuat

gat bu0c

tttra ttrAu n6u rO phuong pnap t6 chr?c c6ng t6c h6

(t6 chric nh6n sg, phuongtrg k! thuQt trong HSDT
ph6p li6n lac)

Bit bu0c
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NhtiEil c6 cen b0 chuyCn tr6ch quin lli c6c y6u git buOc

N[d thdu ph6i
thudt c0a nhd r

h6a cung c6p

hdng
Bdt bu0c

Du6i oay la m0t ycu dich vu trg ky
thudt cua SHB, de nghi Nha thAu neu ro kh6 ndng

d6p muc oo d6p img,
thdu n6u

trudng hqp kh6ng ddp

nhd ro do

Nhe dich vu trg ky thuAt

36 thing hang muc clugc chdo thiu
vdi chi phi du-o. c liet ke hic chdo thAu kc tri thdi

di€m hai b6n kV Bi6n bA

t5i tni6u co chti
n nghiQm thu t6ng
24x7x4 d6i vOi c6c

th6,
su codhp trng

Anh t6i kinh doanh cria SHB

trg kI thuflt chinh hdng}  gid/ngdy vd 07

/tuan

Bit buOc

- Thdi gian cl6p (mg: Trong vdng

thdi di6m nhfn clugc th6ng b5o c6

tir
su cua

nhd thAu ph6i c6 m6t tai dia di6m cira SHB

Bnt buQc

su cta SHB

Bnt buOc

- DF dGm hntrs k! thuft: t4i noi lap <14t, tri6n
khai gini ph6p

Bit bu0c

- Chc ho4t dQng bAo hanh, b6o tri vd trq kf
thuflt d6u phAi duqc ghi nh{n nh{t kf thuc hiQn

Bdt buQc

Nha co h0 quin t! yeu

oe theo oo ycu cau trg cua SHB ttr khi bat dAu

ph6t sinh cho di5n khi ycu cau dugc
, .. ,. ,.1

xu ty la olem
thAu cung c6p

gi6i thiQu so
cQng. Trudng hgp
t€n phAn m6m, t6n

co cOng CU, Nhd
nhd

I.
cap va

chric cua

Tty chgn

2 24x7x4
Nha thAu c6 tr6ch nhiQm pnOi hqp v6i SHB h5 trq
khai thSc sri dung hQ th5ng, huong d6n cho c6n b0

ky thuAt cta SHB cdc tinh nlng ctra hQ th6ng khi
SHB y6u cdu

BIt buOc

Nhd thdulhai cam kiit Oap ung h6 trs k! thuflt

24x7x4 trong thli gian b6o hdnh

Bit bu0c

Nhd thau phei neu rO ph"uong ph6p t6 chric h6 trg
kf thuflt trong HSDT (td chric nhdn sg, phuong

Bat buOc

24



ph6p li€n l4c, quy Etnh xri-l), ),eu cAu h5 trq kI
thu6t)

@lx4bao g6m c6cyou
cau cu tne sau:

BEt buQc

trg k! thuflt: 24 gidlngiry vd7 BEt buOc

Thdi glan ddp ftng: trong vdng 04 sid tir thdi
dii5m nhfln <luo. c th6ng b6o, Nhd
nhi€m tr6 loi c6c y6u cAu h6 trg

thdu co tr6ch
SHBhiQn khic

Bit buOc

3
yeu cIu nflng c6p hQ th6ng ilinh k) (Ntrm, quf
...)

Bit bu0c

tia

HI

it cl

HI

1
a
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PHAN III
CHTIONG VI

vru cAu vt omu KIEN rar cniNH THIJoNG MAI
I. Chio gif dich vg: Nhd thAu chio gi6 cAn phdn t6ch 16 c6c chi phi theo danh

muc cu th6 dudi day:

STT Danh mgc
s6

luqrg
Don gi6
(VND)

Thinh ti6n
(vND

I
quin l;f h6a don diQn tu,

s& hiru b6n vinh vi6n
0l

2 Dich vu tri6n khai, ddo t+o 0l

5
Chi phi HSM( Trong

tu HSM
0l

c0NG

THUE VAT

TONG CQNG (bao gdm vAT)

II. Didu kiQn tii chinh thuong mli
l. phuong thfc thanh toin: Chuy€n khoAn vdo tii khodn ctia BCn b6n trong

hqp d6ng

2. Thni gian thqc hiQn hgp ddng: 06 thrflng k6 ttr ngny kf hqp d6ng

3. Didu kiQn thanh todn

Dot 1: Thanh to6n 30%ot6ng gi6 tr! Hqp d6ng trong vong 07 ngiy lim viQc k€ tir

ngay trleu t*c cga Hqp il6ng vi nhi thAu cung cAp cic gi6y td sau:

- D0 nghi thanh toSn;

- H6a don tii chfnh hqP lQ.

Dot 2: Thanh to6n ti6p 50% giirtri Hqp ddng trong vong O7.ngdy ldm.viQc k€ tu

ngay;fa thau ioan thiQn honn tha;h cOng A tri6n tctrai vi nhd thAu cung cAp cdc gidv

td sau:

- Dd nghi thanh to6n;

- Bi6n bdn x6c nhfn hodn thinh c6ng t6c tri6n khai;

- H6a don tii chinh hqp lQ.

E-3,: Thanh to6n ti6p 20% giltrl Hqp ddng trong,vdng p7 ngdy lim viQc k€ tir

ngay ffitnAu froan thiQn c-6ng tac dio iao, nghiem thu tting tf,C ,a nhd thAu cung c6p

cic gi6y td sau:

- D6 nghithanh to6n;

- Bi6n bin x6c nhfn hoirn thdnh dio tao;

- Bi6n bdn nghiQm thu t6ng th6;

- H6a tlon tdi chinh hqP lQ'

4. Di6u kiQn tluqc xem x6t lga chgn nhi thAu

- D6p img c6c yOu cAu vO ph6p li, ning lgc kinh nghiQm' thuong m4i

- D6p ring c6c YOu cAu vA t<Y ttruat
I



- C6 gi|chdo c4nh tranh nh6t
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