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NGAN HANG TMCP SAI GON - HA NOI

Ha Ngi, Ngay 29théng 3 ndam 2022
THU MOI
Kinh gwi: QUY CONG TY

Ngan hang TMCP Sai gon Ha ndi c6 nhu cau “Trang bi thiét bi bao mdt HSM cho hé
théng xdc thwe 3D Secure va dw dn chuyén d6i héa don dién tir”, vay tran trong kinh moi
Quy Cong ty tham du chao hang cho goi chao néu trén.

Quy Céng ty ¢6 thé tim hiéu thém cic thong tin can thiét trong HS so yéu cdu chao
hang kém theo.

Hb so chao hang phai dugc gui t6i dia chi: Trung tdm mua sim, Tang 3 Toa nha 81
Tran Hung Pao, Hoan kiém, Ha ndi trude 15h00° ngay .8...thémg 4. nam 2022.

Moi chi tiét xin lién hé: Trung tim mua sim, Tang 3 Toa nha 81 Tran Hung Dao,
Hoan Kiém, Ha Noi (Mr Cau, Dién thoai 0438223838 may 1¢ 2914, DD: 0977901188).

Tran trong./.
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HO SO YEU CAU CHAO HANG

Trang bi thiét bi bao mat HSM cho hé thong xac thyc 3D Secure
va du an chuyén d6i héa don dién tir




1.

CAC YEU CAU VE HO SO CHAO HANG

Yéu cau vé ho so chao hang

Hb so chao hang phai dwoc 1ap thanh 02 bd (01 bd goc + 01 bd sao + 01 USB), déng

trong phong bi riéng biét c6 niém phong bén ngoai ghi 1 Hb so chao hang “Trang bi thiét bi
bao mdt HSM cho hé théng xdc thiee 3D Secure va dy an chuyén déi héa don dién tir > dugc
giri toi dung dia didm trude thoi gian quy dinh trong hd so yéu cau chao hang. Ho so chio

hang phai dap rng cac yéu cau sau :

Ho so chao hang phai co day du cac ndi dung sau :

bon chao hang: Phai ¢ chit ky cua ngudi dai dién theo phap luat cua cong ty hodc
nguoi dugce Uy quyén (Co gidy uy quyén kem theo);

Bang chao gia chi tiét (phai chao ddy da sé luong, chung loai, gia trude VAT, gid sau
VAT...) theo nhu Phin Il Muc 1 cua hd so yéu cau;

Ban sao Glay phép ding ky kinh doanh (C6 linh vuc kinh doanh lién quan dén hang
hoa cung cap)

Hiéu luc ciia HO so chao hang t5i thiéu 60 ngay ké tir ngay . 0 g ../04/2022.

Ghi 13 tén nhan hiéu, xudt x hang hoéa kém theo;

Pon gia duogc tinh bang tién Viét Nam dong;

C6 von dicdu 1é tdi thiéu 05 ty dong;

Pon vi phai ¢6 t6i thiéu 03 nam kinh nghiém trong linh vic cung cép thiét bi bio mat.
Pon vi phéi c6 t6i thicu 02 hop dong cung cap thiét bi bao mat c6 gid tri tir I ty dong
trg 1én trong 03 ndm gan nhat 2019, 2020, 2021.

Pon vi phai cung cip thu hd tro cia hing d& dam bao san pham chio gia 1a hang
chinh hang va dugc su ho trg cua hdng trong qud trinh bao hanh;

Don vi phai cung ¢p bao cdo tai chinh trong 02 ndm 2020 va 2021 phai c6 lai

Pon vi phai néu rd phuong phap t6 chire hd trg k¥ thudt trong hd so chao hang (bd tri
nhén sy, phuong phép lién lac, quy trinh xit 1y yéu ciu hd trg ky thuat) khi ¢6 yéu ciu
cua Bén Mua;

Cam l§ét chép nhan yéu ciu vé k¥ thuat, chét lugng, theo yéu ciu tai Phan II cua Hb so
yéu céu chao hang;

Cam két chdp nhan yéu cau vé diéu kién tai chinh thuong mai theo yéu cau tai Muc 2,
Phan II cia HO so yéu cau chao hang;

Cam két bao hanh va hd trg ky thuat khi hang héa c6 sy c6 do 13i clia nha san xuat gay
ra cho Bén Mua theo yéu cau tai Phan II cia HO so yéu cau chao hang;

Cam két trdch nhiém cua don vi cung cdp vé san phdm chao gid ddi véi cac khiéu kién
cua bén thu ba.

6



. Thoi gian va dia diém ndp ho so chio hang

Thoi gian: truée 155 ngay 081042022,

Dia diém: Trung tim mua sim, Ngan hang TMCP Sai Gon Ha Noi, tang 3, Toa nha 81
Tran Hung Dao, Hoan Kiém, Ha Néi (Lién h¢ Mr.Cau, Dié¢n thoai 04?3 9416404 may ‘lé
2914, Db: 0977901188). Moi H6 so chao hang giri td1 sau thoi diém néu trén déu
khong c6 gia tri.
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PHAN II: YEU CAU CU THE

1. Pham vi cung cip

STT

N¢i dung S6 lugng

01 Thiét bj HSM Safanet Luna S700 (bao gdm bao

x 02
hanh va ho trg k¥ thuit 01 nam)
2 Chuyén d8i khoa tir thiét bi hién tai (dong san
phidm Luna SA 1700) sang thiét bj méi. 01

Chi phi tich hop hé théng héa don dién tir

I1. Yéu ciu v@ tinh ning cta thiét bi

Yéu cau

1 Yéu cau vé vong doi san pham

San phdm méi nhét tinh dén thoi diém hién tai, chua 6 thong béo cua
hang san xuét vé viéc thay thé dong san phdm nay, chira ¢6 thong bao

dung san xuat hodc/va ho trg san phém tir phia, nha san xuat.

2. Yéu ciu vé tidu chuin ky thuit

Mb ta vat ly

= Hinh ddng: Rack mount 1U appliance.

= Nhiét d9 hoat dong: 0-35 46 C.

Két néi

= 4 Gigabit ethernet ports

= HJ trg giao tiép STC va NTLS

Téc @6 ky t6i thidu

1,000 chir ky /gidy véi RSA 2048 bit va 2,000 chit ky/gidy véi ECC
P256, AESGCM

M3 héa bit ddi ximg

= RSA, DSA, DiffieHellman, Elliptic Curve, user-defined and
Brainpool curves, KCDSA
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» Cryptography (ECDSA, ECDH, ED25519, ECIES) with named

Mz héa d6i xting

= AES, AES-GCM, Triple DES, DES, ARIA, SEED,RC2

= RC4, RCS, CAST

Chtrng nhéan dat

chuan

= FIPS 140-2 Level 3, Protect Profile Part 5
= UL, CSA, CE

» FCC, CE, VCCI, C-TICK, KC Mark

= RoHS2, WEEE

* TAA

Kha nang tuong thich,

mo rng

* Chuyén d6i dugc khéa cia hé théng 3DS va HDDT trén thiét b
HSM hién tai (dong san phdm Luna SA 1700) ciia SHB sang thiét
bi HSM mdi.

= HSM c6 kha ning chia tach thanh nhidu phan ving

(Téi thiéu 5 phan ving).

HA tro hé diéu hanh

HJ tro cac hé didu hanh:Windows, Linux, Solaris, AIX;

Virtual: VMware, Hyper-V, Xen, KVM

Tinh nang quan tri va

- C6 sén tinh nang quan tri HSM tir xa, truy cdp HSM thong qua thiét bi
bao mat PED theo co ché truy cdp M of N

- H3 trg sao luu khéa qua thiét bj chuyén diing tir xa an toan bao mét

- C6 sin co ché chay HA

giam sat - C6 sin SNMP, Syslog
- H4 trg sao luu va phuc hdi khéa gitta cac HSM v4i HSM
- Cung cép kha niing xac thuc nhiéu 16p, kiém soat dugc cac truy cép
quan trj theo co ché M of N bing PED key
. = PKCS#11, Java (JCA/JCE), Microsoft CAPI, CNG, OpenSSL, REST
Hoé trg API
API cho quén tri
Chuyén déi khéa CA = Nha thau cung cap phuong an chuyén do6i khda cta hé théng

3DSecure va HPDT(Héa don dién ti) trén thiét bi HSM hién tai
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(dong san pham ) cia SHB Luna SA 1700 sang HSM méi dam béo |
khéa sau chuyén d6i sang thiét bj HSM méi sir dung binh thudng
khong anh hudng dén hoat dong cua hé thdng 3DS va HPDT hién

tai.

Bao hanh

» > | ndm d6i véi toan bo hang hda (phan cung, phan mém, ban quyén

di kém)

IIL Yéu ciu vé ban giao thiét bi ma héa chuyén dung HSM

- Céc thiét bi ma héa chuyén dung HSM méi phdi dugc ban giao, trién khai cai dat, tich hop

v6i cac img dung thanh toan cua ngan hang SHB, thay thé hoan toan céc thiét bi ma héa

chuyén dung HSM hién dang str dung cho moéi truong vén hanh chinh.

- Kich ban thir nghiém, tai liéu huéng din cdu hinh va quén tri hé thong HSM mdi phai dugc

ban giao day diL.

IV. YEU CAU HA TANG CONG NGHE

A X A A LY v I
1. Yéu ciu vé md hinh kién trac

STT NOI DUNG
1 Thiét bj dugc thiét ké theo tiéu chuan qudc té.
2 Giao dién than thién, d& sir dung.
3 (9 tinh bao mét, an toan théng tin cao.
4 Két ndi 6n dinh

~ A A , A
2. Yéu ciu vé kién triic ha ting

STT NOI DUNG
1 Tich hop 02 HSM mdi véi hé thong thé ciia SHB hién hanh
) Pam bao tinh 6n dinh ctia HSM khi thuc hién chuyén dbi, tich hop véi HSM
moi.

A A A -
3. Yéu cau nén tang

1

Ut tién stt dung céc nén tang tmg dung SHB dang dung

V. You cau vé tai chénh thwong mai:

A A Ke 7.0 Py , \ e A g« 7 9 , A A A
1. Y&u cau doi véi hang hoa: Hang héa cung cap phai dam béo cdc yéu cau cu thé nhu

sau:

2. Yéu ciu vé thwong mai

2.1. Déng tién chao gid: Viét Nam dong.
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2.2. Déng tién thanh todn: Viét Nam dong.

2.3. Phuong thirc thanh todn: Chuyén khoan vao tai khoan ciia nha thiu md tai
SHB.

2.4. Diéu kign thanh todn
- Dot 1: Tam tng 30% trong vong 07 (bay) ngay ké tir ngay ky hop déng.

- th 2: Bén Mua thanh toan cho Bén Ban IQO% (céd khéu trir 30% tam trng)
tong gié tri hop dong trong vong 07 (bay) ké tir ngay Bén Ban ban giao cho
bén mua céc giay to, tai li€u sau:

= Gidy d& nghj thanh toan;
= Hoa don tai chinh hop 1§;
* Bién ban nghi¢m thu k¥ thuat.
3. Bang chio gia chi tiét
‘ Nha thiu trinh bay Bang chao gia chi tiét nhu sau: (Gi4 cung cip duge tinh bang dong
tién quy dinh tai Phan I1, Muc 2).

™

STT Hane muc 8 | poneis | Thinh tidn | Thué VAT | Thanh tidn da co
ang my lugng g chua VAT (%) VAT
1 2 3 4 =3%4 " 6=5*%VAT 7=5+6
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