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TH U MOI

K in h  g u i: QUY CONG TY

Ngan hang TMCP Sai gon Ha noi co nhu cau “Trang bi thiet bi bcio mat HSM cho he 
thong xac thuc 3D Secure va du an chuyen dot hoa dan dien tu”, vay tran trong kinh inch 
Quy Cong ty tham dir chao hang cho goi chao neu tren.

Quy Cong ty co the tim hieu them cac thong tin can thiet trong Ho so yeu cau chao 
hang kem theo.

Ho so chao hang phai dugc gui tdi dia chi: Trung tam mua sam, Tang 3 Toa nha 81 
Tran Hung Bao, Hoan kiem, Ha noi trade 15h00’ ngay .8...thang .^K.nam 2022.

Moi chi tiet xin lien he: Trung tam mua sam, Tang 3 Toa nha 81 Tran Hung Bao, 
Hoan Kiem, Ha Noi (Mr Cau, Bien thoai 0438223838 may le 2914, BB: 0977901188).

Tran trong./.

NGAN HANG TMCP SAI GON HA N 0I
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s e a

4



NGAN HANG TMCP SAI GON -  HA NOI

MSHB
Solid partners, flexible solutions

HO SO YEU CAU CHAO HANG

Trang bi thiet bi bao mat HSM cho he thong xac thnc 3D Secure 
va du* an chuyen doi hoa don dien tu*

2022



CAC YEU CAU VE HO SO CHAO HANG

1. Yeu cau ve ho so1 chao hang

Ho so chao hang phai dugc lap thanh 02 bo (01 bo goc + 01 bo sao + 01 USB), dong 
trong phong bi rieng biet co niem phong ben ngoai ghi r5 Ho so chao hang “Trang bi thiet bi 
bao mat HSM cho he thong xac thuc 3D Secure va du an chuyen dot hoa dan dien tu  ” dugc 
giri tdi dung dia diem trade thcri gian quy dinh trong ho so yeu cau chao hang. Ho so chao 
hang phai dap irng cac yeu cau sau :

- Ho so chao hang phai co day du cac noi dung sau :

- Don chao hang: Phai co chu ky cua ngudi dai dien theo phap luat cua cOng ty hoac 
ngudi dugc uy quyen (Co giay uy quyen kem theo);

- Bang chao gia chi tiet (phai chao day du so lugng, chung loai, gia trade VAT, gia sau 
VAT...) theo nhu Phan II Muc 1 cua ho so yeu cau;

- Ban sao Giay phep dang ky kinh doanh (Co lmh vuc kinh doanh lien quan den hang 
hoa cung cap);

- Hieu lire cua Ho so chao hang toi thieu 60 ngay ke tir ngay . 0.. .C../04/2022.

- Ghi ro ten nhan hieu, xuat xu hang hoa kem theo;

- Bon gia dugc tinh bang tien Viet Nam dong;

- Co von dieu le tdi thieu 05 ty dong;

- Bon vi phai co tdi thieu 03 nam kinh nghiem trong linh vuc cung cap thiet bi bao mat.

- Bon vi phai co tdi thieu 02 hop dong cung cap thiet bi bao mat co gia tri tir 1 ty dong 
trd len trong 03 nam gan nhat 2019, 2020, 2021.

- Ban vi phai cung cap thu ho trg cua hang de dam bao san pham chao gia la hang 
chinh hang va dugc sir ho trg cua hang trong qua trinh bao hanh;

Bon vi phai cung cap bao cao tai chinh trong 02 nam 2020 va 2021 phai co lai

Bon vi phai neu ro phucmg phap to chuc ho trg ky thuat trong ho so chao hang (bo tri 
nhan sir, phuong phap lien lac, quy trinh xir ly yeu cau ho trg ky thuat) khi co yeu cau 
cua Ben Mua;

Cam ket chap nhan yeu cau ve ky thuat, chat lugng, theo yeu cau tai Phan II cua HO so 
yeu cau chao hang;

Cam ket chap nhan yeu cau ve dieu kien tai chinh thuong mai theo yeu cau tai Muc 2, 
Phan II cua HO so yeu cau chao hang;

Cam ket bao hanh va ho trg ky thuat khi hang hoa co sir co do loi cua nha san xuat gay 
ra cho Ben Mua theo yeu cau tai Phan II cua HO so yeu cau chao hang;

Cam ket trach nhiem cua don vi cung cap ve san pham chao gia doi vdi cac khieu kien 
cua ben thu ba.
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. Thoi gian va dia diem nop ho su chao hang 

Thoi gian: trudc . l^.^.ngay 0 $  10412022.

Dia diem: Trung tam mua sam, Ngan hang TMCP Sai Gon Ha Noi, tang 3, Toa nha 81 
Tran Hung Bao, Hoan Kiem, Ha Noi (Lien he Mr.Cau, Bien thoai 0439416404 may le 
2914, BB: 0977901188). Moi Ho so chao hang gui toi sau thoi diem neu tren deu 
khong co gia trj.
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PHAN II: YEU CAU CU THE

I. Pham vi cung cap

STT Noi dung So luong

01 Thiet bi HSM Safanet Luna S700 (bao gom bao 

hanh va ho trg ky thuat 01 nam)
02

2 Chuyen doi khoa tir thiet bi hien tai (dong san 

pham Luna SA 1700) sang thiet bi moi.

Chi phi tich hop he thong hoa don dien tu

01

II. Yeu cau ve tinh nang cua thiet bi

Yeu cau

1 Yeu cau ve vong doi san pham

San pham moi nhat tinh den thoi diem hien tai, chua co thong bao cua 

hang san xuat ve viec thay the dong san pham nay, chua co thong bao 

dung san xuat hoac/va ho trg san pham tu phia, nha san xuat.

2. Yeu cau ve tieu chuan ky thuat

Mo ta vat ly

■ Hinh dang: Rack mount 1U appliance.

■ Nhiet do hoat dong: 0-35 do C.

Ket noi
■ 4 Gigabit ethemet ports

■ Ho trg giao tiep STC va NTLS

Toe do ky toi thieu
1,000 chu ky /giay vdi RSA 2048 bit va 2,000 chfr ky/giay vdi ECC 
P256, AESGCM

Ma hoa bat doi xung
■ RSA, DSA, DiffieHellman, Elliptic Curve, user-defined and 

Brainpool curves, KCDSA
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■ Cryptography (ECDSA, ECDH, ED25519, ECIES) with named

Ma hoa doi xfrng
■ AES, AES-GCM, Triple DES, DES, ARIA, SEED,RC2

■ RC4, RC5, CAST

Chung nhan dat 

chuan

■ FIPS 140-2 Level 3, Protect Profile Part 5

■ UL, CSA, CE

- FCC, CE, VCCI, C-TICK, KC Mark

■ RoHS2, WEEE 

• TAA

Kha nang tuong thich, 

md rang

■ Chuyen doi dugc khoa cua he thong 3DS va HDDT tren thiet bi 

HSM hien tai (dong san pham Luna SA 1700) cua SHB sang thiet 

bi HSM mod.

■ HSM co kha nang chia tach thanh nhieu phan vung 

(Toi thieu 5 phan vung).

Ho trg he dieu hanh
Ho trg cac he dieu hanh:Windows, Linux, Solaris, AIX; 

Virtual: VMware, Hyper-V, Xen, KVM

Ti'nh nang quan trj va

- Co san tinh nang quan trj HSM tir xa, truy cap HSM thong qua thiet bj 

bao mat PED theo co che truy cap M of N

- Ho trg sao luu khoa qua thiet bi chuyen dung tir xa an toan bao mat

- Co san co che chay HA

giam sat - Co sin SNMP, Syslog

- Ho trg sao luu va phuc hoi khoa giira cac HSM vdi HSM

- Cung cap kha nang xac thirc nhieu lop, kiem soat dugc cac truy cap 

quan tri theo co che M of N bang PED key

Ho trg API
■ PKCS#11, Java (JCA/JCE), Microsoft CAPI, CNG, OpenSSL, REST 

API cho quan tri

Chuyen doi khoa CA ■ Nha thau cung cap phirong an chuyen doi khoa cua he thong 

3DSecure va HDDT(Hoa don dien tu) tren thiet bi HSM hien tai



(dong san pham ) cua SHB Luna SA 1700 sang HSM mdi dam bao 

khoa sau chuyen doi sang thiet bi HSM mdi sir dung binh thudng 

khong anh hudng den hoat dong cua he thong 3DS va HDDT hien 

tai.

Bao hanh ■ > 1 nam doi vdi toan bo hang hoa (phan cung, phan mem, ban quyen 

di kem)

III. Yeii cau ve ban giao thiet bi ma hoa chuyen dung HSM

Cac thiet bi ma hoa chuyen dung HSM mdi phai dugc ban giao, trien khai cai dat, tich hop 

vdi cac ung dung thanh toan cua ngan hang SHB, thay the hoan toan cac thiet bj ma hoa 

chuyen dung HSM hien dang sir dung cho moi truong van hanh chinh.

Kich ban thu nghiem, tai lieu hudng dan cau hinh va quan tri he thong HSM mdi phai dirge 

ban giao day du.

IV. YEU CAU HA TANG CONG NGHE 

1. Yeu cau ve mo hinh kien true

STT NOI DUNG

1 Thiet bi dugc thiet ke theo tieu chuan quoc te.

2 Giao dien than thien, de su dung.

3 Co tinh bao mat, an toan thong tin cao.

4 Ket noi on dinh

2. Yeu cau ve kien true ha tang

STT NQI DUNG

1 Tich hop 02 HSM mdi vdi he thong the cua SHB hien hanh

2
Dam bao tinh on dinh cua HSM khi thuc hien chuyen doi, tich hop vdi HSM 
mdi.

3. Yeu cau nen tang

1 U’u tien su dung cac nen tang ung dung SHB dang dung

V. You cau ve tai chdnh thu’O’ng mai:
1. Yeu cau doi voi hang hoa: Hang hoa cung cap phai dam bao cac yeu cdu cu thd nhir 

sau:

2. Yeu cau ve thirong mai 

2.2. Dong tien chao gid: Viet Nam dong.
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2.2. Dong tien thanh todn: Viet Nam dong.

2.3. Phuang thuc thanh todn: Chuyen khoan vao tai khoan cua nha thau mo tai 
SHB.

2.4. Dieu kien thanh todn
- Dot 1: Tam ung 30% trong vong 07 (bay) ngay ke tir ngay ky hop dong.

- Dot 2: Ben Mua thanh toan cho Ben Ban 100% (co khau trir 30% tarn ung) 
tong gia tri hop dong trong vong 07 (bay) ke tir ngay Ben Ban ban giao cho 
ben mua cac giay to, tai lieu sau:

■ Giay de nghi thanh toan;

■ Hoa don tai chinh hop le;

■ Bien ban nghiem thu ky thuat.

3. Bang chao gia chi tiet

Nha thau trinh bay Bang chao gia chi tiet nhu sau: (Gia cung cap duoc tinh bang dong 
tien quy dinh tai Phan II, Muc 2).

ST T H a n g  m uc
So

lu o n g
D on  gia

T h anh  tien  
chu'a V A T

T h u e V A T
(% )

T h anh  tien da co  
V A T

1 2 3 4 5=3*4 6= 5*% V A T 7=5+6

T O N G  SO

NGAN HANG TMCP SAI GON -  HA NOI

PHO TONG GIAM DOC




