1.2.

PIEU KHOAN VA PIEU KIEN CHUNG VE BAO VE VA

XU LY DU LIEU CA NHAN TAI NGAN HANG TMCP SAI GON-HA NOI

GENERAL TERMS AND CONDITIONS FOR PERSONAL DATA PROTECTION AND

PROCESSING AT SAIGON-HANOI COMMERCIAL JOINT STOCK BANK
(Ap dung cho Khéach hang ca nhan, Hiéu luc tir ngay 01/07/2023)

(Applicable to Individual Customers, Effective from July 1, 2023)

Giai thich tir ngir/ Definitions

. “Dir liéu cd nhan™*: La thong tin dudi dang ky hiéu, chit viét, chi s6, hinh anh, am thanh hozc

dang twong ty trén moi trudng dién tr gan lién voi mot con ngudi cu thé hodc gitip xac dinh

mot con ngudi cy thé. Dir liéu c& nhan bao gom di lidu ca nhan co ban va dit liéu ca nhan nhay

cam.

""Personal Data": Refers to information in the form of symbols, text, numbers, images, sounds,
or similar formats in the electronic environment that is associated with a specific individual
or can be used to identify a specific individual. Personal data includes both basic personal
data and sensitive personal data.

“Dir liéu c4 nhan co ban”? bao gom:
""Basic Personal Data"" includes:

a.

Ho, chir dém va tén khai sinh, tén goi khac (néu c6)/ Full name, middle name, and other
names (if any);

Ngay, thang, nim sinh; ngay, thang, nim chét hoac mét tich/ Date of birth; date of death
or disappearance;

Giéi tinh/ Gender;

Noi sinh, noi dang ky khai sinh, noi thuong tr, noi tam tra, noi ¢ hién tai, qué quan, dia
chi lién hé/ Place of birth, place of birth registration, permanent address, temporary
address, current residence, hometown, contact address;

Qudc tich/ Nationality;

Hinh anh cua cé nhan/ Personal image;

S6 dién thoai, sb chung minh nhan dan, s dinh danh c& nhan, s ho chiéu, sé giay phép
lai xe, sb bién sé xe, s6 ma s thué ca nhan, s bao hiém x4 hoi, sé thé bao hiém vy té/
Phone number, ID card number, personal identification number, passport number,
driver's license number, vehicle license plate number, personal tax identification
number, social security number, health insurance card number;

Tinh trang hon nhan/ Marital status;
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Thong tin vé mdi quan hé gia dinh (cha me, con céi)/ Family relationship information
(parents, children);

Théng tin vé tai khoan sé cua ca nhan; dit liéu c& nhan phan anh hoat dong, lich st hoat
dong trén khong gian mang/ Information about personal account numbers; personal data
reflecting online activities and history;

Cac thdng tin khac gan lién véi mot con ngudi cu thé hoic giup xac dinh mot con ngudi
cu thé ma khong thudc truong hop dir liéu ca nhan nhay cam/ Other information related
to a specific individual or that helps identify a specific individual that does not fall under
sensitive personal data.

1.3. “Dir liéu ca nhan nhay cam”3: La dit liéu ca nhan gén lién véi quyén riéng tu ciia ¢4 nhan ma
khi bi xam pham s& gay anh huang truc tiép téi quyén va loi ich hop phép cua ca nhan gom:
"Sensitive Personal Data" refers to personal information intrinsically linked to an
individual's privacy, the violation of which may directly impact their rights and legitimate
interests. This includes:

a.

Quan diém chinh tri, quan diém ton giao;

Political and religious beliefs;

Tinh trang strc khoe va doi tu dugc ghi trong hd so bénh &n, khéng bao gdom théng tin vé
nhom mau;

Health status and private life details recorded in medical records, excluding blood type
information;

Thong tin lién quan dén ngudn gdc ching toc, ngudn gc dan toc;

Information regarding racial or ethnic origin;

Théng tin vé dic diém di truyén dugc thira huong hodc c6 dugc caa ca nhan;

Genetic data inherited or acquired by an individual,

Thong tin vé thugc tinh vat 1y, dic diém sinh hoc riéng cua ca nhan;

Physical attributes and unique biological characteristics;

Théng tin vé doi séng tinh duc, xu hudng tinh duc caa c& nhan;

Information about an individual's sexual life and sexual orientation;

Dit liéu vé toi pham, hanh vi pham t6i dwoc thu thap, luu trir boi cac co quan thyc thi
phap luat;

Criminal records and data on criminal activities collected and stored by law enforcement
agencies;

Théng tin khach hang cua té chic tin dung, chi nhanh ngan hang nudc ngoai, to chirc
cung tng dich vu trung gian thanh toan, céc t6 chirc duoc phép khac, gém: thong tin dinh
danh khach hang theo quy dinh caa phap luat, théng tin vé tai khoan, thdng tin vé tién
gtri, thong tin vé tai san guri, théng tin vé giao dich, thdng tin vé té chirc, ca nhan 1a bén
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14.

1.5.

1.6.

1.7.

bao dam tai to chic tin dung, chi nhanh ngan hang, t6 chac cung tng dich vu trung gian
thanh toan;

Customer information held by credit institutions, foreign bank branches, intermediary
payment service providers, and other authorized organizations. This includes legally
mandated customer identification data, account details, deposit information, property
data, transaction records, and details of organizations or individuals serving as security
providors at credit institutions, bank branches, and intermediary payment service
providers;

i Dit liéu V& vi tri caa ca nhan duoc xac dinh qua dich vu dinh vi;
Location data identified through geolocation services;

j.  Dit lidu ca nhan khac dugc phap luat quy dinh 1a dac thi va can c6 bién phap bao mat

can thiét.

Other personal data classified as sensitive under applicable laws, requiring enhanced

security measures.
“Xir ly dir liéu ca nhan’*: La mot hoac nhiéu hoat dong tac dong téi dir liéu ca nhan, nhu: thu
thap, ghi, phan tich, xac nhan, luu trit, chinh stra, céng khai, két hop, truy cap, truy xuat, thu
hoi, ma hoa, giai ma, sao chép, chia s¢, truyén dua, cung cap, chuyén giao, xda, huy dit liéu ca
nhan hoac cac hanh dong khac cé lién quan.
""Processing of Personal Data' refers to one or more activities performed on personal data,
including but not limited to: collection, recording, analysis, verification, storage, modification,
disclosure, combination, access, retrieval, recall, encryption, decryption, duplication, sharing,
transmission, provision, transfer, deletion, destruction, or any other related actions.
“Bén Kiém soat dir liéu ca nhan™®: La t6 chuc, ca nhan quyét dinh muc dich va phuong tién
xu ly dir liéu ca nhan.
"Personal Data Controller' refers to an organization or individual that determines the
purposes and means of processing personal data.
“Bén Xir ly dir liéu c& nhan”8: La td chirc, ca nhan thuc hién viéc xir ly dit liéu thay mat cho
Bén Kiém soét di liéu, thong qua mot hop déng hoic thoa thuan véi Bén Kiém soat dir lieu.
""Personal Data Processor™ refers to an organization or individual that processes personal
data on behalf of the Personal Data Controller based on a contract or agreement.
“Bén Kiém soat va xir ly dir liu cad nhan”": La té chuc, ca nhan dong thoi quyét dinh muc
dich, phuong tién va truc tiép xu ly dix liéu ca nhan.
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1.9.

1.10.
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""Personal Data Controller and Processor' refers to an organization or individual that both
determines the purposes and means of processing personal data and directly processes such
data.

“Khéch hang”: La bat ky c& nhan tiép can, tim hiéu, ding ky, sir dung hozc c6 lién quan trong
quy trinh hoat dong, cung cap cac san pham, dich vu cia Ngan hang.

""Customer" refers to any individual who accesses, inquires about, registers for, uses, or is
involved in the operation and provision of the Bank’s products and services.

“Ngan hang”: La Ngan hang TMCP Sai Gon — Ha Noi.

"Bank™ refers to Saigon — Hanoi Commercial Joint Stock Bank (SHB).

“Bén thw ba c6 lién quan”: 1a nhirng ca nhan, phap nhan co lién quan cua Khach hang (bao
gom nhung khong gidi han bai: nguoi phu thude, ngudi ¢6 lién quan theo quy dinh phéap luat,
vo/chong, con cai va/hoic cha, me va/hoic nguoi giam ho, ban bé, ngudi tham chiéu, bén thu
hudng, nguoi dugc iy quyén, ddi tac, ngudi lién hé trong cac truong hop khan cap va/hoic ca
nhan khac co lién quan cua Khach hang; cac phap nhan ma Khach hang la nguoi dai dién theo
phép luat, nguoi quan 1y, nguoi diéu hanh).

"Related Third Party' refers to individuals or legal entities associated with the Customer,
including but not limited to dependents, legally related persons, spouses, children, parents,
guardians, friends, referees, beneficiaries, authorized representatives, business partners,
emergency contacts, and other related individuals; as well as legal entities where the Customer
acts as a legal representative, manager, or executive.

“pKPK vé BVDLCN”: |a ban biéu khoan va diéu kién chung vé bao vé va xir ly dit liéu c&
nhan nay.

""General Terms and Conditions for Personal Data Protection and Processing (GTCPDP)"*
refers to this document outlining the general terms and conditions for the protection and
processing of personal data.

C4c tir ngit nao chua duoc giai thich tai Biéu nay s& dugc hiéu va ap dung theo phap luat Viét Nam
hién hanh.

Any terms not defined in this Article shall be interpreted and applied in accordance with the
applicable laws of Vietnam.

2.

2.1.

Nhirng quy dinh chung

General Provisions

PKPK vé BVDLCN la mét phan khong thé tach roi ciia cac thoa thuan, hop dong, diéu khoan
va diéu kién hoic hinh thiic khac co gid tri twong dwong chi phdi mdi quan hé gitra Khach hang
v6i Ngan hang. Bing viéc sir dung céc san pham, dich vu cua Ngan hang, Khach hang xac
nhan: (i) Viéc Ngan hang xu ly dit liéu ca nhan ctia Khach hang trudc thoi diém hiéu lyc cua
PKPK vé BVDLCN nay la pht hop voi quy dinh caa phap luat, Khach hang khong co bat ky
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2.2.

2.3.

2.4.

tranh chip nao ddi véi Ngan hang va tir bé moi quyén khiéu nai, khiéu kién véi Ngan hang
(néu co); (ii) Ké tir thoi diém DKPK vé BVDLCN c6 hiéu lyc, Ngan hang duoc chu dong xu
ly dit liéu c& nhan cua Khéch hang cho cac muc dich hop phép da duoc dé cap trong PKBK
vé BVDLCN ma khong can bt ky sy chap thuan nao khac cua Khach hang; (iii) Khach hang
da doc, da hiéu rd va déng y vai toan bo noi dung cia PKPK vé BVDLCN va dong y viéc
Ngén hang duoc cha dong xir ly dit liéu c& nhan cua Khach hang theo PKPK vé BVDLCN.
The GTCPDP constitute an integral and inseparable part of agreements, contracts, terms and
conditions, or any other equivalent forms governing the relationship between the Customer
and the Bank. By using the Bank's products and services, the Customer acknowledges and
confirms that: (i) The Bank's processing of the Customer's personal data prior to the effective
date of this GTCPDP complies with legal regulations, and the Customer has no disputes with
the Bank and waives any right to file complaints or lawsuits against the Bank (if any); (ii)
From the effective date of the GTCPDP, the Bank is authorized to process the Customer's
personal data for the legitimate purposes outlined in the GTCPDP without requiring any
further consent from the Customer; (iii) The Customer has read, fully understood, and agreed
to all the contents of the GTCPDP and consents to the Bank’s autonomous processing of their
personal data in accordance with the GTCPDP.

Ngan hang d& cao va tén trong quyén riéng tu, bao mat va an toan Dix liéu ca nhan cia Khéch
hang. Bong thoi, Ngan hang ludn nd lyc bao vé Dir liéu ca nhan ciia Khach hang (bao gom ca
nhiing chu thé c6 lién quan ciia Khach hang) va tuan thu quy dinh phap luat Viét Nam thdng
qua nhting bién phap bao vé Dit liéu ca nhan ciia Khach hang dap (ng va phu hop véi cac quy
dinh cua phép luat Viét Nam va théng 18 quéc té.

The Bank prioritizes and respects the privacy, confidentiality, and security of the Customer’s
Personal Data. The Bank continuously strives to safeguard the Customer’s Personal Data
(including that of relevant third parties) and complies with Vietnamese legal regulations
through security measures that meet both Vietnamese legal requirements and international
best practices.

Ngan hang chi thu thap, xt 1y va luu trir Dr liéu c& nhan caa Khach hang phu hop véi quy
dinh cua phép luat va trong pham vi (céc) thoa thuan gitra Ngan hang va Khach hang.

The Bank only collects, processes, and stores the Customer's Personal Data in compliance
with legal provisions and within the scope of the agreement(s) between the Bank and the
Customer.

Bang viéc cung cap Dit liéu ca nhan cua Bén thi ba c6 lién quan cho Ngan hang, Khach hang
cam doan, bao dam va chiu trach nhiém rang:

By providing the Personal Data of related Third Parties to the Bank, the Customer represents,
warrants, and assumes responsibility that:



2.5.

2.6.

2.7.

a.  Cung cap cho Bén tht ba c6 lién quan d6 day du thong tin vé viéc Ngan hang 1a chu thé
kiém soét va/hoic xur Iy Dit liéu ca nhan cho cac muc dich duoc néu tai PKPK vé
BVDLCN;

The Customer has fully informed the relevant Third Parties that the Bank is the entity
controlling and/or processing Personal Data for the purposes stated in the GTCPDP;

b.  Khach hang di c6 duoc su déng ¥ hop phap cua Bén thir ba c6 lién quan d6 cho viéc
Ngén hang dugc phép xir ly dir liéu ca nhén.

The Customer has obtained the legal consent of the relevant Third Parties for the Bank
to process their Personal Data.

Phu thudc vao vai trd caa Ngan hang trong tirng tinh hudng cu thé 1a (i) Bén Kiém soat di liéu

ca nhan; (i) Bén Xir ly dit liéu ca nhan; hozc (iii) Bén Kiém soat va xu Iy dir liéu ca nhan,

Ngan hang s& thuc hién cac quyén han va trach nhiém twong tmg theo quy dinh cua phép luat

hién hanh.

Depending on the Bank's specific role in each situation, whether as (i) a Personal Data

Controller; (ii) a Personal Data Processor; or (iii) a Personal Data Controller and Processor,

the Bank shall exercise the corresponding rights and responsibilities in compliance with

applicable legal regulations.

PKPK vé BVDLCN sé& duoc uu tién ap dung trong trudng hop ¢6 bat ky xung dot hodc mau

thuan nao voi cac thoa thuan, hop dong, diéu khoan va diéu kién hozc hinh thirc khéc c6 gia

tri twong duong chi phdi méi quan hé ciia Khach hang véi Ngan hang lién quan dén Dir liéu
ca nhan, cho dil duoc ky két trudc, vao ngay hoic sau ngay hiéu lyc PKDK vé BVDLCN nay.

The GTCPDP shall take precedence in the event of any conflict or inconsistency with

agreements, contracts, terms and conditions, or any other equivalent forms governing the

relationship between the Customer and the Bank concerning Personal Data, regardless of
whether such documents were entered into before, on, or after the effective date of the

GTCPDP.

Tat ca cac quyén va nghia vu cua Ngan hang va Khach hang tai PKPK vé BVDLCN nay sé&

khong thay thé, han ché, chim dit ma s& duoc hiéu 1a b6 sung vao cac quyén va nghia vu da

t6n tai gitta Ngan hang va Khach hang theo cac thoa thuan, hop dong, diéu khoan va diéu kién
hoic hinh thuc khac co gia tri tuong duong chi phdi mbi quan hé gitra Khach hang va Ngan
hang.

All rights and obligations of the Bank and the Customer under the GTCPDP shall not replace,

limit, or terminate but shall be interpreted as supplementary to the rights and obligations

already established between the Bank and the Customer under agreements, contracts, terms
and conditions, or other equivalent forms governing their relationship.

Cé&c van @@ lién quan dén xir ly dir liéu c& nhan

Issues related to Personal Data Processing



3.1. Thu thap dir ligu ca nhan
Collection of Personal Data

a.

Dé Ngan hang co thé cung cap cac san pham, dich vu cho Khach hang va/hoic xir Iy cac
yéu cau cua Khach hang, Khach hang hiéu va dong y rang Ngan hang cé thé can phai
va’hoic dugc yéu cau phai thu thap Dir liéu c& nhan, bao gém: (i) Dit liéu ca nhan co ban
va (ii) Di liéu c& nhan nhay cam c6 lién quan dén Khach hang va Bén thir ba c6 lién
quan.

In order for the Bank to provide products and services to the Customer and/or process

the Customer’s requests, the Customer understands and agrees that the Bank may need

to and/or be required to collect Personal Data, including: (i) Basic Personal Data and

(i1) Sensitive Personal Data related to the Customer and relevant Third Parties.

Céch thuc thu thap dir liéu ca nhan: Khach hang dong y viéc Ngan hang co thé thu thap

tryc tiép hoic gian tiép nhitng Dit liéu c& nhan nay tir Khach hang khi Khéach hang yéu

cau, hodc trong qua trinh Ngan hang cung cap bt ky san pham, dich vu nao cho Khach
hang va tir mot hoac mot sé cac ngudn nhu duoc liét ké dudi day, bao gdm nhung khong
gioi han:

Methods of collecting personal data: The Customer agrees that the Bank may collect

personal data directly or indirectly from the Customer upon their request, or during the

Bank’s provision of any products or services, from one or more of the following sources,

including but not limited to:

(). Thong qua quan hé duoc thiét lap gitta Ngan hang va Khéch hang khi Khéch

hang str dung cac san pham, dich vu cua Ngan hang hoic tham gia vao céc
chuong trinh, hoat dong hop phép cua Ngan hang bao géom nhung khong gidi
han bai: cac don vi, ca nhan tai Ngan hang theo churc nang, nhiém vy, cac hé
thdng cong nghé thdng tin cua Ngan hang, cac ca nhan hanh dong nhan danh
Khéch hang;
Through the relationship established between the Bank and the Customer when
the Customer uses the Bank’s products and services or participates in the Bank’s
lawful programs and activities, including but not limited to interactions with the
Bank’s departments and personnel performing their functions and duties, the
Bank’s IT systems, and individuals acting on behalf of the Customer.

(ii).  Tu Ngan Hang Nha Nudgc Viét Nam hoic cac co quan c6 tham quyén khac tai
Viét Nam;

From the State Bank of Vietham or other competent authorities in Vietnam

(iii). T viéc phan tich cac hoat dong cua Khach hang trong qua trinh stir dung cac san
pham, dich vu tai Ngan hang;



3.2.

3.3.

From the analysis of the Customer’s activities while using the Bank’s products
and services.

(iv).  Turcac ngudn di dugc cong khai hoic cac ngudn khac ma phép luat yéu cau hoic
cho phép thu thap;

From publicly available sources or other sources as required or permitted by
law;

(v).  Tu nhitng ngudn khac ngoai nhitng ngudn da liét ké néu trén ma c6 sy dong y
cua Khéch hang bang van ban va/hoic bang hinh thirc khac ph hop véi quy dinh
phap luat ting thoi ky.

From other sources not listed above, provided that the Customer has given
written and/or legally valid consent in accordance with applicable laws.
Loai dir liéu ca nhan dwoc xir ly: Cac Dt liéu cd nhan ctia Khach hang dugc Ngan hang xu
ly bao gébm toan bo Dit liéu ca nhan co ban va Dit liéu ca nhan nhay cam ma Ngan hang thu
thap duoc tir bat ky ngudn nao nhu néu tai Khoan 3.1 néu trén.
Types of Personal Data Processed: The Customer’s Personal Data processed by the Bank
includes all Basic Personal Data and Sensitive Personal Data collected from any source as
specified in Section 3.1 above.
Muc dich xi ly dir liéu cd nhan
Purpose of Processing Personal Data
a.  Ngan hang c6 thé xtr ly Dix liéu ca nhan cho mot hoac nhiéu muc dich sau day:

The Bank may process Personal Data for one or more of the following purposes:

(). Xac minh tinh chinh xac, ddy di cua cac théng tin duoc Khach hang cung cap;
xac dinh hoac xac thuc danh tinh caa Khach hang va thuc hién quy trinh xac thuc
Khach hang;

To verify the accuracy and completeness of information provided by the
Customer; to identify or authenticate the Customer’s identity and perform
Customer verification procedures;

(i). X ly viéc dang ky ctia Khach hang ddi vai bat ky san pham va dich vy nao do

Ngan hang d& xuat hozc cung cap (bao gom nhung khong giGi han céc san pham
ctia bén tht ba nhu san pham dau tu hoic bao hiém) dé thuc hién dich vu cho
Khach hang va/hoac Ngan hang;
To process the Customer’s registration for any products and services proposed
or provided by the Bank (including but not limited to third-party products such
as investment or insurance products) for the execution of services for the
Customer and/or the Bank;

(iii).  Tham dinh ho so phap 1y, tin dung, tai san va kha nang dua diéu kién cia Khach
hang d6i véi bat ky san pham va dich vu nao do Ngan hang dé xuat hoic cung
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(iv).

(V).

(vi).

(vii).

(viii).

(ix).

cap (bao gébm ca viéc cung cép thdng tin cho bén thir ba la cac dbi tac, nha cung
cap,... dé danh gia tin nhiém, thong tin tin dung, d6i soat, b4o cao lién quan dén
cac san pham, dich caa Ngan hang);

To assess the Customer’s legal, credit, asset, and eligibility records for any
products and services proposed or provided by the Bank (including the provision
of information to third-party partners, service providers, etc., for credit
assessment, credit information verification, reconciliation, and reporting related
to the Bank’s products and services);

Lién hé véi Khach hang nhiam trao d6i thong tin, giao cac hoéa don, cac sao ké,
cac bao cao hoac cac tai liéu khac co lién quan;

To contact the Customer for information exchange, delivery of invoices,
statements, reports, or other relevant documents;

Cung cip cho Khach hang cac théng tin vé san pham dich vu, quyén loi, thay doi
cac tinh ning ctia san pham, dich vu do Ngan hang dé xuat hodc cung cap;

To provide the Customer with information regarding products, services, benefits,
and changes to the features of the products and services proposed or provided
by the Bank;

Ngin chan hoic giam thiéu méi de doa d6i vai tinh mang, stic khoe ciia ngudi
khéc va lgi ich cdng cong;

To prevent or mitigate threats to human life, health, and public interests;

Pé danh gia bat ky yéu cau mua lai, tién hanh giao dich mua lai, chuyén giao
viéc kinh doanh va/hoic tai san, chuyén giao hozc chuyén nhuong quyén, loi ich
hodc nghia vu theo cac thoa thuan, hop dong, diéu khoan va diéu kién hoic hinh
thirc khéc co gié tri twong duwong chi phdi méi quan hé gitra Khach hang véi Ngan
hang;

To evaluate any acquisition requests, execute acquisition transactions, transfer
business and/or assets, or assign or transfer rights, benefits, or obligations under
agreements, contracts, terms and conditions, or other equivalent forms
governing the relationship between the Customer and the Bank;

Pé thuc hién cac hoat dong khac c6 lién quan dén viéc cung cap, van hanh, xir ly
va quan ly caa Ngan hang d6i véi cac san pham, dich vu cho Khéch hang:

To perform activities related to the provision, operation, processing, and
management of the Bank’s products and services for the Customer;

Thuc hién nghién ciu thi treong, khao séat va phan tich dir liéu lién quan dén bat
ky cac san pham, dich vu nao do Ngan hang cung cap (du dugc thuc hién boi
Ngan hang hay mot bén thir ba khac ma Ngan hang hop tac) ma cé thé lién quan
dén Khach hang;



(x).

(xi).

(xii).

(xiii).

(xiv).

(xv).

(xvi).

To conduct market research, surveys, and data analysis related to any products
and services provided by the Bank (whether conducted by the Bank or third-party
partners) that may be relevant to the Customer;

Quan 1y va danh gia cac hoat dong kinh doanh bao gom thiét ké, cai tién va nang
cao chét lwong cac cac san pham, dich vu cia Ngan hang hoic thuc hién cac hoat
dong truyén thong, lién hé, tiép thi, khuyén mai, d6i qua, trao thuéng;

To manage and evaluate business activities, including designing, improving, and
enhancing the quality of the Bank’s products and services, as well as conducting
communications, marketing, promotions, gift exchanges, and reward programs;
Lap cac bao céo tai chinh, bao cao hoat dong hoac cac loai bao céo lién quan
khéc theo quy dinh phép luat;

To prepare financial, operational, or other relevant reports as required by law;
Tién hanh kiém tra véi don vi cung cap dich vu chin cudc goi hoidc tuong tu (néu
co);

To conduct verification with call-blocking service providers or similar entities
(if applicable);

Bao vé loi ich hop phap cua Ngan hang va tuén tha cac quy dinh phép luat lién
quan;

To protect the Bank’s legal interests and comply with relevant legal regulations;
Dé dap tng, tuan thu cac chinh sach noi bo cia Ngan hang, cac thu tuc va bat ky
quy tic, quy dinh, huéng dan, chi thi hodc yéu cau dugc ban hanh béi Co quan
nha nuée c6 tham quyén theo quy dinh phép luat;

To comply with and adhere to the Bank’s internal policies, procedures, and any
rules, regulations, guidelines, directives, or requirements issued by competent
state authorities as prescribed by law;

Pé bao vé hoic thyc thi cac quyén loi hop phap ciia Ngan hang, bao gom viéc dé
thu céc khoan phi, 1¢ phi va/hodc dé thu hoi bat ky khoan ng nao, theo céc thoa
thuan, hop dong, diéu khoan va diéu kién hozc hinh thirc khac c6 gia tri tuong
duong chi phdi méi quan hé giita Khach hang véi Ngan hang;

To protect or enforce the Bank’s legitimate rights, including collecting fees,
charges, and/or recovering any debts under agreements, contracts, terms and
conditions, or other equivalent forms governing the relationship between the
Customer and the Bank;

Cho bat ky muyc dich nao khac duoc yéu cau hoic cho phép theo quy dinh phép
luat va/hoic cac Co quan nha nudc c6 tham quyeén;

For any other purposes required or permitted by law and/or competent state
authorities;
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(xvii). Cac muc dich hop 1y khac c6 lién quan dén nhitng muc dich duoc néu trén.
Other reasonable purposes related to the above-mentioned purposes.

Ngan hang s& yéu cau su cho phép tir Khach hang trudc khi sir dung Dit lidu cé nhan cia

Khéch hang cho muc dich khac ngoai cac muc dich da duoc néu tai PKPK vé BVDLCN.

The Bank will seek the Customer’s consent before using the Customer’s Personal Data

for purposes beyond those specified in the GTCPDP.

3.4. Xir ly dir liéu c& nhan trong mét sé trweong hop dic biét
Processing of Personal Data in Special Cases

a.

Ngan hang s& c6 thé ghi am, ghi hinh va xir ly dit liéu c& nhan thu thap duoc tir camera
quan sat (sau day goi tit 1a “CCTV”) tai cac khu vuc cé 1ip CCTV (bao gém nhung
khong gigi han bai khu vuc ATM, khu vuc & hanh lang, khu vuc 16i di,...) phi hop Véi
cac yéu cau dam bao an ninh trong hoat dong Ngan hang va cho Khach hang theo quy
dinh cua cua phap luat.

The Bank may record, capture, and process personal data collected from surveillance
cameras (hereinafter referred to as "CCTV") installed in designated areas (including but
not limited to ATM areas, hallways, and entrances) to ensure security in banking
operations and for the Customer, in accordance with legal regulations.

Ngan hang luén ton trong va bao vé Dir liéu ca nhan cua tré em. Ngoai cac bién phap bao
vé Dt liéu ca nhan duoc quy dinh theo phap luat, trudc khi xi ly dir liéu c& nhan cua tré
em, Ngan hang s& thyuc hién xac minh tudi cua tré em va yéu cau su déng y cua (i) tré em
va/hoac (ii) cha, me hoac ngudi gidm ho caa tré em theo quy dinh caa phép luat.

The Bank respects and safeguards the Personal Data of minors. In addition to complying
with legal requirements for data protection, the Bank will verify the age of minors and
obtain consent from (i) the minor and/or (ii) the minor’s parent or legal guardian before
processing the minor’s personal data, in accordance with applicable laws.

Bén canh tuan tha theo cac quy dinh phép luat co lién quan khéc, dbi véi viéc xur ly dix
liéu ca nhan cia mot ngudi trong nhitng truong hop dic biét (bao gdm nhung khong gidi
han bai: nguoi bi tuyén bs mat tich, nguoi da chét, nguoi bi han ché/mat ning luc hanh
vi dan su), Ngan hang s& phai duoc sy ddng y ciia ngudi ¢6 lién quan va/hoic nguoi giam
ho theo quy dinh cua phép luat hién hanh.

In addition to complying with other relevant legal regulations, the processing of personal
data in special cases (including but not limited to missing persons, deceased individuals,
or individuals with restricted or lost legal capacity) shall require the consent of relevant
persons and/or legal guardians as prescribed by current laws.

3.5. Viéc chuyén giao va tiét 16 Dir liéu ca nhan cho té chikc, ca nhan c6 lién quan
Transfer and Disclosure of Personal Data to Related Organizations and Individuals
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Nham thwc hién cac muc dich va hoat dong xt ly dix liéu ca nhan tai DPKDPK vé BVDLCN
nay, Ngan hang c6 thé tiét 16 Dix liéu ca nhan cia Khach hang hoac Dix liéu ca nhan cua
Bén tha ba cé lién quan, cho mot hoac cac bén dudi day:
To fulfill the purposes and personal data processing activities specified in this GTCPDP,
the Bank may disclose the Customer’s Personal Data or the Personal Data of relevant
Third Parties to one or more of the following entities:

(i). Céc dbi tac kinh doanh, nha cung cp phan thuong, nha cung cip qua ting, cac

(ii).

(iii).

(iv).

bén dong thuong hiéu, chuong trinh khach hang than thiét, cac nha quang céo, to
chuc tir thién hoac to chuc phi loi nhuan; bat ky t6 chic tin dung, dai ly va chi
nhanh ngin hang nudc ngodi, té chuc tai chinh, thuong nhan, t6 chic chuyén
mach thé, t6 chtrc cung ng dich vu trung gian thanh toan, don vi chap nhan thé,
t6 chirc thé qudc té VISA, t6 chirc thé quéc té MasterCard, dbi tac thir ba xu ly
dir liéu c6 ky két hop ddng hop phép véi Ngan hang;

Business partners, reward providers, gift providers, co-branded partners, loyalty
programs, advertisers, charities, or non-profit organizations; any credit
institution, agent, and foreign bank branches, financial institutions, merchants,
card switching organizations, intermediary payment service providers, acquiring
banks, international card organizations such as VISA and MasterCard, and third-
party data processors who have legally contracted with the Bank;

Cac co quan nha nudc ¢6 tham quyén tai Viét Nam hoac bat Ky c& nhan, co quan
c6 tham quyén hodc co quan quan ly hoac bén thir ba ma Ngan hang duoc phép
hoic bat budc phai tiét 16 theo quy dinh phap luat cua bat ky qubc gia, hoic theo
bat ky hop déng/thoa thuan hozc cam két nao khac giira bén thi ba va Ngan hang;
Competent state authorities in Vietnam or any individuals, authorized entities,
regulatory bodies, or third parties to whom the Bank is permitted or required to
disclose information under the laws of any jurisdiction, or pursuant to any
contracts, agreements, or commitments between third parties and the Bank;
Trung tdm Thdng tin Tin dung Quéc gia Viét Nam hoac bat ky co quan hoic to
chirc ndo khac duoc thanh 1ap bai Ngan hang Nha nudc Viét Nam hoic bat ky
co quan khac c6 tham quyén ddi voi Ngan hang;

Vietnam National Credit Information Center or any other agency or organization
established by the State Bank of Vietham or other competent authorities
overseeing the Bank;

Bat ky c& nhan nao s¢ hitu tai khoan chung/tai san chung cting véi Khach hang;
Any individuals holding joint accounts or jointly owned assets with the
Customer;
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(v).  Bat ky ca nhan c6 lién quan dén viéc thuc thi hoic duy tri bat ky quyén hoic
nghia vu nao theo céc thoa thuan, hop ddng, diéu khoan va diéu kién hoic hinh
thirc khac c6 gid tri trong dwong chi phbi mbi quan hé giira Khach hang véi Ngan
hang;

Any individuals involved in enforcing or maintaining any rights or obligations
under agreements, contracts, terms and conditions, or other equivalent forms
governing the relationship between the Customer and the Bank;

(vi). Bén thur ba truy van théng tin tai cac dich vu thanh toan (hoa don, thué, hop
ddng, ...):

Third parties requesting information through payment services (such as
invoices, taxes, contracts, etc.);

(vii).  Céc bén thi ba ma Khach hang ddng y hoic Ngan hang c6 co sé phap 1y dé chia
sé Dtr liéu ca nhan cua Khach hang.

Third parties that the Customer consents to or the Bank has a legal basis to share
the Customer’s Personal Data with.

b.  Ngéan hang sé xem Dit liéu ca nhan cua Khach hang 1a riéng tu va bi mat. Ngoai cac bén
da néu & trén, Ngan hang s& khong tiét 16 dir liéu cua Khach hang cho bit ky bén nao
khac, trir cac trueong hop:

The Bank considers the Customer’s Personal Data private and confidential. Except for

the parties listed above, the Bank will not disclose the Customer’s data to any other

parties unless:

().  Khico sy ddng y cia Khach hang;

The Customer provides consent;

(ii).  Khi Ngan hang duoc yéu cau hodc dugc phép tiét 16 theo quy dinh phap luat;
hoic theo quyét dinh ciia co quan nha nudc ¢ tham quyén:;

Disclosure is required or permitted by law or mandated by competent
authorities;

(iii).  Khi Ngan hang chuyén giao quyén va nghia vu theo cac thoéa thuan, hop déng,
diéu khoan va diéu kién hoac hinh thtrc khéc c6 gia tri twong duwong chi phbi méi
quan hé gitra Khach hang vai Ngan hang;

The Bank transfers its rights and obligations under agreements, contracts, terms
and conditions or other equivalent forms governing the relationship between the
customer and the Bank;

3.6. Cach thwrc xiwr ly Dir li¢u c& nhan:

Methods of Processing Personal Data

a.  Viécxtr ly Dit lidu ca nhan caa Khach hang cd thé do Ngan hang truc tiép thuc hién hoic
thuc hién thdng qua Bén thir ba hop phap theo quy dinh cua phép luat va quy dinh cua
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Ngan hang. Ngan hang duoc quyén chi dong lra chon Bén thir ba va/hoic thoa thuan,
ky két hop dong, van ban thoéa thuan vé viéc xu ly dix liéu ca nhan ma khdng can bat ky
chap thuan nao caa Khach hang. Khach hang ddng y rang Bén thir ba c6 quyén va nghia
vu trong pham vi twong tng cia Ngan hang theo PKPK vé BVDLCN.

The processing of the Customer’s Personal Data may be carried out directly by the Bank
or through legally authorized Third Parties in accordance with applicable laws and the
Bank’s regulations. The Bank reserves the right to select Third Parties and/or enter into
agreements or contracts regarding the processing of Personal Data without requiring
any prior approval from the Customer. The Customer acknowledges and agrees that
Third Parties have rights and obligations corresponding to those of the Bank under the
GTCPDP;

b.  Khéch hang chap thuan dé Ngan hang chia dong quyét dinh lua chon cac hinh thie xu ly

dit liu ca nhan nham thyuc hign muc dich néu tai Khoan 3.3 PKDK vé BVDLCN dé dat
duogc hiéu qua tdi da, bao gdm nhung khong gidi han hinh thire xt ly dir liéu c& nhan tu
dong thuc hién bang phwong thtc dién tir nham danh gia, phan tich, du doan hoat dong
ciia Khach hang nhu thoi quen, s thich, mic do tin cay, hanh vi, dia diém, xu huéng,
nang lyc va cac yéu té khac lién quan; va/hoic chuyén Dir liéu ca nhan cia Khach hang
ra nudc ngoai phil hop véi quy dinh cua phép luat va BPKPK vé BVDLCN.
The Customer agrees that the Bank has full discretion in determining the appropriate
methods for processing Personal Data to achieve the purposes outlined in Section 3.3 of
the GTCPDP for maximum efficiency. Such methods may include, but are not limited to,
automated data processing through electronic means to assess, analyze, and predict the
Customer’s activities, such as habits, preferences, reliability, behaviors, locations,
trends, capabilities, and other relevant factors. Additionally, the Bank may transfer the
Customer’s Personal Data abroad, in accordance with legal regulations and the
GTCPDP.

3.7. Hau qua, thiét hai khéng mong muén xay ra: Ngan hang cé trach nhiém &p dung cac bién
phép can thiét ¢&¢ dam bao an toan bao mat Dir lidu c& nhan cua Khach hang theo PKPK vé
BVDLCN. Tuy nhién, trong qué trinh xi ly dir liéu ca nhan van cé thé xay ra nhitng sy kién,
hanh dong ngoai kha ning kiém soat hop ly cia Ngan hang va cé thé dan téi nhirng hau qua,
thiét hai khdng mong muén cho Khach hang, bao gom nhung khong giéi han 1a cac su kién
bat kha khang, cac su cb vé hé thdng, ha tang k¥ thuat caa Ngan hang hoic phét sinh do 15i
ctia Bén thtr ba. Khach hang nhan thirc rd va chap nhan céc rui ro tiém an va hau qua, trach
nhiém caa cac bén ¢ lién quan khi xay ra cac sy c¢d, hanh vi vi pham nhu duoc quy dinh tai
khoan nay.

Unforeseen Consequences and Damages: The Bank is responsible for implementing

necessary measures to ensure the security and confidentiality of the Customer’s Personal Data
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3.8.

4.1.

as stipulated in the GTCPDP. However, during the processing of Personal Data, unforeseen
events or actions beyond the Bank’s reasonable control may occur, potentially leading to
unintended consequences or damages for the Customer. These may include, but are not limited
to, force majeure events, system failures, technical infrastructure issues, or incidents arising
due to Third Party errors. The Customer acknowledges and accepts the potential risks,
consequences, and responsibilities of the involved parties in case of such incidents or breaches,
as outlined in this section.

Thai gian bt diu va thoi gian két thic xir ly dix liéu ca nhan: Viéc xt ly dit liéu ca nhan
ctia Khach hang c6 hiéu luc ké tir thoi diém Dix liéu ca nhan cua Khach hang duoc Ngan hang
thu thap (bao gém ca Dit liéu c4 nhan ma Ngan hang di thu thap trudc thoi diém ban hanh
PKPK vé BVDLCN) cho dén khi: (i) Ngan hang va/hoac Bén thir ba cham dut, han ché xir ly
dir liéu ca nhan va/hoac x6a Dt liéu c& nhan theo thoi han, pham vi s dung va cac noi dung
khac ma Khach hang yéu cau theo PKDK vé BVDLCN hoic (ii) co quan nha nuéc c6 thim
quyén yéu cau cham dut xu ly dit liéu ca nhan, hoic (iii) trudng hop cham dut khéc theo quy
dinh cua phép luat, tuy truong hop nao xay ra trudc.

Commencement and Termination of Personal Data Processing: The processing of the
Customer’s Personal Data shall be effective from the moment the Bank collects the Customer’s
Personal Data (including any Personal Data collected prior to the issuance of the GTCPDP)
until the earliest occurrence of any of the following events: (i) The Bank and/or Third Parties
terminate, limit, or delete the processing of Personal Data within the period, scope, or other
parameters requested by the Customer, as specified in the GTCPDP; (ii) A competent state
authority mandates the termination of Personal Data processing; or (iii) Any other termination
event as prescribed by law.

Chuyén Dir liéu c& nhan ra nwéc ngoai

Transfer of Personal Data abroad

Chuyén Dir liéu c4 nhan ra nuéc ngoai®: 1a hoat dong sir dung khéng gian mang, thiét bi,
phuong tién dién tir hodc cc hinh thirc khac chuyén Dir liéu ca nhan cua Khach hang la cong
dan Viét Nam ti mot dia diém nam ngoai 14nh thé cia nude Cong hoa xa hoi chu nghia Viét
Nam hozc sir dung mét dia diém nam ngoai 1anh thé cua nudc Cong hoa x& hoi cha nghia Viét
Nam dé xu ly dit liéu c& nhan caa Khach hang la cong dan Viét Nam, bao gom:

Cross-border transfer of Personal Data refers to the use of cyberspace, electronic devices, or
other means to transmit the Personal Data of Vietnamese Customers beyond the territory of
the Socialist Republic of Vietnam or to process such data outside the national territory. This
includes:

8 Khoan 4 Diéu 2 Nghi dinh 13
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4.2.

4.3.

5.1.

a.  Chuyén dit liéu ca nhan cua Khach hang 1a céng dan Viét Nam cho t6 chirc, doanh
nghiép, bo phan quan ly ¢ nudc ngoai xu ly phu hop vai muc dich da dugc Khach hang
dong y.

Transferring the Personal Data of Vietnamese Customers to foreign organizations,
enterprises, or management units for processing in accordance with the purposes
consented to by the Customer.

b.  Xu ly dit liéu c4 nhan cua Khach hang 1a cong dan Viét Nam bing cac hé thong tu dong

nam ngoai lanh thé caa nuéc Cong hoa x& hoi chii nghia Viét Nam cua Bén kiém soat
dir liéu ca nhan, Bén Kiém soat va xtr ly dit liéu c& nhan, Bén xu |y di liéu c& nhan pho
hop v&i muc dich da duoc Khach hang déng y.
Processing the Personal Data of Vietnamese Customers through automated systems
located outside the territory of the Socialist Republic of Vietham by Data Controllers,
Data Controllers and Processors, or Data Processors, in line with the purposes agreed
upon by the Customer.

Nham thuc hién muc dich xir ly dit liéu ca nhan tai PKPK vé BVDLCN nay, Ngan hang c6

thé phai cung cp/chia sé Dit liéu ca nhan ciia Khach hang dén céac bén thir ba lién quan coa

Ngan hang va céc bén thi ba nay cd thé tai Viét Nam hoic bat ctr dia diém nao khac nim ngoai

lanh tho Viét Nam.

To fulfill the personal data processing purposes set forth in the GTCPDP, the Bank may be

required to provide or share the Customer’s Personal Data with its affiliated Third Parties,

which may be located in Vietnam or outside its national territory.

Khi thyc hién viéc chuyén Dix liéu c4 nhan ra nuéc ngoai, Ngan hang s& yéu cau bén tiép nhan

dam bao rang Dix liéu c& nhan cua Khach hang duoc chuyén giao cho ho s& bao mat va an toan.

Ngén hang dam bao tuan thu cac nghia vu phap 1y va quy dinh lién quan dén viéc chuyén Dit

liéu ca nhan cua Khach hang ra nudc ngoai.

When transferring Personal Data abroad, the Bank shall require the receiving party to ensure

the confidentiality and security of the transferred Customer Personal Data. The Bank commits

to complying with all legal obligations and regulations concerning the cross-border transfer
of Customer Personal Data.

Quyén va nghia vu cia Khach hang lién quan dén Dir liéu ca nhan cung cip cho Ngan

hang

Rights and Obligations of the Customer Relating to Personal Data Provided to the Bank

Khéch hang c6 cac quyén sau day®:

The Customer has the following rights:

a. Quyén duoc biét;

The right to be informed;

° Piéu 9 Nghi dinh 13
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5.2.

5.3.

5.4.

b.  Quyén dongy;

The right to consent;
c.  Quyén truy cap:

The right of access;
d.  Quyén rat lai su ddng y;

The right to withdraw consent;
e.  Quyén xda dit liéu;

The right to delete data;
f.  Quyén han ché xu ly dit liéu;

The right to restrict data processing;
g.  Quyeén cung cap dit liéu;

The right to provide data;
h.  Quyén phan déi xt ly di liéu;

The right to object to data processing;
i.  Quyén khiéu nai, t6 co, khai kién;

The right to file complaints, reports, or lawsuits;
j.  Quyén yéu cau bodi thuong thiét hai;

The right to request compensation for damages;
K.  Quyén tu bao vé;

The right to self-protection;
l.  Céc quyén co lién quan khéac theo quy dinh caa phap lut.

Other rights as prescribed by law.
Trong pham vi phép luat cho phép, Khéach hang cé thé thuc hién cac quyén caa minh bang
cach lién h¢ véi Ngan hang theo thong tin dugc Ngan hang cung cap.
Within the scope allowed by law, the Customer may exercise their rights by contacting the
Bank using the information provided by the Bank.
Ngan hang, bang su nd luc hop ly, s& thuc hién yéu cau hop phap va hop Ié tir Khach hang
trong khoang thoi gian luat dinh ké tir khi nhan dugc yéu cau hop phap, hop Ié va phi xir ly
yéu cau (néu co) tir Khach hang, tly thudc vao quyén cua Ngan hang dugc vién dan dén bat
ky su mién trir va/hoic ngoai 1€ nao theo quy dinh phéap luat.
The Bank, with reasonable effort, will fulfill legitimate and valid requests from the Customer
within the legally prescribed time from the receipt of such requests, valid fees (if any) from the
Customer, subject to the Bank's rights to claim any applicable exemptions and/or exceptions
under the law.
Trong trudng hop Khach hang rat lai sy dong y caa minh, yéu cau xoa dit lidu, han ché dir liéu
ca nhan va/hoac thuc hién cac quyén co lién quan khac ddi véi bat ky hoic tat ca cac Dir liéu
ca nhan cua Khach hang, va tuy thuoc vao ban chat yéu cau cia Khach hang, Ngan hang c6
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thé s& xem xét va quyét dinh vé viéc khong tiép tuc cung cip cac san pham, dich vu caa Ngan
hang cho Khach hang. Cac hanh vi dugc thuc hién baoi Khach hang theo quy dinh nay s€ duoc
xem la sy don phuong cham dut tir phia Khéch hang cho bat ky mdi quan hé nao giita Khach
hang véi Ngan hang, va hoan toan c6 thé dan dén sy vi pham nghia vu hoic cac cam két cua
Khéach hang theo hop dong gitra Khach hang véi Ngan hang. Khach hang cam két chiu trach
nhiém vé moi hau qua, thiét hai cd thé xay ra do hanh dong rut lai sy ddng y, thuc hién yéu
cau han ché, x6a Dix liéu ca nhan va/hoic thuc hién cac quyén khac lién quan dén xu ly di liéu
ca nhan va Ngan hang duoc bao luu cac quyén, thuc hién cac bién phéap khic phuc hop phép
ctia Ngan hang ciing nhu dugc tam hodn thuc hién cac yéu cau rut lai su ddng y, thuc hién yéu
cau han ché, x6a Dir liéu c& nhan va/hoic thuc hién cac quyén khac lién quan dén xu ly dit liéu
ca nhan cua Khach hang trong nhiing truong hop: (i) Khach hang chua hoan thanh trach nhiém
cua minh phat sinh tir cac hanh vi theo quy dinh tai khoan nay; (ii) Khach hang chua hoan
thanh day du cac nghia vu véi Ngan hang theo céc thoa thuan, hop dong, diéu khoan va diéu
kién hozc hinh thuc khac c6 gia tri twong duong chi phdi mdi quan hé giira Khach hang voi
Ngan hang. Theo d6, Ngan hang s& khdng chiu trach nhiém d6i vi Khach hang cho: (i) bat ky
nghia vu nao Ngan hang chua thyc hién duoc theo cac thoa thuan, hop dong, diéu khoan va
diéu kién hozc hinh thirc khac ¢ gia tri trong dwong chi phdi mdi quan hé giira Khach hang
v6i Ngan hang (néu co); va (i) bat ky ton that nao phat sinh. Cac quyén hop phap cua Ngan
hang s& duoc bao luu mot cach rd rang d6i véi viée gidi han, han ché, tam nging, hay bo, ngin
can, hoic cdm doan do.

Viéc rat lai sy ddng y, yéu cau han ché, x6a dit liéu c4 nhan cua Khéch hang khéng lam anh
hudng dén tinh hop phap cua viéc xir ly dir liéu ca nhan ma Ngan hang va/hoic Bén thir ba da
thuc hién trude thoi diém Ngan hang va/hodc Bén thir ba hoan tat viéc cham dit, han ché, x6a
Dir liéu ca nhan theo yéu cau cia Khéch hang.

In the event that the Customer withdraws their consent, requests data deletion, restricts
personal data processing, and/or exercises any other rights related to any or all of the
Customer's Personal Data, and depending on the nature of the Customer's request, the Bank
may consider and decide not to continue providing the Bank's products and services to the
Customer. Such actions taken by the Customer under this provision will be regarded as a
unilateral termination by the Customer of any relationship with the Bank and may result in a
breach of the Customer's obligations or commitments under the contract between the Customer
and the Bank. The Customer agrees to be responsible for any consequences or damages that
may arise from the action of withdrawing consent, requesting restrictions, deleting Personal
Data, and/or exercising other rights related to the processing of personal data, and the Bank
reserves the right to take appropriate legal measures and actions, including postponing the
implementation of the Customer’s withdrawal of consent, restriction requests, data deletion
requests, and/or other rights related to the processing of the Customer's Personal Data in the
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5.5.

5.6.

following cases: (i) the Customer has not completed their responsibilities arising from actions
under this provision; (ii) the Customer has not fully completed their obligations to the Bank
under the agreements, contracts, terms and conditions, or any equivalent forms governing the
relationship between the Customer and the Bank. Accordingly, the Bank shall not be liable to
the Customer for: (i) any obligations the Bank has not been able to fulfill under the agreements,
contracts, terms and conditions, or any equivalent forms governing the relationship between
the Customer and the Bank (if applicable); and (ii) any losses arising. The Bank’s legal rights
will be explicitly preserved regarding limitations, restrictions, suspensions, cancellations,
hindrances, or prohibitions.
The withdrawal of consent, request for restriction, or data deletion by the Customer will not
affect the legality of any personal data processing carried out by the Bank and/or Third Parties
before the Bank and/or Third Parties complete the termination, restriction, or deletion of the
Personal Data as requested by the Customer.
Vi myc dich bao mat, Khach hang c6 thé can phai dua ra yéu cau ciia minh bang vin ban hoac
sir dung phuong phap khac dé ching minh va xac thuc danh tinh caa Khéach hang. Ngan hang
c6 thé yéu cau Khach hang xac minh danh tinh trudc khi xur Iy yéu cau cua Khach hang lién
quan dén Dix liéu ca nhan cua Khéch hang.
For security purposes, the Customer may be required to submit their request in writing or use
another method to prove and verify their identity. The Bank may request the Customer to verify
their identity before processing any requests related to the Customer's Personal Data.
Khach hang c6 cac nghia vu sau day'”:
The Customer has the following obligations:
a.  Tubao vé Dix liéu c& nhan caa minh; yéu cau céc to chirc, ca nhan khéac cd lién quan bao
vé Dit liéu ca nhan cua minh;
To protect their own Personal Data; to require other relevant organizations or
individuals to protect their Personal Data;
b.  Ton trong, bao vé Dix liéu c& nhan ctaa ngudi khéc;
To respect and protect the Personal Data of others;
c.  Cung cép ddy du, chinh xac Dir liéu ca nhan cho Ngan hang khi ¢ong ¥ cho phép Ngan
hang xu ly dir liéu c& nhan;
To provide complete and accurate Personal Data to the Bank when consenting to the
Bank processing their Personal Data;
d.  Tham gia tuyén truyén, phd bién k§ ning bao vé Dit liéu c& nhan;
To participate in spreading awareness and promoting skills to protect Personal Data;
e.  Thuc hién quy dinh cua phap luat vé bao vé Dir liéu ca nhan va tham gia phong, chéng
cac hanh vi vi pham quy dinh vé bao vé Dit liéu ca nhan.

10 Hiéu 10 Nghi dinh 13
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6.1.

6.2.

7.1.

7.2.

To comply with the laws on Personal Data protection and participate in preventing and

combating violations of Personal Data protection regulations.
Bién phap Bao vé dir ligu ca nhén
Personal Data Protection Measures
Ngan hang xem cac Dit liéu c& nhan cua Khach hang nhu 13 tai san quan trong nhat caa Ngan
hang va Ngan hang dam bao tinh bao mat, an toan, tuan tha phap luat, han ché cac hau qua,
thiét hai khong mong muédn cé kha ning xay ra (bao gom nhung khong gidi han: ro ri di liéu
hoic xtr ly dit liéu khdng phu hop gay tén hai dén quyén va loi ich hop phéap cua Khach hang).
Tréach nhiém bao vé D liéu ca nhan cua Khéch hang 1a yéu cau bt buoc Ngan hang dit ra cho
toan thé nhan vién.
The Bank considers the Customer’s Personal Data to be one of its most valuable assets and
ensures its confidentiality, safety, legal compliance, and minimizes any unintended
consequences or damages that may occur (including but not limited to: data leakage or
improper processing of data that could harm the Customer’s rights and legitimate interests).
Protecting the Customer’s Personal Data is a mandatory responsibility set by the Bank for all
employees.
Ngan hang thuc hién trach nhi¢m bao vé Dir liéu ca nhan theo quy dinh cua phap luat hién
hanh véi cac phuong phap bao vé tét nhat theo tiéu chuan quéc té va thuong xuyén xem xét va
cap nhat cac bién phap quan ly va ky thuat khi xa ly dir liéu ca nhan caa Khach hang (néu cd).
The Bank fulfills its responsibility to protect Personal Data in accordance with applicable
laws, using the best protection methods based on international standards. The Bank regularly
reviews and updates its management and technical measures when processing the Customer's
Personal Data (if applicable).
Luwu trir Dir ligu c& nhén
Personal Data Storage
Dir liéu c& nhan cua Khach hang do Ngan hang luu trir s€ dugc bao mat. Ngan hang s€ thuc
hién cac bién phap luu trir hop 1y dé bao vé Dit liéu ca nhan ciia Khach hang trén co so dam
bao phu hop véi quy dinh phép luat hién hanh.
The Customer’s Personal Data stored by the Bank will be kept confidential. The Bank will
implement reasonable storage measures to protect the Customer’s Personal Data, ensuring
compliance with applicable laws.
Ngan hang luu trir Dit liéu ca nhan caa Khach hang trong khoang thoi gian can thiét dé hoan
thanh céc muc dich theo PKPK vé BVDLCN nay, trir khi thoi gian luu trit Dit liéu c& nhan
1au hon duoc yéu cau hoic cho phép bai cac quy dinh phap luat hién hanh.
The Bank will store the Customer’s Personal Data for the period necessary to fulfill the
purposes outlined in the GTCPDP. However, if a longer storage period is required or
permitted by applicable laws, the Bank will comply with those requirements.
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8.1.

Mién trir trach nhiém

Disclaimer of Liability

Ngan hang dugc mién trir khoi bat ky trach nhiém nao, bao gdm ca trach nhiém thanh toan cac
khoan bi thuong thiét hai, bdi hoan hay bat ky chi phi lién quan nao ddi vai nhitng thiét hai,
ton that cua Khach hang phat sinh do:

The Bank shall be exempt from any liability, including responsibility for payment of
compensation, reimbursement, or any related costs for the damages or losses incurred by the
Customer arising from:

Khach hang

Customer's Actions

a.

vi bat ky Iy do gi khéng nhan duoc hoic khdng tiép can (cac) thong bao da duoc Ngan
hang gui di thanh cong, bao gom nhung khéng gidi han cac truong hop do thiét bi di
dong, phan mém trén thiét bi di dong hozc bén cung cap dich vu cua Khach hang khéng
dam bao kha ning két ndi Mobile Banking/Internet Banking 6n dinh, lién tuc; Khach
hang khdng cap nhat kip thoi va day du (cac) ndi dung stra doi, bo sung caa PKDPK vé
BVDLCN nay thong qua cic phuong thirc Ngan hang di lwa chon théng bao, niém yét;

The Customer not receiving or failing to access (any) notifications successfully sent by
the Bank, including but not limited to situations where the mobile device, mobile
software, or service provider used by the Customer does not ensure stable and continuous
Mobile Banking/Internet Banking connectivity; or the Customer fails to update in a
timely and complete manner (any) amendments, additions to the GTCPDP through the
notification methods or listings selected by the Bank;

thong qua bat ky hinh thuc nao, bao gom nhung khong giéi han viéc st dung Mobile
Banking/Internet Banking, truy cap vao cac website, ing dung hay dich vu khdc ma Ngan
hang hop tac hodc c6 méi lién hé, Ngan hang hoan toan khdng chiu trach nhiém trong
truong hop Khach hang khong tuan thu diéu khoan diéu kién str dung cua cac website,
ing dung hay dich vu d6 dan t&i thiét hai hoac hanh vi vi pham cua Khéch hang, vi bat
ky ly do nao;

Through any form, including but not limited to using Mobile Banking/Internet Banking,
accessing websites, applications, or other services with which the Bank collaborates or
has connections, the Bank is not responsible if the Customer does not comply with the
terms and conditions of use of those websites, applications, or services, resulting in
damages or violations by the Customer for any reason;

phai ganh chiu thiét hai phat sinh tryc tiép do 13i, hanh vi vi pham cia Bén thir ba ma
hanh vi d6 nam ngoai kha ning kiém soat caa Ngan hang.

Suffering damages directly caused by faults or violations of Third Parties whose actions

are beyond the Bank’s reasonable control.
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8.2.

8.3.

8.4.

Ngan hang khong thé cap nhat, dang tai va/hodc hién thi lién tuc, day du, rd rang cac nodi dung
stra ddi, b6 sung cia PKDPK vé BVDLCN nay do: (i) Ngan hang tién hanh cac hoat dong nang
cap, bao tri, bao dudng hé théng, co so ha ting ky thuat dinh ky hoidc dot xuat nhung da thong
béo trudc thdng qua cac phuong thic phil hop véi quy dinh tai PKPK vé BVDLCN nay; hoic
(ii) nhitng nguyén nhan ngoai kha nang kiém soét hop ly caa Ngan hang, bao gém nhung khong
gidi han cac trudong hop hé thdng, ha tang ki thuat caa Ngan hang gap su ¢ xuét phét tir 15i
cua bén cung cap dich vu ma Ngan hang hoic hé thng, ha ting ky thuat cua Ngan hang bi
xam pham, 1am hai bai céc loai virus, phan mém gian diép, phan mém quang cdo hay bat ky
hanh déng can thiép, tin cdng mang nham muc dich pha hoai, gay hai nao.

The Bank may not be able to update, post, or continuously display all amendments or additions
to the GTCPDP due to: (i) The Bank conducting scheduled or urgent system upgrades,
maintenance, or technical infrastructure updates, but has notified the Customer in advance
through appropriate methods in accordance with the provisions of the GTCPDP; or
(ii) Causes beyond the Bank’s reasonable control, including but not limited to system or
infrastructure issues due to faults from third-party service providers, or if the Bank’s systems
or infrastructure are compromised or harmed by viruses, spyware, adware, or any other
actions of network interference or attacks intended to damage or disrupt operations.

Xay ra nhitng su kién bat kha khang nim ngoai kha ning kiém soét cua Ngan hang va truc tiép
gay ra ton that, thiét hai cho Khach hang va can tro kha niang cia Ngan hang trong qua trinh
thuc hién cac nghia vu d6i voi Khach hang, bao gdm nhung khéng gidi han chién tranh hozc
noi chién, thién tai, dich bénh, dinh cong, bii cong, thay d6i phap luat hoic cac su kién bat kha
khang khéc theo quy dinh cua phéap luat hoic theo tuyén bd, yéu cau cua co quan nha nudc c6
tham quyén, bat ké (nhirng) su kién nay phat sinh trong hoic ngoai Viét Nam.

Force majeure events beyond the Bank’s reasonable control, which directly cause losses or
damages to the Customer and hinder the Bank's ability to fulfill its obligations to the Customer,
including but not limited to war or civil war, natural disasters, epidemics, strikes, work
stoppages, legal changes, or other force majeure events as prescribed by law or by the
declaration or request of competent state authorities, regardless of whether such events occur
within or outside of Vietnam.

Cac truong hop Ngan hang dugc mién trach nhiém khac theo quy dinh phép luat, quy dinh tai
DKPK vé BVDLCN nay.

Other cases in which the Bank is exempt from liability in accordance with applicable laws and
the provisions of the GTCPDP.

Sira d6i, bé sung PKPK vé BVDLCN

Amendments and Supplements to the GTCPDP

Ngan hang c6 thé sira d6i, bo sung cac diéu khoan cia PKPK vé BVDLCN nay tuy ting thoi diém
dé dam bao phu hop quy dinh phép luat va quy dinh cia Ngan hang. Bat ky su sira d6i, bé sung nao
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d6i voi DPKPK vé BVDLCN sé& 1a mot phan khdng tach roi cia PKPK vé BVDLCN nay va mic

nhién duoc ap dung ddi voi Khéach hang néu dugc cap nhat, ding tai trén trang dién tir cua Ngan

hang v&/ hoic théng bdo dén Khach hang thong qua cac phuong tién lién lac khac ma Ngan hang
cho la phu hop.

The Bank may amend or supplement the provisions of the GTCPDP from time to time to ensure

compliance with legal regulations and the Bank’s own regulations. Any amendments or supplements

to the GTCPDP will become an integral part of the GTCPDP and will be automatically applicable
to the Customer if updated and posted on the Bank's website and/or communicated to the Customer
through other means of communication that the Bank deems appropriate.

10. Théng tin lién hé xir ly dir liéu ca nhan
Contact Information for Personal Data Processing

Truong hop Khéch hang cé bat ky cau héi nao lién quan dén PKPK vé BVDLCN hoic c4c van dé

lién quan dén quyén cua Khach hang (cha thé dix liéu) hoic viéc xtr ly dit liéu ca nhan cua Ngan

hang, Khach hang vui long lién h¢ theo thong tin dudi day:

If the Customer has any questions regarding the GTCPDP or any matters related to their rights

(data subjects) or the processing of their personal data by the Bank, the Customer should contact

the following:

a.  Trung tdm Hb tro Khach hang 24/7: *6688 / 1800588856
24/7 Customer Support Center: *6688 / 1800588856

b.  Céc chi nhanh va phong giao dich ciia Ngan hang trén toan quéc
Branches and transaction offices of the Bank nationwide

11. SwPbongy cia Khach hang
Customer's Consent
Khach hang dugc coi 1a di doc, hiéu rd, dong ¥ vo diéu kién, khdng hiy ngang va khong cé
bat ky phan déi nao d6i véi DPKPK vé BVDLCN trong cac truong hop:

The Customer is considered to have read, fully understood, and unconditionally agreed to the
GTCPDP, without the possibility of cancellation or objection, in the following cases:

11.1. Khach hang nhan dugc PKDPK vé BVDLCN theo thong béo, email ciia Ngan hang hoic theo
cac hinh thirc khac pha hop véi quy dinh cia phap luat va Khéach hang van tiép tuc st dung
cac san pham, dich vy ciia Ngan hang.

The Customer receives the GTCPDP via the Bank's notification, email, or any other method
that complies with legal regulations, and the Customer continues to use the Bank's products
and services.

11.2. Bang viéc nhan vao duong link dan dén DPKPK vé BVDLCN trén website chinh thirc ciia Ngan
hang (https://shb.com.vn) khi Khéach hang sir dung san pham, dich vu caa Ngan hang.

By clicking on the link to the GTCPDP on the official website of the Bank (https://shb.com.vn)
when the Customer uses the Bank's products or services.
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