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THU MOI
Kinh 2Iri\ Quy cong ty

Ngéan hang TMCP Sai Gon - Ha Noi ¢6 nhu cau Mua sdm cone cu phuc vu cong
tc ra quét, danh gid An toan bao mat hé théng Cong nghé thong tin. Tran trona kinh
moi Quy Cong ty tham dyu chao hang goi chao hang néu trén.

Quy Cong ty c6 thé tim hiéu thém cac thong tin can thiét trong HO so yéu cau
chao hang kém theo.

H6 so chao hang duoc guri téi dia chi: Trung tim mua sim, Ngan hang TMCP
Sai Gon - Ha Noi, Toa nha 81 Phd Tran Hung Pao, Phuong Cira Nam, TP Ha Noi.

Thoi gian nhan ho so: trude 15h00 ngav..3.0. thaing  nam 2025.
Nguoi nhan: Nguyén Ngoc cau - Phong Pau thau-Trung tim mua sam
Dién thoai di dong: 0977901188.

Tran trong kinh moi./.

NGAN HANG TMCP SAI GON HA NOI

Xgoc Dung



. .. . PHANL N
CAC YEU CAU VE HO So CHAO HANG

Yéu ciu vé Ho so chao hang
H6 so chao hang phai duoc 1ap thanh 02 ban (01 ban goc + 01 ban sao), dong trong
thung dyng kin c6 niém phong va phai dugc gui toi dung dia diém trude thoi gian quy
dinh trong ho so yéu cau chao hang,
H6 so chao hang duoc dong trong phong bi riéng biét. Bén ngoai phong bi ghi r&: HO
so chao hang: “Mua sim cong cu phuc vu cdng tic ra quét, danh gia An toan bao
mit hé thong Cong ngh¢ thong tin”
H6 so chio hang phai c6 day du cac ndi dung sau:
o bDon chao hang: Phai c6 chir ky cta nguoi dai dién theo phap luat ciia cong ty
hoic ngudi duge uy quyén (Co gidy v quyén kém theo);
o Bans chio gia chi tiét (phai chao day du s luong, chung loai, gia trudc VAT,
gid sau VAT...) theo nhu Phan III Muc 2 cua hd so yéu cau;
o Hiéu lyc cua H6 so chao hang t6i thi€u 60 ngay ké tir thoi diém hét han ndp ho
SO; A
o Pon vi co 02 hop dong twong tu cung cap giai phap phan mém cong nghé thong
tin cho hé thong cong nghé thong tin ciia ngan hang bt ky c6 gia tri tir 500 tri¢u
VND tr¢ 1én kém héa don VAT va Bién ban nghiém thu hoac bién ban ban giao
hoic thanh 1y hop dong;
o Don vi phai ¢ thu hd trg ciia hing, thu nha phan phdi chinh hang, dai 1y chinh
hang.
o Danh sach can bo k¥ thuat kém bang cép chimg chi lién quan phuc vu cho cong
tac trién khai;
o Béo céo tai chinh 02 nim gan nhat kiém toan hodc ban ndp qua cong thong tin
dién tor ddm bao doanh thu binh quén tir 30 ty tr¢ 1€n va co lai;
o Cam két chép nhan yéu cau vé ky thuat, chét lugng, theo yéu cau tai Phan II cua
HO6 so yéu cau chao hang;
o Cam két chép nhan yéu cau vé diéu kién tai chinh thuong mai theo yéu cau tai
Phan III ctia H6 so yéu cau chao hang.
. Thoi gian va dia diém nép Ho so chao hang
Thoi gian: truwée 15h00’° ngay .1U/2025.
Pia diém: Phong du thau - Trung tdm mua sam, Ngan hang TMCP Sai Gon Ha Noi,
tai Toa nha s 81 Phd Tran Hung Pao, Phuong Ctra Nam, TP Ha Noi (Lién hé Nguyén
Ngoc Cau, Pién thoai: 0977901188).
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PHAN II.
YEU CAU CU THE

I. Muc tiéu, Pham vi go6i chao hang

1. Hién trang h¢ thong ng dung ciia SHB

Heé thong Cong nghé thong tin (CNTT) ctia SHB hién c6 méi truong On-premise, Cloud
AWS va Azure.

2. Muc tiéu cua géi chao hang

Muc ti€u cua géi chao hang nay nham lga chon nila thau c6 day du nang luc dé thuc
hién cac cong vi¢c thude goi chao hang, cu thé nhu sau:

Cung cip ban quyén cong cu phuc vu cong tac ra quét, danh gia An toan bao mat
hé thong CNTT cta SHB trong 03 nim, dap tmg ding va ddy di cac yéu cau theo
H6 so yéu cau chao hang (HSYCCH).

Cung cép dich vu trién khai, cai dat, ciu hinh va tich hop cong cu dé ra quét, danh
gia An toan bao mat cac thanh phan trong hé théng CNTT cua SHB tai On-premise
va Cloud.

Cung cép dich vu hd trg kv thuat 24x7 theo tiéu chuén cua hang ddi véi cong cu
do nha thau cung cap trong 03 nim.

3. Pham vi cua goi chao hang

Nha thau can thuc hién day da cac cong viéc sau :

STT

Cung cip ban quyén cong cu phuc vu cdng tac ra quét, danh gia An toan bio mat
hé thong CNTT ctia SHB trong 03 nam. dap ung dung va day du céac yéu cau theo
Ho6 so yéu cau chao hang (HSYCCH).
Cung cép dich vu trién khai, cai dat, ciu hinh va tich hop cong cu dé ra quét, danh
gid An toan bao mat cac thanh phan trong h¢ thong CNTT cua SHB tai On-premise
va Cloud.
Cung cap dich vu hd trg k¥ thuat 24x7 theo tiéu chuan cta hing ddi voi cong cu
do nha thau cung cap trong 03 nim.
Ban giao diy du Ban quyén, tai liéu di kém san pham (néu co).
Béang dudi day liét ké pham vi cung cip hang héa va dich vu:

DANH MUC HANG HOA DON VI SL

Ban quyén cong cu Nessus Expert phuc vu cong tic ra
quét, danh gia An toan bao mat cac thanh phan trong hé

thong CNTT ctia SHB chinh hiang 03 nim (riéng module Bﬁ? quyen 01
Web application test 05 IP/domain, cac module khac phan mem

khong gioi han IP).

Dich vu trién khai, cai dit, ciu hinh cong cu phuc vu cong

tac ra quét, danh gia An toan bao mat cc thanh phan trong Goi 01
hé thong CNTT cua SHB tai On-premise va Cloud.

Dich vy hd trg ki thuat 24x7 theo tiéu chuan ctia hang do6i Goi ol

v6i giai phap do nha thau cung cp trong 03 nim.



IL  Yéu cau ky thuét

Nha thau cung cp cac tai liu chimg minh dap Gmg cac yéu cau vé ki thuat nhu sau:

1. Yéu cau chung
Nha thau cung cip cong cu phuc vu cong tic ra quét, danh gia An toan bao mat hé
thong CNTT ciia SHB dap ting yéu cau ky thuat toi thiéu dudi day:

o Cona cu Nessus Expert chinh hang Tenable.

o Cong cu hd tro ra quét, danh gia da nén tang On-premise va Cloud (nha thau dé
xuat mo hinh trién khai chi tiét).

o Cong cy da trién khai thanh cong cho khach hang tai Viét Nam (nha thau néu
cu thé cac khach hang di str dung).

o Cons cu tinh phi theo ban quyén phin mém 03 nam (riéng module Web
application test 05 IP/domain, cac module khac khong gioi han IP).

- Thoi gian trién khai cong cu khong qua 02 thang ké tir khi ky hgp dong. Chi tinh ban
quyén phan mém sau khi di hoan thanh trién khai.

- Nha thau phai cung cip dich vu bao hanh hd trg ky thuat chinh hang thoi han 03 nam,
t6i thiéu theo co ché 24x7 (24 gio/ngay, 07 ngav/tuan), bao gdm cic yéu cau cy thé
sau:

o Thoi gian hd tro ky thuat: 24 gid/ngav va 07 ngay/tuan;

o Cach thitc hd tro: tao case support trén portal ctia hing, hd trg trao doi qua
email, phone;

o C6 can bd tryc onsite tai phia hing khi xdy ra sy c¢b va trong qua trinh bao tri
16n, danh gia hé thong.

o Nha cung cap xir 1y, hd tro cho SHB cac van dé gip phai trong qué trinh trién
khai, st dung hé théng.

o Thoi gian dap mg: thdi gian phan hoi tiy thudc vao mirc do trong yéu ctia su
co, phan hodi thong tin tiép nhan sy ¢6, c6 phuong an xir 1y trong vong 02 gid
va hd trg dirt diém giai quyét su co trong vong 06 gio.

- Nha thau cam két dich vu hd tro ky thuat s& dugc thuc hién boi cac ky su clia hing
hodc nhan sy c6 xac nhan cia hiang du ning lyc, nha thau tuan thu ding cac quy dinh
vé ban quyén cua chinh hing.

- Nha thau phai cung cdp ching thu cam két c6 nhan su cta hing cung cap truc tiép
tham gia trién khai hodc nhan su c6 xac nhan ciia hing du ning lyc trién khai giai
phép.

- Nha thau 1am r3 ké hoach va hinh thirc lam viéc (onsite/offshore) ctia nhan sy tai cac
giai doan.

- Déi v6i tat ca cac 16i phat sinh, nha thau phai c6 trach nhiém lién hé, phdi hop véi
hang dé xtr ly, SHB sé khong phai tra cac chi phi phat sinh trong truong hop nay.



Yéu cau ky thuit chi tiét
Tai liéu ban giao bao gdm nhung khong han ché cac tai liéu sau:

o Céc gidy phép chime nhan;

o Tai liéu huéng dan cai dit, van hanh va tich hop hé théng;

o Tai liéu huéng dan hd tro ngudi sir dung.

Nang cap phién ban:

o Nang cip phién ban phan mém: Nha thau c6 trach nhiém thong béo va phoi hop
v6i SHB dé tién hanh nang cip phién ban phdn mém cia giai phap chio thau,
dam bao cap nhat cac tinh nang méi nhat ctia giai phép.

Trong sudt qua trinh van hanh hé théng, nha thau c6 trach nhiém tu van va hd tro ky
thudt trién khai khi SHB ¢6 nhu cau thay d6i cdu hinh hé thong.

Nha thiu c6 trach nhiém thong bao, hudng dan xir 1y khi ¢6 16 hong lién quan dén san
pham chao thau cho SHB.

Hb tro ky thuat:

o Nha thiu cung cap thong tin can bd dau mdi dé SHB lién lac khi c6 yéu cau tu
van vé hd trg ky thuat. Khi c6 su thay doi vé can bo dau mdi, nha thau co trach
nhiém thong bao bang vin ban t6i SHB va cung cap thong tin can bd thay thé;

o Nha thau c6 trach nhiém tu van va hd tro can bd k¥ thuat cuia SHB trong céc
cong tac quan tri, van hanh hé thong, thay doi/nang cap phién ban phan mém
d6i voi cac san pham cung cap.

. Yéu cau vé bao hanh

Thoi gian bao hanh 03 nam.

Moi chi phi lién quan dén bao hanh thudc trach nhiém cua Nha thau.
Noi dung bao hanh bao gdm nhitng cong viéc cu thé sau:

o Khiéc phuc va xtr Iv cac 16i phat sinh trong qué trinh hoat dong cua hé thong;

o Thong bdo cho SHB cac van dé lién quan dén tinh sén co cua viée sta 15i, cap
nhat phién ban méi ctia phan mém;

o Cung cap, stra 11, cap nhat phién ban méi cta cic phan mém theo tiéu chuan
ctia hang néu dugc SHB chap nhan.

. Yéu ciu vé nhan sy trién khai va hd tro ky thuat

S6 luong t6i thiu: 01 nguoi.

Tt ca nhan sy co kinh nghiém trién khai thanh cong giai phap ctia nha cung cip duoc
nha thau chao trong goi thau nav.

Tat ca nhan sy tot nghiép dai hoc chuyén nganh Cong nghé théng tin hodc twong
duong.

Cung cép thong tin vé bang céap, chimg chi, kinh nghiém lién quan cta cic can bd
thuc hién vi tri nay.



A ] ] !’HAN’ra.
YEU CAU VE TAI CHINH THUONG MAI

1. Yéu cau vé thwong mai

1.1.Dong tién chao gia: Viét Nam dong.

1.2. Bong tién thanh toan: Viét Nam dong.

1.3. Phuong thire thanh toan: Chuyén khoan vao tai khoan cua nha thau (nha thiu mo
tai khoan tai SHB),

1.4. Diéu kién thanh toan

- Bén mua tam tmg cho bén ban 30% gi4 tri hop dong ké tir ngay 2 bén ky hop dong

va cung cap cho bén ban ho so sau:

o De nghi tam tng.

o Béo lanh tam mg bang gi4 tri tam Gmg (néu nha thau thyc hién tam tng)

o Bao dam thuc hién hop dong co gia tri bang 10% tong gia tri hop dong.
- Bén Mua thanh toan cho Bén Ban 100% (c6 khau trir 30% gi tri tam (ng) tong gia
tri hop dang trong vong 07 (bay) ké tir ngdy Bén Ban ban giao cho bén mua cac gidy to, tai

liéu sau:

STT

3

Cong

Bién ban nghiém thu tong thé;
Gidy dé nghi thanh toan;
Hoéa don tai chinh hop 1¢;

© 0 O

o Cac giay to tai liéu lién quan khéc (néu co).

2. Bang chao gia chi tiét

Nha thau trinh bay bans chao gia chi tiét nhu sau:

Tén hang hoa

Ban quyén cong cu Nessus Expert phuc
vu cong tac ra quét, danh gia An toan bao
mat cac thanh phan trong hé théng CNTT
cuia SHB chinh hang 03 nam (viéng
module  Web application test 05
IP/domain, cdac module khac khong gioi
han IP).

Dich vu trién khai, cai dat, cAu hinh cong
cu phuc vu cong tac ra quét, danh gid An
toan bao mat cac thanh phan trong hé
thong CNTT cua SHB tai On-premise va
Cloud.

Dich vu hd trg ky thuat 24x7 theo tiéu
chuan ciia hang doi véi giai phap do nha
thau cung cap rong 03 nim.

Thué VAT
Thanh tién bao gdbm VAT

bVT

Béan quyén
phan mém

Goi

Goi

Don gia
SL VND
01
01
01

Thanh
tien VND



3. Dieu kién xem xét iwa chon nha thau
Nha thau dugce xem xét lua chon 1a don vi cung cép khi dap tng cac yéu cu sau:

- Dap ung yéu cau vé nans luc kinh nghiém, ky thuat;
- C6 gia chao thap nhat.

NGANJIANG TMCP SAI GON - HA NOI



BANG CHAM NANG L wc¢ KINH NGHIEM

o ] BIEM PIEM
STT NOI DUNG YEU CAU CU THE TOIL PA TOI
THIEU
Phai co6 chit ky ciia nguoi dai dién theo phap luét ctia
1 Don chao hang cong ty hodc nguoi duge uy quyen (Co giay uy 5 5
quyén kém theo)
.o, ..« Chao davdu sb lugng, ching loai, gid trudc VAT,
2 Bang chao gia chi tiét gid sau VAT... e & lodl, &l 5 5
3 Hiéu Iyc cua Ho so chao Téi thiéu 60 ngay ké tir thoi diém hét han ndp hd so 5 5
hang chao hang
Don vi phai cd t01 thiéu 03 nam kinh nglncm trong
4 Kinh nghi¢m linh vic cung cap céc giai phap phan mém cong 5 5
ngh¢ thong tin.
Pon vi c6 02 hop dong tuong tu cung cap giai phap
phan mém cong nghé thong tin cho hé thong cong
A nghé thong tin ciia ngén hang bét ky ¢6 gia tri tir 500
' 30
> Hopdons ong 4 5s | VND tro lén kém hoa don VAT va Bién ban
nghiém thu hodc bién ban ban giao hodc thanh Iy hop
dong.
C6 tir 3 hop dong tro 1én 30
C6 2 hop dong 20 20
Co 1hop dong 10
Khéng c¢6 hop dong 0
x S Don vi phdi ¢6 thur hd trg ctia hang, thir nha phan
6 Thuho tr h Lo i ’ 20 20
HOTOCHARANE — héi chinh hang, dai Iy chinh hang.
7 P0i ngil nhan sy trién Cung cap danh sach can bd k¥ thuat trién khai kém 10 10

khai bang cap chimg chi lién quan.

Bio céo tai chinh 02 ndm gan nhit kiém toan hoic
8 Tinhhinh tai chinh béan ndp qua cong thong tin dién tir dam bao doanh 10 5
thu binh quén ttr 30 ty tr¢ 1én va c6 lai.

Cam két chap nhan yéu cau Ve ky thuat, chét luong,
, theo yéu cau tai Phan II cla Ho 80 'y€u cu chao hang
9 (Cac camkeét Cam két chap nhan yeu cau Ve diéu kién tai chinh 10 10
thu:ong mai theo yéu cau tai Phan III cia Ho so yéu
cau chao hang.

Tong cong 100 85

Nha thau dugce danh gia dap tmg nang luc kinh nghiém khi tong diém danh gia tbi thiéu dat
85 diém va phai dap ung cac yéu cau diém t6i thiéu cua bang trén.



BANG CHAM KY THUAT

‘ DIEM  DIEM
STT NOI DUNG YEU CAU TOI  TOI
THIEU DA
1 Cung cap san pham Tenable Nessus Expert chinh hing 10 10
2 Ban quyén san pham Tenable Nessus Expert 03 nim 10 10
3 Cung cép dich vy bao hanh va hd trg k¥ thuat ur hing Tenable 10 10
C6 chimg nhan phan phéi chinh thirc tir hing Tenable (Certificate of
4 L2 10 10
Authorization)
Ban quyén khong gi6i han ra quét diém yéu ky thuat (vulnerability scanning)
5 3 5
theo host/IP
6  Cothé trién khai trén ha tAng On-premise hodc Cloud 3 5
7 HO tro quét da nén tang: Windows, Linux, macOS, thiét bi mang, thiét bi 3 5
may in, camera,...
HO trg quét tai nguvén trén Cloud (AWS, Azure) nhur:
g AWS: EC2, RDS, ELB, CloudFront, S3 buckets, IAM user/policies, API 3 5
gateway/webapp
- Azure: VM, App Service, Database, Subscription. Certificates
9 HO tro quét ¢ xac thuc (authenticated) va khong x4c thuc (unauthenticated) 5 5
10 San pham c6 thé ra quét dugc cac hinh thic tn cong bé mat (Attack Surface 3 5
Discovery)
1 San pham c6 thé ra quét dugc ting dung Web co ban (lgiém tra port, 3 5
SSL/TLS, phién ban Webserver va cac plugin) - to1 thiéu 05 IP/domain
0 San pham c6 thé ra quét dugc thanh phan Infrastructure as Code (1aC), cu 3 5
thé: Terraform
13 San pham c6 thé tich hop duoc DevSecQps (CI/CD) 3 5
14 Sanpham c6 hd trg danh gia tuan tha (PCTDSS, 1SO) 3 5
15 San pham co kha nang cap nhét co so dir lidu 10 hong tw dong t6i thiéu hang 3 5
ngay
16 Sanpham c6 giao dién quan tri web truc quan, hd trg dashboard tong quan 2 5
17 San phém hd tro xudt bao céo dinh dang PDF. CSV, HTML, tuy chinh ) 5
template
18 San pham c6 kha ning tao bao cdo tudn thi theo cac chuan bao mat (CIS, ) 5

PCIDSS, ISO 27001)
19  Pia diém bao hanh va hd trg ky thuat: tai try so cia SHB. 2 5



STT
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28
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31

DIEM
NOI DUNG YEU CAU TOI
THIEU
Doi voi nhitng 16i nam ngoai kha nang hd trg ky thuat clia nha cung cap thi
nha cung cap phai c6 trach nhiém lién hé, phoi hop véi hang dé xir ly, SHB 8
s€ klidna phai tra céc chi phi phat sinh trong truong hop nay.
Thoi gian hd tro k¥ thuat:
-24x7,
- Phan hoi thong tin t1ep nhén sy c6 trong vong 2 glo va c6 phuong an xur 1y, 8
ho tro dit diém trong Vong 24 gi0. hodc theo thoi gian thoa thudn gitra 2 bén
tuy theo tinh trang 101 xay ra.
Nha thau cam ket dich vu h6 trg k§ thuat s¢ duge thuc hign boi céc ky su cia 3
hang va tuan thu dung cac quy dinh vé ban quyén cua chinh hang.
Nha thau cam két théng bao va phdi hop véi SHB tién hanh nang cap phién
ban phan mém ciia giai phap chao thau, dam béo cap nhat cac tinh ning méi 3
nhat ciia giai phap
Nha thau cung cap danh séch can b va thong tin can bo dau mbi dé SHB
lién lac khi ¢6 véu cau tu van vé hd tro k¥ thuat. Khi co sy thay doi vé can bo g

dau mdi, nha thau co trach nhiém thong bao bang van ban téi SHB va cung
cap thong tin can b thay the.

Nha thiu c6 trach nhiém tu van va hd trg can bd ky thuat cua SHB trong cac
cong tac quan tri, van hanh hé thong, thay d6i/ nang cap phién ban phan mém 3
doi voi cac san pham cung cap.

Nha thau cam két thuc hién khac phuc va xir Iy céc 16i phat sinh trong qua

. NPy 3
trinh hoat dong cua h¢ thong
Thong bao cho SHB cac van dé lién quan dén tinh sin co cta viéc stra 16i, 3
cép nhat phién ban méi cua phan mém
Cung cap, stra 161, cap nhat phién ban méi clia cac phan mém theo tiéu chudn

<\ ~ A A A 3
cua hang néu dugc SHB chap nhan
Cung cAp tai liéu hudng dan st dung (tiéng Anh hodc tiéng Viét) 2

-Hb trg trién khai cong cu trén ha tﬁng hién tai cua SHB.
- Yéu ciu nhan sy trién khai:
+ So luong tdi thiéu: 01 nguoi.
+ Tét ca nhan sy c6 kinh nghi¢ém trién khai thanh cong giai phap cua nha 8
cung cap duoc nha thau chao trong gdi thau nay.
+ Tat ca nhan sy tot nghiép dai hoc chuyén nganh Cong nghé thong tin
hodc tuong duong
Thoi gian trlen khai cong cu khong qua 02 thang ke tirkhi ky hop dong. Chi 10
tinh ban quyén phan mém sau khi di hoan thanh trién khai.

TONG CONG 145

DIEM
TOI
DA

10

10
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10

10
200

Nha thau dugc danh gia dép ung ning lyc k¥ thuat khi tong diém danh gia toi thiéu dat 145

diém va c4c yéu cau thanh phan dat 16n hon hodc ban2 diém toi thiéu.



