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Kinh gurr. Quy cong ty

Ngan hang TMCP Sai Gon - Ha Noi ¢6 nhu cau Trién khai giai phap tuong lia
mg dung web va gidi phap phong chong tan cong tir chdi dich vu DDoS dé bao vé cho
cac ing dung ctia SHB. Tréan trong kinh moi Quv Cong ty tham du chio hang goi thau
néu trén.

Quy Cong ty c6 thé tim hiéu thém cac thong tin can thiét trong Hb so yéu cau
chao hang kem theo.

H6 so chao hang dugc gii toi dia chi: Trung tim mua sam, Ngan hang TMCP
Sai Gon - Ha Noi, Toa nha 81 Tran Hung Pao, Phudng Ctra Nam, TP Ha Noi.

Thoi gian nhan ho so: trude 15h00 ngay..3.0. thang A nam 2025.
Nguoi nhan: Nguyén Ngoc cau - Phong Pau thau-Trung tim mua sim
Dién thoai di dong: 0977901188

Tran trong kinh moi./.

NGAN HANG TMCP SAI GON HA NOI



. PHANL N
CAC YEU CAU VE HO So CHAO HANG

Yéu ciu vé Ho so chiao hang
H6 so chao hang phai dugc 1ap thanh 02 ban (01 ban géc + 01 ban sao), dong trong
thung dung kin c6 niém phong va phai dugc gui toi dung dia diém trude thoi gian quy
dinh trong ho so yéu cau chao hang.
HO6 so chao hang duoc dong trong phong bi riéng biét. Bén ngoai phong bi ghi rd: Ho
so chao hang: “Trién khai giai phap twong lira wng dung web va gii phap phong
chdng tan cong tir choi dich vu DDoS dé bao vé cho cac ing dung ciia SHB.”
H6 so chiao hang phai c¢6 dav du cac ndi dung sau :
Pon chao hang: Phai c6 chir ky cua ngudi dai dién theo phép ludt ciia cong ty hoac
nguoi dugce uy quyén (Co gidy uy quyén kém theo);
Bang chao gia chi tiét (phai chao day di sé luong, chung loai, gid trudc VAT, gia sau
VAT...) theo nhu Phan IIT Muyc 2 ciia hd so yéu cau;

Hiéu lyc ctia HO so chio hang t6i thiéu 60 ngay ké tir thoi diém hét han nop ho so;
Pon vi c6 02 hop dong twong tu cung cip giai phap phan mém coéng nghé thong tin
cho hé thong cong nghé thong tin ctia ngan hang bat ky c6 gid tri ti 02 ty dong trd 1én
kém hoa don VAT va Bién ban nghiém thu hodc bién ban ban giao hoac thanh 1y hop
dong;

Pon vi phai c6 thu hd trg clia hiang, thu nha phan phéi chinh hang, dai 1y chinh hang.
Danh sach can bo k¥ thuat kém bang cap chimg chi lién quan phuc vu cho cong tac
trién khai;

BA4o c4o tai chinh 02 nim gan nhat kiém toan hodc ban nop qua cong thong tin dién
tu dam bao doanh thu binh quén tir 30 ty tré 1€n va co6 lai;

Cam két chép nhan yéu cau vé k¥ thuat, chét luong, theo yéu cau tai Phan II cia HO
s0 yéu ciu chao hang;

Cam két chap nhan yéu cau vé diéu kién tai chinh thuong mai theo yéu cau tai Phan
m cia Ho so yéu cau chao hang;

Thoi gian va dia diém ndp H so chao hang

Thoi gian: truéc 15h00' ngay /7./2025.

Pia diém: Phong dau thu - Trung tAm mua sim, Ngan hang TMCP Sai Gon Ha Nbi,
tai Toa nha s 81 Phd Tran Hung Dao, Phuong Cira Nam, TP Ha N6i (Lién hé Nguyén
Ngoc Cau, Pién thoai: 0977901188).



PHAN IL
YEU CAU CU THE

I. Muc tiéu, Pham vi go6i chao hang

1. Hién trang h¢ thong ing dung ciia SHB

Hé thong CNTT cua SHB hién dugc phén chia thanh 02 site, trong d6 c6 01 site chinh
- DC tap trang phan 16n cac két ndi va giao dich cia SHB, va 01 site du phong - DR duge
xay dung voi muc dich dé du phong cho site DC trong tnromg hop c6 su ¢d bat ngd xay ra.
Ngoai ra SHB ciing dang trién khai cac ung dung trén moi truong Cloud AWS va Azure.
SHB c6 hon 30 hé théng tng dung phuc vu cong viéc kinh doanh hang ngay dang cung cp
dich vu ra bén ngoai Internet.

2. Muc tiéu cua goi chao hang

Muc tiéu cua goi thau nay nham lga chon nha thau c6 day du nang luc dé thuc hién cac
cong vi¢e thudce goi chao hang, cu thé nhu sau:

Cungqcép ban quyén giai phap tuong lira img dung web va phong chdng tan cong
ttr choi dich vu DDoS dé bao vé cho céc tng dur}g cua SHB trong 01 nam, dap
ung dung va day du cac yéu cau theo HO so yéu cau chao hang (HSYCCH).

Cung cip dich vu trién khai, cai ddt, cau hinh va tich hop giai phap dé bao vé cho
cac ung dung cua SHB tai Onprem va Cloud.

Cung cép‘dich vu hd tro ki thuat 24x7 theo tiéu chuan cua hing déi voi giai phap
do nha thau cung cap trong 01 nam.

3. Pham vi cua goi chao hang

Nha thau can thyc hién dav du céc cong viée sau :

STT

Cung’cép ban quyén giai phap tuong lra ing dung web va phong chéng tan cong
tir choi dich vy DDoS d¢€ bao vé cho cac ung dung cua SHB trong 01 ndm, dap
ung ding va day du cac yéu cau theo H6 so yéu cau chao hang (HSYCCH).

Cung cap dich vu trién khai, cai dat, cdu hinh giai phap va tich hop giai phap dé
bao v€ cho cac trng dung ctia SHB tai Onprem va Cloud.

Cung cép‘dich vu h6 trg k¥ thut 24x7 theo tiéu chuan ciia hang d6i véi giai phap
do nha thau cung cap trong 01 nam.

Ban giao day du Ban quyén, tai liéu di kém san pham (néu co).

Bang dudi day liét ké pham vi cung cap hang héa va dich vu:

DANH MUC HANG HOA PON VI SL

Béan quyen g1a1 phap tuong lra Umg dung web va phong License/

chéng tan cong tir chdi dich vu DDoS dé bao vé cho cac y 01
ung dung cua SHB. nam

Dich vu trién khai, cai dat, cau hinh giai phap va tich hop

gidi phép dé bao v¢ cho cac ing dung cua SHB tai Onprem Goi 01
va Cloud.

Dich vy hd trg ky thuat 24x7 theo tiéu chuan ciia hang d6i

v6i gidi phap do nha thiu cung cap trong 01 nam. Goi 0l



II.  Yéu ciu ky thuit
Nha thau cung cdp cac tai liéu ching minh dap tng cac yéu cau vé k¥ thuat nhu sau:
1. Yéu ciu chung vé giai phap
Nha thau cun2 cap giai phap tuon2 ltra tng dung web va phong chéng tan cong tur chéi
dich vu DDoS dé bao vé cho cac ung dung cia SHB dép ung yéu cau k¥ thuat t6i thiéu dudi
day:
- Giai phap thuéc mot trong ba nha cung cap: Akamai, Cloudflare hoic Imperva.

- Giai phap tuong lra img dung web (WAF) va giai phap phong chong tan cong
DDOS (Anti DDoS) duoc cung cap dich vu trén cing mot nén tang Cloud

- Giai phap hd trg bao vé da nén tang Onprem va Public Cloud. Nha thau dé xuét
md hinh trién khai chi tiét.

- Giai phap d4 trién khai thanh cong cho khach hang khbi Ngan hang tai Viét Nam
(nha thau néu cu thé cac Ngan hang da st dung).

- Giai phap c6 toi thiéu 06 diém hién dién (PoP), dugc dat tai toi thiéu ba thanh phd
16n tai Viét Nam: Ha Noi, Pa Nang va Thanh phé H6 Chi Minh. Cac PoP nay la
cac PoP xtur 1y (processing PoP), cé kha nang thuc hién cac chitc nang tinh toan
nhu kiém tra bdo mat, xir Iy WAF, caching, loc bot, va t61 wu hiéu sut truy cap,
khong chi 14 cac node chuyén tiép, mang hodc edge node thu dong.

- Ha téng PoP dugc trién khai trén nhiéu nuéc khac nhau ngoai Viét Nam, t6i thidu
bao goém cac qudc gia sau: Singapore, Hong Kong, Chau Au, My nham dam bao
kha nang phong chong tan cong DDoS va dam bao kha nang san sang truy cap tir
cac quoc gia ngoai Vit Nam.

- HS tro moi truong Staging/UAT nham kiém tra toan bo cac cac cdu hinh bao gom
cau hinh WAF, DDoS, BOT ma khong lam anh hudng t6i luu luong nguoi dung
thue té.

- Giai phap phai tinh phi theo top level domain, unlimited subdomain.

- Giai phap hd trg Machine Learning hoic Behavior Analysis dé phat hién tan cong
bat thuong.

- Cam két vé uptime dich vu ctia nha cung cip: Téi thiéu tir 99% trd 1én.

- Dam bao lira lugng xu ly t6i thiéu mdi thang: Ban quyen giai phap chao thau dam
bao kha nang xir 1y toi th1eu 400 triéu request modi thang va luu luong truyén tai

tir mang ctia nha cung cap tbi thiéu 23 TB mdi thang, v&i do 6n dinh cao va khong
lam suy giam hi¢u suat dich vu.

- Cho phép SHB tai lén va quan ly t6i thiéu 40 chung chi SSL riéng bi€t, phuc vu
cho nhiéu tén mién hodc mg dung khac nhau trong ciing mot hé théng.
2. Yéu ciu vé tinh niing va kha niing ciia giai phap

2.1.  Yéu ciu Ve kiém soat truy cip dua trén dia chi nguon (IP/Domain), quoc gia,
vung mién dia ly (Geolocation)

- C6 chuc niang thiét 1ap danh sach cac vung mién dia 1y, qudc gia dugc phép hoac
khong dugc phép truy cap (cho phép/ tir chdi theo IP, dai IP, qudc gia, geolocation,
URI,..)



2.2.

2.3.

IP Reputation dya trén viéc phan loai dia chi IP nguén két ndi nhu Tor, Phishing,
Proxy, Botnet

Yéu cau vé Bot management

Nha cung cap cung cap kha nang phat hién, phan loai va giam thiéu luu luong truy
cap bot tu dong.

Nguoi dung co thé tao cac quy tic tuy chinh dé thuc hién cac hanh dong cu thé
bao gom ngan chan, ghi log.

Nha cung cap c6 kha ning xac dinh cic bot uy tin da dugc cong nhan bang cach
st dung co so du li¢u chir ky dugc cap nhat tu dong 1én cac bot uy tin mai.

Nhé cung cap cung cip mot co ché dé dira mot doan ma Javascript vao trinh duyét
dé giup xac dinh bot.

S6 lugng loai BOT c6 thé nhan dang va phan hoi toi thiéu 100 loai.

C6 kha nang nhan dién cac loai Bot gia mao browser.

Yéu ciu phong chdng tan cong tir chdi dich vu DDOS

Cho phép phong chong DOS/DDoS khéng gidi han bat ké s lan, kich thuée hodc
thot lugng tan cong ma khong tinh thém phi.

HOb tro phat hién va ngin chin cac cudc tin cong Zero-day va DDOS attack.
Phat hién va chin cac hinh thirc tAn cong tir chdi dich vu thong dung tir L3-L7.

Co kha nang chéng DDoS Layer 4 tai ting PoP trén toan ciu ma khong can chuyén
vé cac trung tim chdng DDoS tp trung gay thém do tré.

Giai phap cung cép t6i thicu 100 Tbps thong lugng toan cau dé chéng tan cong
DDoS, dam bao kha ning xtr Iy cac cudc tAn cong cd quy md cyc 16n va da dang
hinh thirc ma khong anh hudng dén hiéu suit truy cap cua ngudi ding hop 18. Viée
ngan chan DDoS dugc thyc hién ngay tai PoP nhan traffic, ma khong can chuyén
tiép dén scrubbing center hodc cac PoP xir 1y trung gian.

C6 kha ning ty dong phét hién va phan tmg véi cac cudc tin cong DDoS trong
thoi gian khong qua 03 gidy ké tur khi tan cong dugc xac dinh, ma khong can su
can thi¢p thu cong cua nguoi quan tri.
C6 tinh nang ngin chan tan cong tir chéi dich vy xuat phat tir cic mang botnet
Kha ning chon loc luu lugng tan cong:
+ bam bao kha nang phat hién va chon loc luu lugng tan cong tbi thiéu 80%.
+ Pam bao kha ning bao vé lim luong sach tdi thiéu 85%.
Giam sat va phan tich sy cb tan cong DDoS:
+ Cho phép giam st bang thong theo dia chi IP va dai mang phuc vu phan tich
tan cong;
+ Cho phép giam sat theo ddi hiéu qua chin loc thong qua luu luong bang
thong tnrée va sau khi di qua b loc.

+ Cho phép giam sat thong tin cac cude tan cong xdy ra theo thoi gian thuc va
tim kiém trong cac cudc tin cong da xay ra;'



C6 thé ngan chin cac hinh thic tin cong tir chéi dich vu (bao gom tdi thiéu nhimg
khong gidi han):
+ Tan cong lam tran ngdp bang thong: UDP reflection (DNS, NTP
amplification, SSDP attack, Chargen attack), IP fragment, ICMP flood va céac
dang tan cong tuong tu;

+ Tan cong can kiét tai nguyén qua giao thirc TCP: SYN flood, ACK flood,
RST flood, SYN-ACK flood va cac dang tan cong tuong tu;

+ Tén cong sir dung goi tin khong hop 1&: malformed, invalid packet;
+ Tén cong gui goi tin yéu cau véi tan suét cao, dot ngot;

+ Tén coéng qua phan tich hanh vi ngudi dung:HTTP page flood, DNS flood,
brute force;"

C6 kha ning dém sb request theo cac thong tin nang cao, it nhat phai ho tro cac
truong sau: IP ngudn, quoc gia, user agent, HTTP methods, cookies, URI path,..

Co tinh nang cho phép ngudi dung lya chon chu dong cac nguon luu lugng de
ngan chan khi lugng request rate gan toi ngudng cau hinh va hd trg ciu hinh béo
vé rate limiting dén timg path trén URL hodc API endpoint.

Yéu cau tinh ning lwong lira img dung web (WAF)

Cho phép tao mai, chinh stra cac chinh sach bao v¢ va ho tro bd loc dé tim kiém.
Ngoai ra c6 thé bat, tat. x6a, nhan ban cac chinh sach bao v¢

Cho phép ngudi dung tu viét Rule phuc vu viéc phat hién va ngin chin cic cudc
tan cong theo cac tham so:

o Request method
0o Request URI
o Query string
o Protocol (name and version)
o Header name
o Header value
o Request body
o Cookie name
o Cookie value
Céc thudc tinh tiry chinh trong rule ¢ thé duogc thiét 1ap bang:
o Value
o Range value
o Regular expression.
HO tro viéc giai ma céac truy cdp Web qua SSL/TLS (HTTPS).
Hb tro giao thirc HTTP/2 va HTTP/3, QUIC.
Ho trg SSL/TLS version 1.2, version 1.3.



Cho phép céu hinh tinh ning rewrite hogc redirect trong cac request va respond
(Vi du: Khi phan hoéi ra chén thém cookie vao ban tin respond).

Co6 kha nang phat hién va bao v¢ ing dung khoi cac cudce tan cong khai thac 16
hong bao mat ing dung web thudc Top 10 OWASP.

C6 kha nang chan loc céc loai file khong dugc cho phép.

Giai phap di kém nguon thong tin tinh bao vé cac moi nguy hai dugc cip nhat
thuong xuyén gitp nang cao kha nang bao v¢ vdi cac mdi nguy hai mai.

Co chirc nang phat hi¢n va ngan chan, gidm thiéu mac do anh huong cta cac hinh
thirc tan cong tir choi dich vu 16p ing dung (Layer-7 DoS attack).

Giai phap c6 tinh nang tu dong cip nhat cac chinh sich WAF moi nhat.

Cung cap kha nang tu dong phan tich va dua ra khuyén cao WAF rule cho quan
tri vién.

Cac bo quy tac duoc cap nhat ty dong va thuong xuyén dé doi phé véi cac cude
tan cong moi.

C6 tinh nang chan/cho phép IP, dai mang, hodc ving mién dia 1y.

C6 chire nang tu dong phat hién va ngén chan cac hinh thirc tn cong do tim mat
khau (brute-force, credential stuffing) cac trang dang nhap cua ing dung.

Co6 churc nang kiém tra, giam sat phién giao dich clia nguoi dung (session/user
tracking)é cd co che kiém tra, bdo v€, phat hién va ngan chan cac hinh thic tan
cong chiém phién 1am viéc (session hijacking).

Cho phép ma hoa cac tivong thong tin nhay cam (sensitive fields) & phia Client
Side (Browser), ho trg HTML Field Obfuscation, Identify Stolen Credentials, va
Full AJAX Encryption.

Cung cip cac phuong phap bao vé cookie va session: cookie injection, cookie
tampering, session hijacking, session fixation.

Giai phap phai c6 kha nang bao vé chdng lai cac bot thyc hién cac hanh dong sau:
Site Scraping; Vulnerability scanning va Comment spamming.

C6 chirc nang tu dong yéu cau xéac thuc challenge-response (nhu CAPTCHA) dé
ngan chan cac cong cu duyét web ty dong va xac thuyc ngudi dung khi nghi ngo.
Yéu cau vé tinh ning API Security

C6 kha nang ty dong phat hién va phan loai cac két ndi API dang hoat dong trén
hé thong (API Discovery).

C6 kha nang ngin chin lai cac tin cong DoS vao cac két ndi APL

C6 kha nang tao cac chinh sach Rate limiting cho cac request API.

C6 chirc nang xac thyce 2 chiéu gitra client va server (Mutual TLS) va quan 1§ xéac
thuc chiimg chi so.

C6 co che kiém tra va xac thuc dir liéu ctia URL va tham sd truyén vao API nhim
dam bao dir li¢u hop 1€, ding dinh dang va khong chira ndi dung ddc hai trude khi
API xur ly.



co co ché x4c minh tinh hop 18 ctia JSON Web Tokens (JWT) nham dam bao rang
cac véu cau API hodc phién lam viéc dugc xac thuc va bao mat.

C6 chirc ning phan tich request dé phat hién va ngan chin cac hanh vi bat thuong
sir dung Machine learning - Sequence Analytics, Sequence Mitigation.

HO trg API Scherpa WValidation (kiém tra dinh dang di@r li¢u theo
OpenAPI/Swagger) d¢ kiém tra cac API hop €.

Yéu ciu vé quan tri, giam sat
Cho phép quan tri thong qua giao dién Web User Interface, API.
Cho phép cau hinh canh bao qua email.

Cho phép thuc hién tao bdo cdo c6 kha nang tuy chinh ndi dung theo nhu cau, c6
san cac bao cdo mau va co thé trich xuat.

Cho phép xem va tai vé cac bao céo vé tuan thi OWASP, PCI-DSS cing véi chi
tiét cac buodc can thyc hi¢n trong truong hop chua tuan thu.

Co thé dat lich gui bdo cdo ty dong qua email.

C6 chirc nang phan quyén quén tri theo chirc ning nhiém vu cia nhan vién (role-
based access control), xac thuc 2 16p (2FA).

Céc log, canh bao cta hé thong dugc thu thap day du vé hé thong SIEM cia SHB
(St dung IBM Qradar).

HO tro tao bao céo giam sat theo cac thong s6iTime range, IP address. Attack type,
Location...

C6 chirc nang sao luu, phuc hdi cau hinh hé thong.
C6 sén cac mau chinh sach bao mat (policy templates) gitip quén tri vién tao cac
chinh sach bdo mat dé dang, nhanh chong.
C6 chiic nang ghi nhat ky va trich xuat nhat ky cic hanh dong cua ngudi ding
theo thoi gian.
C6 kha nang phat hién cac sy kién bdo mat va canh bao theo thoi gian thyec.
Cho phép an cac dir lidu nhay cam nhu sO tai khoan, ma PIN, mat khau, s6 thé,...
trong phan nhat ky log dé tranh 19 lot thong tin.
Ghi log day du request/response, headers (phuc vu diéu tra su cb, phan tich hanh
Vi).
HO tro luu trit log véi thoi gian tbi thidu 30 ngay,

éu cau vé trién khai
Hé théng duoc trién khai va ban giao theo phuong thirc tron goi. Vi véy, nha thau
dong vai tro tich hop h¢ thong, chi tri va phoi hop Vi cac hang san xuat lién quan
tGi cac san pham trong goi thau dé thuc hién cai dat, cau hinh, thiét lap tham s0,

tinh chinh theo dung kién trac h¢ thong dam bao dap u:ng cac yeu cau cua SHB
dua ra. Pé nghi Nha thau cung cap thu Cam két dap ing yéu cau ndy trong truong

hop c6 dap ung.
Thoi gian trién khai: 04 thang ké tir khi ky hop dong.



Nha thau can liéu 16 vé su tham gia cia nhan sy mdi bén (nhan su ciia Hing cung
cap giai phap, nhan su ctia nha phan phdi giai phap, nhan sy doi tac ciia Han? tai
Vi¢t Nam, nhan sy ky thuat cia SHB, tron? ban ké hoach d¢ trinh tron? HSDT.
Trong do, Nha thau 1am rd ké hoach va hinh thirc 1am viéc ctia nhan sy tai cac giai
doan.

Trong HSDT, Nha thau cung cap chi tiét phwong phap luan trién khai, ké hoach
trién khai ton? thé va chi tiét theo timg giai doan (giai doan th1et ke giai doan trién
khai, cai dat, tich hop). Ke hoach cua Nha thau phai bao gom t6i thiéu cac han?
muc sau: ké hoach dit hang, ciu hinh, tich hop, thir nghiém, t6i vu hoa hé thong,
trién khai, nghiém thu déap tmg ding céc tién do6 do SHB dua ra. Viéc trién khai
c6 thé tién hanh theo timg cu phan dé dam bao dap ng yéu cau vé tién do va
chat lugng trién khai dy an. Khuyén khich Nha thau trinh by chi tiét va mo rong
cac yéu cau, khuyén céo vé trién khai dé chimg minh kinh nghiém va nang luc cta
Nha thau.

Nha thau dé xuét s6 luong Gmg dun? s& thyc hién trién khai Giai phap tuong lia
mg dun? web (WAF) va phon? chéng tan cong DDOS (Anti DDoS), dam béo tbi
thiéu 05 tn? dung cta SHB s& dugc trién khai WAF va Anti DDoS.

Yéu cau dich vu hd tro ky thuit chinh hing

Nha thau cun? cép cam két chat luong dich vu ho tro ky thuét chinh hang (SLA)
bao gom ngudng leo than? va thoi gian xu 1y.

Nha thau phai cung cip dich vu hd trg k¥ thuat 24/7 theo ding tiéu chuan chinh
hang hién hanh.
Truon? hop SHB can hd trg lién quan dén cac tdn con? vao hé thong cua SHB,

nha cung cap dich vu (ky su hd tro) phai c¢6 phan hdi cham nhat 01h ké tir khi nhan
duoc yéu cau hd tro ciia SHB.

C6 kénh lién lac hd trg ban? dién thoai, email. Cun? cép thoi gian cam két phan
hoi, xtr 1y, ho trg thon? tin ciia hang néu c6 gidi phap trién khai thém mdai trén ha
tang cua SHB.

K¥ su cta hang, hoic k¥ sir clia nha thau dugc ching thuc boi hing phai c6 mat
tai dia dlem cia SHB trong vong Olh (mdt aio) sau khi nhén dugc thong bao va
yéu cau vé viéc khic phuc, xtr ly su co Trong vong 04h (bon gi0) tur thoi diém co
mit tai dia diém cua SHB phai dé xuat dugc giai phap kha thi dé khic phuc sy ¢6
va hoan thanh thyuc hién theo giai phap dugc sy don? y ctia SHB.

Tnt(‘yng hop c6 su cd tir phia nha cung cap dich vu ?ay gian QOan dich vu, nha
cung cap phai dam bao chu dong thon? bdo cho SHB cham nhat 15 phut sau khi
su cO xay ra va tham ?ia xu 1y su co.

H{ tro khach han? t6i wu hda hé thong va trién khai cho hé thong méi khi ¢6 véu
cau.

5. Yéu cau vé nhan sy

5.1.

Yéu cau vé nhan sw quan ly du an:
S6 luong: 01 nguoi.

Tét nghiép dai hoc chuyén nganh Con? nghé thong tin hodc twong dwong.



5.2.

5.3.

C6 t6i thiéu 03 nam kinh nghiém 1am quan tri dy an.

C6 kinh nehiém quén tri it nhat 02 dy an trién khai vé bao mat.

C6 mot trong cac chimg chi vé quan tri du an: PMP® hoic PRINCER.

Cung cap thong tin vé bang cap, chimg chi lién quan cta cac can b thyc hién vi
tri nay.

Yéu cau vé nhan sy trién khai, tich hop

S6 luong toi thiéu: 02 nguoi.

T4t ca nhan sy c¢6 kinh nghiém trién khai thanh cong giai phap cua nha cung cip
duoc nha thau chao trong goéi thau nay.

Tat ca nhan sy tot nghiép dai hoc chuyén nganh Cong nghé thong tin hoic tuong
duong.

Tat ca nhan sy co ching chi chuyén mon dugc cap tir hang hang vé giai phap de
xuat trién khai.

Cung cap thong tin vé bang cap, chimg chi, kinh nghiém lién quan ctia cic can bo
thuc hién vi tri nay.

Yéu cau vé nhan sy hd tro k¥ .huat

S6 luong tdi thiu: 02 nguoi.

T4t ca nhan sy tot nghiép dai hoc chuyén nganh Cong nghé thong tin hodc twong
duong.

T4t ca nhan sy c¢6 ching chi chuyén mon duoc cip tir hang hang vé giai phap dé
xuat trién khai.

Tat ca nhan su c6 kinh nghiém cung cap dich vu ctia nha cung cip duoc nha thau
chao tron2 gbi thau nay vaéi vai tro nhan sy ho tro ky thuat.

Mo ta thanh tich, kinh nghiém, chirng chi trong linh vuc an toan thong tin (c6 cung
cap thong tin chi tiét vé bang cap, chiing chi, kinh nghié¢m).

6. Yéu cau veé tai liéu

Nha thau phai x4y dung va cung cap t6i thiéu cac loai tai liéu sau:

K& hoach trién khai chi tiét.

Quy trinh trién khai.

Tai liéu kién trac va thiét ké hé thong.

Tai lidu k¥ thuat chi tiét vé cai dat, cau hinh hé théng.

Kich ban kiém thir hé thong.

Tai liéu mo ta cac quy trinh va huéng dan van hanh hé thong.
Tai liéu phan quyén quan tri va ngudi sir dung hé thong.

Céc gidy phép chung nhan.

Cac tai li¢u khéc theo chinh sach, quy trinh cia SHB.
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Cong

PHAN HI.

YEU CAU VE TAI CHINH THUONG MAI

1. Yéu cau vé thwong mai

1.1.Pdng tién chao gia: Viét Nam dong.
1.2. Dong tién thanh toan: Viét Nam dong.

1.3. Phuong thirc thanh toan: Chuyén khoan vao tai khoan cua nha thau (nha thiu mo
tai khoan tai SHB).

1.4. Piéu kién thanh toan

-Bén mua tam tne cho bén ban 30% gié tri hop dong ké tir ngay 2 bén ky hop dong
va cung cap cho bén ban ho so sau :

Bao lanh tam tmg bang gia tri tam Gmg (néu nha thau thuc hién tam tmg)

Bao dam thyc hién hop dong c6 gia tri bang 10% tong gia tri hop dong.

De nghi tam tng.

-Bén Mua thanh toén cho Bén Ban 100 % (c6 khau trir 30% gia tri tam (mg) tong gia
tri hop dong trong vong 07 (bay) ké tir ngav Bén Ban ban giao cho bén mua cac giay to, tai
liéu sau:

Bién ban nghiém thu tong thé;
Giéy dé nghi thanh toan;
Hoa don tai chinh hop 1¢.

Céc gidy to tai liéu lién quan khac (néu cb)

2. Bing chio gia chi tiét

Nha thau trinh bay bang chao gié chi tiét nhu sau

Tén hang hoa

Cung cap ban quyén giai phap
tuong ltra ung dung web va
phong chbéng tan cong DDoS
dién toan dam may dé bao v¢
cho cic tng dung cua SHB
trong 07 ndm

Dich vy trién khai, cai dit, cau
hinh gidi phap va tich hop giai
phap dé bao vé cho cic ung
dung clia SHB tai Onprem va
Cloud

Dich vu hd tro ky thuat 24x7
theo tiéu chuan ciia hang ddi voi
giai phap do nha thau cung cap
trong 01 nam

bVT

License/ nam

Goi

Goi

Don gia
SL VND
01
01
01

Thanh tién
VND



Pon gia  Thanh tién

STT Tén hang héa bVT SL VND VND

Thué VAT
Thanh tién bao gom VAT

3. Piéu kién xem xét lra chon nha thau
Nha thau duoc xem xét lua chon 13 don vi cung cip khi dép tng cic yéu cau sau:
-Dap g yéu cau vé ning lyc kinh nghiém, k¥ thut.

-C6 gia chao thap nhat.

NGAN HANG TMCP SAI GON - HA NOI

Pao Ngoc Dung
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1

NOI DUNG

Don chao hang

Bang chio gia chi tiét

Hién luc cia HO so chao
hang

Kinh nghi¢m

Hop dong tuong tur

C6 tir 3 hop dong trd lén
C6 2 hop dong
C6 1hop dong

Khéng ¢6 hop dong

Thu hd tro clia hang

Poi ngii nhan su trién
khai

Tinh hinh tai chinh

BANG CHAM NANG Luc KINH NGHIEM

DPIEM
YEU CAU CU THE s Tl
THIEU

Phai ¢6 chit ky ctia ngudi dai dién theo phap luat cua
cong ty hodc ngudi duoc uy quyén (Co giay uy 5 5
quyén kem theo)
Chao day du s6 luong, ching loai, gia trudc VAT, 5 5
gia sau VAT...
Toi thiéu 60 ngay ké hr thoi diém hét han ndp ho so s 5
chao hang
Pon vi phai co t01 thiéu 03 nam kinh nghlem trong
linh virc cung cap cc giai phap phan mém cong 5 5
ngh¢ thong tin.
Pon vi ¢6 02 hop dong tirong tur cung cap giai phap
phan mém cong ngh¢ thong tin cho hé thong cong
nghé thong tin ctia ngan hang bat ky co gid trj tir 02 0
ty dong trd 1én kém hoéa don VAT va Bién ban
nghi¢m thu hodc bién ban ban giao hoac thanh 1y hop
dong.

30

20 20

10

0
Don vi phai c¢6 thu hd tro clia hing, thu nha phan 0 0
Yhdi chinh hang, dai 1y chinh hang,
Cung cap danh sach can bo ky thuat trién khai kém 10 10

Ding cap ching chi lién quan.

Béo céo tai chinh 02 ndm gan nhét kiém toan hodc
ban ndp qua cong thong tin dién tir ddm bao doanh 10 5
thu binh quén tir 30 ty tro [én va ¢ 1ai.



PIEM
TOI
THIEU

R R 5 PIEM
STT NOI DUNG YEU CAU CU THE TOL DA

Cam két chap nhén yéu cau Ve ky thuat, chét luong,
) theo y€u cau tai Phan II clia Ho soyéu cau chao hang
9 Céc camkét Cam két chap nhan yeu cau ve diéu kién tai chinh 10 10
thu:ong mai theo yéu cau tai Phan III ciia HO so yéu
cau chao hang,

Tong cong 100 85

Nha thau dugc danh gla dap tmg nang luc kinh nghi¢m khi tong diém danh gia t6i thiéu dat 85 diém
va phai dap img céc yéu cau diém t6i thiéu ciia bang trén.



BANG CHAM KY THUAT

o DPIEM DIEM
STT NOQI DUNG YEU CAU MO TOI  TOI
THIEU DA

A. YEU CAU CHUNG VE GIAI PHAP
| Nha thau phai d& xuét va cung cip giai phap thudc mot trong ba nha M 10 10

cung cap: Akamai, C-loudflare hoac imperva.
Gidi phap tuong lta img dung web (WAF) va pnong chong tin cong

2 DDOS (Anti DDoS) dugc cung cap dich vu trén cing mot nén ting M 10 10
Cloud
Gidi phép tuong ltra tmg dung web (WAF) va phong chong tn cong

3 DDOS (Anti DDoS) h6 trg bao v¢ da nén tang On-premise va Public M 10 20
Cloud. Nha thau dé xuat m hinh trién khai chi tiét.

4 Giai phap da trién khai thanh cong cho khéach hang khéi Ngan hang tai M 10 20

Vi¢t Nam (nha thau néu cu the cac Ngan hang da sur dung)
Giai phap c6 toi thiéu 06 diém hién dién (PoP), duoc dit tai t01 thleu ba
thanh phd 16n tai Viét Nam: Ha Noi. Pa Nang va Thanh pho Ho Chi
Minh. Céc PoP nay la cac PoP xur Iy (processing PoP) c6 kha nang thyuc M 10 20
hi€n cac chie nang tinh toan nhu ki€ém tra bao mat. xtr Iy WAF, caching,
loc bot, va tdi wu hiéu suat truy cap, khong chi 13 cac node chuyén tiép,
mang hoac edge node thy dong
Ha ting PoP dugc trién khai trén nhiéu nudc khac nhau ngoai Viét Nam,
tdi thiéu bao gdm céc quoc gia sau: Singapore, Hong Kong, Chau Au,
My nham dam béo kha nang phong chong tan cong DDoS va dam bao
kha nang san sang truy cap tur cac quoc g1a ngoai Viét Nam.
Ho tro moi trlrong Staging, TJAT nham kiém tra toan bd cac cac cAu hinh
7 bao gom cau hinh WAF, 'DDoS, BOT ma khong lam énh huéng t6i luu
luong ngirdi ding thuc té
8  Giai phap phai tinh phi theo top level domain, unlimited subdomain
Hb trg Machine Learning hodc Behavior Analysis dé phat hién tan cong
bat thuong
10 Camkét vé uptime dich vu ctia nha cung cap: Tbi thiéu tir 99% trd 1én
Co tich hop cong ngh¢ Al, uu tién cdc mo6 hinh ngbn ngu: 16n nhu GPT,
nham hd tro quan tri vién trong viée phan tich log va su kién, diéu tra
su cO bao mat, va goi y viéc xay dung cac rule, policv hodc canh bao
tiy chinh.
Co kha nang tuong tac ty nhién voi ngudi ding th6ng qua giao dién chat
bang ngon ngtr tu nhién, cd kha nang tom tat va g1a1 tluch y y nghia, muc 0 0 10
dich va tac dung cta cac rule hién c6 nham gitp quan tri vién hiéu ro va
t6i wu cau hinh hé thong
Dam bao luu lugng xtr ly toi thleu mi thang: Bén quyén g1a1 phap chao
3 thiu dam bao kha nang xu ly toi thiéu 400 tridu request moi thang va 50 70
hru luorng truyen tai tur mang cua nha cung cap t01 thi€u 23 TB moi
thang, voi do on dinh cao va khong lam suy giam hi¢u suét dich vu.
Cho phép SHB téi 1én va quan Iy t6i thiéu 40 chimg chi SSL r1eng biét,
14 phuc vu cho nhiéu tén mién hoic tmg dung khac nhau trong cing mét M 20 30
h¢ thong
B. YEU CAU VE TINH NANG VA KHA NANG CUA GIAI PHAP

<

10 20

10 10

10 10
10 10
10 10

= = K

1 0 0 10

12
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1.1

1.2

21

22

23

24

25
2.6

31

32

33

34

3.5

3.6

3.7

3.8

NOI DUNG YEU CAU

Yéu cau vé klern soat truy cap dua trén dia chi ngudn (IP/Domain), qudc
gia, viing mién dia ly (Geolocation)

Co chic nang thiét 1ap danh sach cac ving mién dia Iy. quoc gia duoc
phep hodc khong dugc phép truy cap (cho phép/ tir choi theo IP, dai IP,
quoc gia, geolocation, URI....)

IP Reputation duya trén viéc phan loai dia chi IP nguon két néi nhu Tor,
Phishing, Proxy. Botnet

Yéu cau vé Bot management

Nha cung cip cung cap kha nang phét hién, phan loai va giam thiéu luu
lugng truy cap bot tu dong

Ngudi ding cd thé tao cac quy tic tity chinh dé thyc hién cdc hanh dong
cu the bao gom ngan chan, ghi log

Nha cung cap co kha nang xac dinh céc bot uy tin da dugc cong nhan
bang cach str dung co so dir liéu chir ky duogc cap nhat ty dong 1én cac
bot uy tin méi

Nha cung cp cung cdp mot co ché dé dura mot doan ma Javascript vao
trinh duyét dé giap xéac dinh bot

S6 luong loai BOT c6 thé nhan dang va phan héi t6i thiéu 100 loai

C6 kha nang nhan dién céc loai Bot gia mao browser

Yéu cau phong chéng tan cong tir chbi dich vu DDOS

Cho phép phong chong DOS/DDoS khong gi6i han bat ké so lan, kich
thudc hodc thoi lugng tan cong ma khong tinh thém phi

Ho tr¢ phat hién va ngan chan céc cudc tan cong Zero-day va DDOS
attack

Phat hién va chan cac hinh thiic tin cong tir chdi dich vu thong dung tir
L3-L7

Co kha nang chong DDoS Layer 4 tai timg PoP trén toan cau ma khong
can chuyén vé cc trung tim chéng DDoS tap tnmg gy thém do tré.
Giai phap cung cap t6i thiéu 100 prs thong lu:ong toan cau dé chong
tan cong DDoS, dam bao kha nang xur 1y cac cudce tan cong ¢6 quy mo
cuc 16n va da dang hinh thirc ma khong anh huong dén hiéu suét truy
cap cua nguoi dung hop 1€. Vigc ngan chan DDoS dugc thuc hién ngay
tai PoP nhan traffic, ma khong can chuyén tiép dén scrubbing center
hodc céc PoP xtr 1y trung gian.

Co kha nang tu dong phat hién va phan {mg véi cac cudc tAn cong DDoS
trong thoi gian khong qua 03 glay ké tir khi tan cong duoc x4c dinh, ma
khong can sir can thi¢p thu cong cua nguoi quan tri.

C6 tinh ning ngan chan tan cong tir chdi dich vu xuét phat tir cac mang
botnet

Kha niang chon loc luu luong tn cong;

+Pam bao kha niang phét hién va chon loc luu lugng tin cong t6i thiéu
80%.

+Pam bao kha ning béo vé luu luong sach t6i thiéu 85%.

M/O

<

<<

< X E K

PIEM DIEM

TOI  TOI
THIEU DA
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 5
5 20
10 10
5 5
5 5



DIEM DIEM
STT NOI DUNG YEU CAU MO TOI  TOI
THIEU DA
Giam sat va phan tich sy ¢ tin cong DDoS:
+ Cho phép giém sat bang thong theo dia chi IP va dai mang phuc vu
phan tich tan cong,
39 + Cho phép giam sat theo ddi hiéu qua chin loc thong qua luu lugng M 5 5
bang thong tnréc va sau khi di qua b6 loc.
+ Cho phep giam sat thong tin cac cude tan cong xay ra theo thoi gian
thue va timkiém trong cac cudc tan cong da xay ra;
Co thé ngan chin céc hinh thic tAn cong tir chdi dich vu (bao gom tbi
thleu nhung khong gioi han)
+ Téan cong 1am tran ngdp bang thong: UDP reflection (DNS, NTP
amphﬁcatlon SSDP attack, Chargen attack), IP fragment, I[CMP flood
va cic dang tan cong tuong t;
3.10 + T4n cong can kiét tai nguyén qua glao thuc TCP: SYN flood, ACK M 10 10
flood, RST flood, SYN-ACK flood va céac dang tAn cong tuong tu;
+ Tan cong sur dung 201 tin khong hop 1¢€: malformed, invalid packet;
+ Ta}n cong gui goi tin yéu cau vdi tan suét cao, dot ngdt;
+ Tan cong qua phan tich hanh vi nguoi dﬁng:HTTP page flood, DNS
flood, brute force;
C0 kha nang dem s6 request theo cac thong tin nang cao, it nhat phai hd
3.11 tr¢g cac truong sau: IP nguon, qudc gia, user agent. HTTP methods, ™M 5 5
cookies, URI path,...
C6 tinh nang cho phep nguoi ding luya chon chu dong cac nguon luu
luong de ngan chan khi lugng request rate gan t6i ngudng cau hinh va M 5 5
ho trg cau hinh bao vé rate limiting dén timg path trén URL hodc API
endpoint.

4 Yéu cau tinh ning ludng lira img dung web (WAF)

3.12

41  Cho phep tao mdi, chinh stra cac chinh sach bao vé€ va ho trg b loc dé 1 5 5
' tim kiém. Ngoal ra c6 the bét, tat, x6a, nhan ban cac chinh sach bio vé
Cho phép ngudi dung tu viét Rule phuc vu viéc phat hién va ngan chan
céac cudc tan cong theo cac tham so:
- Request method
- Request URI
- Querv string
- Protocol (name and version)
- Header name
42 - Header value M 5 10
- Request body
- Cookie name
- Cookie value i ) .
Céac thudc tinh tuy chinh trong rule co thé dugc thiét 1ap bang:
- Value
- Range value
- Regular expression.

43 HO trg viéc giai ma cac truy cip Web qua SSL/TLS (HTTPS)
44 Hb trg giao thirc HTTP/2 va HTTP/3, QUIC
45 HO tro SSL/TLS version 1.2, version 1.3

46  Chophép cau hinh tinh ndng rewrite hodc redirect trong cac request va
' respond (Vi du: Khi phan héi ra chén thém cookie vao ban tin respond).

< KX
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4.7

4.8

4.9

4.10

PIEM

NOI DUNG YEU CAU M/O TOI

THIEU

C6 kha ndng phat hién va bao vé img dung khoi cac cudc tan cong khai
thac 16 hong bao mat tmg dung web thuoc Top 10 OWASP:
- AO1: Broken Access Control:

+ Cross-Site Request Forgery (CSRF)

+ URL Redirection to Untrusted Site ('Open Redtrect')

+ Missing Authentication for Critical Function

+ Missing Authorization, Incorrect Authorization

+ Incorrect Permission Assignment for Critical Resource

+ Unvalidated Redirects and Forwards

- A02: Cryptographic Failures (Sensitive Data Exposure)

- A03: Injection: bao gom nhung khong gioi han: SQL mjectlon
Command injection, Shell injection, LDAP injection, XPath injection,
XML injection, XXE, Expression language injection, Code injection,
NoSQL injection, SSTI, HTML injection, CRLF injection, Remote File
Inclusion (RFI), Xquery Injection, Cross-Site Scripting (XSS).
Uncontrolled Format String.

- A04: Insecure Design:

+ Insecure Direct Object References

+ Use of Potentially Dangerous Function M 10

+ Incorrect Calculation of Buffer Size

+ Integer Overflow or Wraparound

+ Reliance on Untrusted Inputs in a Security Decision

+ Use of a Broken or Risky Cryptographic Algorithm

+ Use of Hard-coded Credentials
- AO5: Security Misconfiguration:

+ WSDL Enumeration

+ Unrestricted Upload ofFile with Dangerous Type

+ Inclusion of Functionality from Untrusted Control Sphere

+ Execution with Unnecessary Privileges

+ Improper Limitation of'a Pathname to a Restricted Directory ('Path
Traversal')

- A06: Vulnerable and Outdated Componentes: Using Known
Vulnerable Components
- A07: Identification and Authentication Failures
- AO8: Software and Data integrity failures
- A09: Security logging and Monitoring failures
- A10: Server-side request forgery (SSRF)

(6 kha nang chan loc cac loai file khong duoc cho phep M 5
Giai phép di kem nguon thong tin tinh bao vé cac méi nguy hai duoc

cap nhat thuong xuyén gitip nang cao kha ning bdo vé véi cac mbi nguy M 5
hai méi

Co chie nang phat hién va ngin chédn, giam thiéu mirc d6 anh hudng

ctia cac hinh thirc tan cong tur choi dich vu 16p tmg dung (Layer-7 DoS

attack), bao gom: M 5
- Buffer Overflow attack

- HTTP flood

- Slowloris

Giai phép co tinh ning tu dong cap nhat cac chinh sich WAF méi nhat M 5

PIEM
TOI
DA

10
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4.12

4.13
4.14

4.15

4.16

4.17

4.18

4.19

4.20

5.1

52
53

54

5.5

5.6

5.7

5.8

NOI DUNG YEU CAU

Cung cép kha néng tir dong phén tich va dua ra khuyén cio WAF rule
cho quén tri vién

Cac bd quy tac dugc cap nhat ty dong va thuong xuyén dé ddi pho véi
céc cufc tan cong moi.

C6 tinh nang chan/cho phép IP. dai mang, hodc ving mién dia Iy

C6 chiic nang tr dong phat hién va ngan chan cac hinh thirc tan cong do
tim mat khau (brute-force, credential stuffing) cac trang dang nhap cua
ung dung.

Co chiic nang kiém tra, giam sat phién giao dich cua ngu0‘1 dung
(sess10n/user tracklng) co co che kiém tra, bao vé, phat hién va ngin
chan cac hinh thirc tan cong chiém phién lam viéc (session hijacking).

Cho phép ma hod céc truong thong tin nhay cam (sensitive fields) ¢ phia
Client Side (Browser), hd tro HTML Field Obfuscation, Identify Stolen
Credentials, va Full AJAX Encryptlon

Cung cap cac phuong phéap bao vé cookie va session:

- cookie injection

- cookie tampering

- session hijacking

- session fixation

Giai phap phai c6 kha ning bio vé chdng lai cac bot thyc hién cac hanh
dong sau:

- Site Scraping

- Vulnerability scanning

- Comment spamrmng

Co chirc nang tu dong yeu cau xac thyc challenge—response (nhu
CAPTCHA) dé ngdn chin céc cong cu duyét web tu dong va xéc thuc
nguoi dung khi nghi ngo.

Yéu cau vé tinh nang API Security

C6 kha nang tu dong phat hién va phan loai coc két ndi API dang hoat
dong trén hé thong (API D1sc0very)

C6 kha nang ngan chan lai céc tin cong DoS vao cac két ni API
(6 kha nang tao cac chinh sach Rate limiting cho cac request API

C6 chuc nang xac thuc 2 chleu gitia client va server (Mutual TLS) va
quan ly xéc thuc chung chi s6

C6 co ché kiém tra va xac thyc dir liéu ctia URL va tham s truyén véio
API nham dam bdo dtr liéu hop 1€, diing dinh dang va khong chira ndi
dung ddc hai trudce khi API xur Iy

C6 co che x4c minh tinh hop 1€ ciia JSON Web Tokens (JWT) nham
dam béo rang cac yéu cau API hoic phién lam viéc duoc xac thuc va
bao mat

G chirc nang phén tich request dé phat hién va ngan chin cac hanh vi
bat thuong str dung Machine learning - Sequence Analytics, Sequence
Mitigation

Ho6 trg API Schema Validation (kiém tra dinh dang dir liéu theo
OpenAPI/Swagger) dé kiém tra cac API hop 1¢

Yéu cau vé quan tri, giam sat

M/O
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STT NOI DUNG YEU CAU MO TOI  TOI
THIEU DA
6.1  Cho phép quan tri thong qua giao dién Web User Interface, API M 5 5
6.2 Cho phép ciu hinh canh bao qua email M 5 5
63 Cho phep thyc hién tao bao cdo 6 kha nang tuy chinh ndi dung theo  \, 5 5
nhu cAu, ¢6 san cac bao cio mau va cb thé trich xut
64  Chophép xem vatai Ve cac bao céo vé tuan tht OWASP, PCI-DSS ciing o 0 5

véi chi tiét cac budc can thyc hién trong truong hop chua tuan thu,
6.5  Cothé dit lich gui bao cao tw dong qua email

L K

66 CO chuc nang phan quvén quén tri theo chiic ning nhiém vy ciia nhan
' vién (role-based access control), xac thuc 2 16p (2FA)
67 Céclog, canh bio ctia hé thong duoc thu thap day di vé hé thong SIEM
cua SHB (Str dung IBM Oradar).
68 HO trg tao bao cao giam sat theo cac thong s0:Time range, IP address,
"~ Attack type, Location...
6.9  Co chirc ning sao luu, phuc hdi cAu hinh hé théng.

<

6.10 €0 sdn cac mau chinh sach bao mét (policy templates) gitip quén trj vién
tao cac chinh sach bao mat dé dang, nhanh chong
C6 chirc nang gh1 nhat ky va trich xuat nhat ky cac hanh dong ctia nguoi
dung theo thoi gian.
C6 kha nang phat hi¢n cac sy kién bao mat va canh bao theo thoi gian
thuc.
6.13 Chophépa an cac dir liéu nhay cam nhu s0 tai khoan, mi PIN, mét khau,
s thé, .. . trong phan nhat ky log d¢é tranh 16 lot thong tin. )
Ghi log day du request/response, headers (phuc vu diéu tra sy ¢d, phan
tich hanh vi)
6.15  HJ trg huu trir log véi thoi gian t6i thiéu 30 ngay
c. YEU CAU VE TRIEN KHAI
Hg thong duoc trién khai va ban giao theo phuong thic tron g01 Vi Vay, nha
thau dong vai trd tich hop hé thong, chu tri va phdi hop voi cac hang san xuat
. lién quan t6i cac san pham trong g6i thau dé thuc hién cai dét, cau hinh, thiét
lgpthamso tinh chinh theo ding kién triic hé thongdambaodap Umg céc yéu
cau cua SHB dua ra. Bengthha thau cung cap thu Camkét dép img yéu cau
nay trong tnrong hop c6 dap ing,
2 Thoi glantnenkhal 04thangke tur khi ky hop dong M 10 10
Nha thau can néu 10 e sur tham gia ctia nhan sirmoi bén (nhén sy cua Hang
cung cdp gidi phap, nhan sir ctia nha phan phoi giai phap, nhan sw doi tac cua
3 Hang tai Viét Nam, nhan sy ky thuat cua SHB, trong banké hoach dé trinh M 10 10
trong HSDT. Trong do, Nha thau 1am r3 ké hoach va hinh thirc 1am viéc ctia
nhan sy tai cac giai doan
Trong HSDT, Nha thau cung cap chi tiét phuong phap luan trién khai, ké hoach
trién khai tong thé va chi tiét theo timg g1a1 doan (giai doan thiét ké, giai doan
tnen khai, cai dat, tich hop). K& hoach ciia Nha thau phai bao gdm t6i thiéu
muyc say: k€ hoach dat hang, cu hinh, tich hop thir nghiém, t6i uu
4 hoa he thong, trién khai, nghiém thu dap ung ding cac tiecn d do SHBduara. M 10 10
Vige tnenkha;l oo thé tlenhanh theo timg cau phan dé dam bao dap ung yéu
cAu vé tién do va chat luong trién khai du an. Khuyeén khich Nha thau trinh bay
chi tiét va m& rong céc yéu cau, Khuyén céo vé trién khai dé chimg minh kinh
nghiém va nang luc ctia Nha thau.

6.11

6.12

6.14
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PIEM DIEM

STT NOQI DUNG YEU CAU MO TOI  TOI
THIEU DA
Nha thau dé xuat sb luong tmg dung s€ thyc hién trlen khai Giai phap
5 tuong Itra img dung web (WAF ) va phong chong tAn cong DDOS (Anti M 50 90
DDoS), dam bao ti thiéu 05 tmg dunjg cia SHB s& duoc trién khai
WAF va Anti DDoS.
D- YEU CAU VE HO TRQ KY THUAT
1 Nha thiu cung cép cam két chat luong dich vu hd tro k¥ thuat chinh M 5 5
hang (SLA) bao gom ngudng leo thang va thoi gian xur ly.
) Nha thau phai cung cap dich vu hd tro k thuat 24/7 theo diing tiéu chuan M 5 5
chinh hang hién hanh.
Tru:ong hop SHB can hd tro lién quan dén céc tin cong vao hé thong
3 cua SHB, nha cung cap dich vu (ky sur hd trO’) phai c6 phan hdi cham M S S

nhat 01h ké tirkhi nhan dugc yéu cau hd tro ctia SHB.
Co kénh lién lac hd tro bang dién thoai, email. Cung cap thoi gian cam
4 két phan hoi, xtr ly, hd trg thong tin cuia hing néu co gidi phap triénkhai M 5 5
thém mdi trén ha tang cua SHB.
Ky su cua hang, hoac ky STcia nha thiu duge chimg thyce boi hang phai
co mit tai dia diém ctia SHB trong vong Olh (mot glo) sau khi nhan
dugc thong bao va yéu cau vé viéc khic phuc, xtr ly su co. Trong Vong M 10 10
04h (bon gi0) hr thoi dlem cO mat tai dia diém ctia SHB phai dé xuat
duoc giai phap kha thi dé khac phyc sy ¢6 va hoan thanh thyc hién theo
giai phap duoc su dong y cua SHB.

Tnrong hop ¢6 su cb tir phia nha cung cap dich vu giy gian doan dich
6 vy, nha cung cip phal déam bao chu dong thong bao cho SHB cham nhdt M 10 10
15 phut sau khi sy ¢0 xdy ra va tham gia xtr iv sy co
H) tro khach hang t6i uu hda hé thong va trién khai cho h¢ thong moi

7 . oA M 20 20
A khi c6 yéu cau.
E. YEU CAU VE NHAN su
1 Quénly du én
1.1 SOlugng: 01 nguoi. M 5 5
12 Tot nghiép dai hoc chuyén nganh Cong nghé thong tin hodc tuong duong, M 5 5
13 Cotdi thiéu 03 ndmkinh nghiém lam quan tri du an. M 5 5
14 Céldrhnghiémquéntditnhét(ﬁ(hléntdénld]aivébéonﬁt M 5 5
1.5 Comdt trong cic chimg chi vé quén tri du an: PMP® hodic PRINCE2. M 5 5
16 Clmgcapthongtmvebangcap, chimg chi lién quan ctia cac can bd thuc hién M 5 5
’ vi tri ny.
2 Nhansy tgén khai, tich hop
21 SO lugng toi thieu: 02 nguoi. M 5 5
59 Tt ¢4 nhan sur co kinh nghi¢m trién khai thanh cong giai phap cuia nlia cung M 10 10
: cap dugc nha thau chao trong 61 thau nay.
Tat ca nhan sy t6t nghiép dai hoc chuyén nganh Cong nghé thong tin hodc
23 fuong duong M 5 5
24 Tét canhan su o chimg chi chuyén mon duge cp tir hang hang vé gidi phap M 10 10
: dé xuét trién khai.
25 Cmgcapthongtlnvebangcap, chimg chi, kinh nghiém lién quan ctia cac can M 5 5
: b thuc hién vi Ti ndy.

3 Nhaén sy ho tro ki thuat



PIEM DIEM

STT NOI DUNG YEU CAU MO TOI  TOI
THIEU DA
3.1 SOluongthi thicu: 02 nguoi. M 5 5
3, Tatcnhn su tot nghiép dai hoc chuyén nganh Cong nghé thong tin hodc M s 5
. tuong duong,
33 Tgit ¢4 nhn sy c6 chimg chi chuyén modn duge cap tirhang hing vé giai phép M 10 10
dé xuat trién khai.
34  Tat canhan sy cd kinh nghiém cung cap dich vu ciia nha cung cap duge nha M 10 10
thau chao trong géi thau ndy véi vai trod nhan sy ho trg ky thudt.
35 Mo ta thanh tich, kinh nghiém, chimg chi trong linh vurc an toan thong tin (6 M 5 5
cung cap thong tin chi tilt vé bang cap, chimg chi, kinh nghiém)
F. YEU CAU VE TAI LIEU
Nha thau phai xdy dung va cung cap t6i thiéu céc loai tai lidu sau:
1 Ké hoach trién khai chi tiét. M 5 5
2 Quy trinh trién khai. M 5 5
3 Tai liéu kién triic va thiét ké hé thong, M 5 .5
4 Tai lidu ky thuat chi tiét vé cai dit. cAu hinh hé thong. M 5 A5
5 Kich ban kiém thir hé thong, M 5 als
6 Tai liéu mo ta céc quy trinh va hudng dan van hanh hé thong, M 5 s
7 Tai liéu phan quyén quan tri va nguoi sir dung hé thng, M 5 r5
8 Céc gidy phép chimg nhan. M 5 5
9 Cac tai liéu khéc theo chinh sach, quv trinh ctia SHB M 5 5
TONG CONG 800 1000
Ghi chu:

- M (Mandatory): Pay la cic yéu cau bat budc, nha thau phai dap tmg.

- 0 (Optional): Pay 1a cac yéu cau khong bat budc, nha thau cé thé c6 hodc khong. Tuy
nhién, néu dap tng dugc cic tiéu chi nay s& duoc cong diém hodc danh gia cao hon trong
qué trinh cham thau.

Nha thau dugc danh gia dap ing niang iuc k¥ thuat khi tong diém danh gia ti thiéu dat 800

diém va dap Gmg tat ca cac yéu cau bat buoc (M).



