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Kinh sin: Quy Cong ty
Ngan hang TMCP Sai Gon - Ha Noi co nliu cau trang bi 150 Licenses Gitlab Premium
vay tran tiong kinh mai Quy Cong ty tham du goi chao hang tren.

Quy Cong ty co the tim hieu them cac thong tin can thiet trong Ho so yeu cau chao
hang kem theo.

Ho so chao hang phai diroc giri tdi dia chi: Trung tarn mua sim, Ngan hang TMCP Sai

Gon Ha Noi, Toa nha 81 Tran Hirng Dao, Phucmg Cira Nam, TP Ha Noi tnroc i*ngay.,2-."
thang ji nam 2025.

Moi chi tiet xin lien he:
Ngan hang TMCP Sai Gon - Ha Npi

Trung tain mua saw, Ngan hang TMCP Sai Gdn Ha Noiy Toa nha 81 Tr&n Hirng
Dao, Phtr&ng Cira Nam, TP Ha Noi.

Lien he: - Nguyen Ngoc Cau - Chuyen vien mua sam.
» Bien thoai di dong: 097.790.1188

Tran trong./.

Dio N'got Dfing



PHAN I
CAC YEU CAU VE HO SO CHAO HANG

Yeu cau ve Ho so chao hang

Ho so chao hang phai dirge lap tlianh 02 ban (01 ban goc + 01 ban sao), dong trong
phong bi co niem phong va phai dirge gui toi dung dia diem trade thdi gian quy dinh
trong ho so yeu cau chao hang.

Ho so chao hang dirge dong trong phong bi rieng biet. Ben ngoai phong bi ghi ro : Ho
solchao hang : “Trang bi 150 Licenses Gitlab Premium”.

Ho so chao hang phai co day du cac noi dung sau :
Don chao hang: Phai co ehir ky cua ngudi dai dien theo phap luat theo mau so 1 kem

theo ho so. Tnrdng hgp ngudi ky ho so chao hang dugc uy quyen thi phai co uy quyen
theo mau so 02 kem theo ho so nay.

Bang chao gia chi tiet ghi ro ten nhan hieu, xuat xu hang hoa, thong so ky thuat kem
theo;

Don gia chao dirge tinh bang tien Viet Nam dong;

Don chao hang : Phai co chir ky cua ngudi dai dien theo phap luat cua eong ty hoac
ngudi dugc uy quyen (Co giay uy quyen kem theo);
Bang chao gia chi tiet (phai chao day du so luong, chung loai, gia trade VAT, gia sau
VAT...) theo nhir Phan IT Muc 1 cua ho so yeu cau ;

Ban sao Giay phep dang ky kinh doanh (Co linh vuc kinli doanh lien quan den hang
hoa cung cap);

Hieu luc cua Ho so chao hang toi thieu 60 ngay ke tu thdi diem 15h00' ngay
TrA.J..11/2025;

Don vi co toi thieu 03 nam kinh nghiem trong Imh virc cung cap phan mem cho cac he
thong cong nghe thong tin;
Co thu ho trg cua hang hoac dai ly ban hang/nha phan phoi chinh hang;

Don vi co 02 hgp dong tirong tu cung cap phan mem cong nghe thong tin co gia tri tir
1ty VND trd len kem hoa don VAT, Bien ban nghiem thu/ thanh ly; (theo mau so 03
kem theo ho so nay);

Bao cao tai chinh 02 nam gan nhat kiem toan hoac ban nop qua cong thong tin dien tu
dam bao doanh thu binh quan tren 05 ty va co lai;

Cam ket chap nhan yeu cau ve ky thuat, chat lugng, theo yeu cau tai Phan II cua Ho so
yeu cau chao hang;

Cam ket chap nhan yeu cau ve dieu kien tai chinh thuong mai theo yeu cau tai Phan II
cua Ho so yeu cau chao hang;

Thdi gian va dia diem nop Ho solchao hang

Thdi gian: trade 1t?h00‘ ngay .?..1.././1.1./2025.



Bia diem: Trung tarn mua sam, Ngan hang TMCP Sai Gon Ha Noi, Toa nha 81 Trail
Hirag Bao, Phucmg Cua Nam. TP Ha Noi. (Lien he Mr Cau, Bien thoai: 097.790.1188).
Moi Ho so chao hang giri toi sau thai diem neu tren deu khong co gia tri.



PHAN 11
YEU CAU CU THE

1. Yeu cau doi voi hang hoa: Hang hoa eiing cap phai dam bao cac yeu cau cu the nhur
sau :

1.1. Danh rnuc hang hoa:

ST
T

1T

1.2.

So Do vi

Ma hieu Mo ta hang hoa Tirong tinh

BAN QIJYEN PHAN MEM LICENSE GITLAB PREMIUM

Licenses GitLab
Premium

Licenses GitLab Premium 1 nam 150 Licenses

DICH VII TRIEN KHAI

Trien khai cai dat, nang cap, migration he thong Gitlab hien tai SHB

Theri gian license:
License dang mua theo nam theo dung tieu chuan cua hang GitLab.

2. Yeu cau ky thuat:

Nha thau phai cung cap cac giay to, tai lieu chung minh dirge kha nang dap irng voi

cac yeu cau dirge neu cu the duai day :

2.1

Yeu cau chung.

Nha thau la Doi tac dirge cong nhan cua Hang Gitlab.

Nha thau phai dira ra thuyet minh phiromg an ky thuat: nham trien khai cai dat/nang
cap he thong Gitlab dam bao toi uu, thanh cong va kha thi.

Nha thau phai dira ra thuyet minh phuong an ky thuat nham migrate cac project
tren he thong hien tai sang he thong mdi.

Nha thau da timg trien khai it nhat 01 Dir an trien khai he thong Gitlab quy mo
tmmg tir;

2.2. Yeu cau ky thuat chi tiet.

Ho tru Ky thuat

Nha thau cung cap thong tin can bo dau moi de SHB lien lac khi co yeu cau tu van
ve ho trg ky thuat. Khi co sir thay doi ve can bo dau moi, nha thau co trach nhiem
thong bao bang van ban toi SHB va cung cap thong tin can bo thay the;



STT

Noi dung

Kinh nghiem

Hop déng turang tir

BANG CHAM NANG LITC KINH NGHIEM

Yeu can cu the

Toi thieu 03 nSmidnh nghiem n-ong linh virc
cong nghe thong tin phan cimg va phan mem.

Don vi co 02 hop déng tuemg tir cung cAp
phAn mini cong nghe thong tin co gia trj tir 1
ty VND trd len kem h6a dan VAT, Bien ban

nghiem tirn/ thanh ly;

Co tir 03 hop dong trcr

len

Co 02 hop dong

Co 01 hop dong ho3c

khong co hop dong

Blgéingu nhan s trien Bang ke danh sach nhan su
Bao cao tai chinli 02 n5m gAnnliat kiem toan

Tinh hinh tai chinh hoac ban nop qua cong thong tin dien tir dam bao
doanh thu binh quan tren 05 ty va co lai
Cam ket chap nlian yeu cau ve ky thuat, chat
lirong, theo yeu cAutai Phan II ctia Ho so yeu cau
chao hang

Cac cam kit Cam ket chap nhan yeu cau ve dieu kien tai chinh
thuang mai theo yeu cau tai Plian III ctia H6 so
yeu cau chao hang

Tong cong

Diem toi da

20

45

10

15

10

100

Diem toi
thieu

20

30

10

15

10

85

Nha thau dupe danh gia dap ung nang lire kinh nghiem khi tong diem danh gia toi thieu dat
85 diem va dap tmg tat ca cac muc co diem toi thieu trong bang cham neu tren.



10

11

12

13

14

15

Nha thau phai cam ket dap ting ho trp ky thuat 24x7x4 trong then gian
bao hanh toi thieu 02 tliang ke tir ngay nghiem thu hang muc trien khai.
Thori gian ho trp ky thuat: 24 gidr/ngay va 07 ngay/tuSn. Then gian dap
ling: 02 giti ke tir thori diem nhan dupe thong bao co sir c6 (co mat tai
nori thong bao co sir co, bat dau thuc hien hanh dong khde phuc). Trong
vong 04h (bon giti) tir theri diem co mat tai dia diem cua SHB phai de
xult dupe giai phap kha thi de khSc phuc su co va hoan thanh thuc hien
theo giai phap dupe s\rdong y cua SHB. Cac boat dong ho trp phai dupe
ghi nhan nhat ky thuc hien.

Nha thau cung cap thong tin can bo dSu moi dd SHB lien lac khi co yeu
cau ve ho trp ky thuat. Khi co s\r thay doi vk can bo dau m5i, nlia thSu
co trach nhiem thong bao bang van ban toi SHB va cung cap thong tin
can bp thay thd;

Xac thvre va Quan ly ngirpi dung;

- Tich hpp dupe tori he thong LDAP/AD

- Bat dupe tinh nang 2FA/MFA doi vdi ngucri dung quan tri va nha phat
trien c6 quydn merge code vao nlianh product

- C6 kha nang tdeh biet tai klioan quan tri he thong (System Admin) va
tai khoan quan trj du an (Project Admin)

Phan quyen va Kiem scat truy cap:

- Kiem soat commit, merge chi dupe thpc hiyn boi ngucri co quyen

- Co co che Approval Rules / Merge Request Approval de dam bao code
dupe review trudre khi hop nhat.

- Cho phep dinh nghia Security Policies cho timg group/project

Ma hoa va Bao vp dur lipu:

- Giao ti£p bat buoc sir dung HTTPS (TLS 1.2 trer len) vdi chimg chi
hpp Ip.

- Ho trp md hoa dir lipu luu tru: (Encrypted Storage at Rest) cho
repository, artifacts, logs va secrets.

- Cac secrets, token, key luu trong GitLab phai dupe ma hoa ho$c luu
trong Vault tich hpp (HashiCorp Vault hoac GitLab Secret
Management).

- C6 kha n8ng audit va quan ly credential'token rotation djnh ky.

Kiem soat ma nguon va quet bao mat tich hpp:

- Tich hpp vdi cac cong cu SAST, DAST.

- Co kha nang ngdn chan push code chua secrets (API keys, passwords.

- Ho trp compliance pipelines trong CI/CD.

- Cho phep tao bao cao Security Dashboard tong hpp mure dp rui ro cho
tirng project.

Audit va Giam sat hoat dQng

- Ghi nhat ky toan bo hanh dong cua ngirdi dung, bao gom login, clone,
push, merge, delete project, va thay doi quyen.

- Log phai co kha nang xuat ra dinh dang syslog, JSON hoac gui v§
SIEM nQ) bo (QRadar,...).

- Phat hipn bat thircmg (push code chira secrets, tang quyen trai phep,
login ngoai dai IP).

- Canh bao real-time qua email ho3c webhook khi phat hien hanh vi bat
thircmg.

Cau hinh he thong an toan:

- Ma hoa kenli SSH cho giao tiep gifta client va Git server.

- Bat buoc xac thpe SSH key co dp dai toi thieu 2048 bit
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Quan tri he thing

- Chi dinh r5 vai tro: System Administrator, Security Admin, va Project

Owner.
16 - Tai khoan root mac dinh can dirge doi ten hoac Vo hieu hoa sau khi 8 10
trien khai.
- Tat ca ciu hinh he thong can dirge version control (Infra as Code)
trong moi tnrcmg an toan.
C|p nhat va va loi
- Nha cung cap phai dam bao cap nhat dinh ky ban va bao mat GitLab 8 10
Premium.
- Co quy trinh cap nhat an toan (pre-production test, rollback plan).
Bao tao va van hanh an toan
- Cap nhat va va loi bao mat GitLab
- Van hanh bao mat hang ngay: kiem tra log, phat hi|n bat thiremg, phan
quyen ngirai dung, bao tri dinh ky.
- Quan ly pipeline token, runner security, container registry va package
repository an toan.
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TONGBIEM 152 180

Nlia thau dirge danh gia dap img nSng luc ky thuat phai dap ung ca 02 dieu kien sail:
1. Tong diem danh gia toi thieu dat 152 diem.
2. Phai dap ung tit ca cac diem toi thieu trong bang chim neu tren.



DON CHAO HANG
ngay thang nam
Kinh gui: Ngan hang thuemg mai co phan Sai Gon - Ha Noi

Sau khi nghien ciru Ho so mai chao hang nia chung toi da nhan dirac, chung toi,
[Ghi ten ben chao hang], cam ket thuc hien goi chao hang  /Ghi ten goi chao hang] theo
dung yeu cau cua Ho so mai chao hang vdi tong so tien la_ [ Ghi gid tri bdng sd, bdng
chu va dong tien chao gia]” cung vdi bieu gia kem theo. Thai gian thirc hien hop dong la
[ Ghi then gian thuc hien tat cd ede cong viec theo yen cdu cua goi chao hang].

Chung toi dong y vdi cac dieu kien tai chinh thiromg mai theo ho sa yeu cau chao hang.

Neu Ho sa chao hang cua chung toi duac chap nhan, chung toi cam ket cung cap hang
hoa theo dung noi dung da neu trong bang chao gia va trong thoa thuan hop dong.

Ho sa Chao hang nay co hieu luc trong thdi gian ngay, ke tir___ gid, ngay
thang nam [ Ghi theri diem het han nop HSCH],

Dai dien hop phap cua ben chao hang(2
[Ghi ten, chicc danh, k>ten va dong ddu(G]

Ghi chu:

(1) Truong hop dai dien theo phap luat cua ben chao hang uy quyen cho cap dudi ky
domchao gia thi phai gui kem theo Giay uy quyen theo Mau so 2 Phan nay. Truong
hop tai Dieu le cong ty, Quyet dinh thanh lap chi nhanh hoac tai cac tai lieu khac
lien quan co phan cong trach nhiem cho cap dirdi ky dan chao hang thi phai gui
kem theo ban chup cac van ban, tai lieu nay (khong can lap Giay uy quyen theo
Mau so 2 Phan nay). Trade khi ky ket hop dong, ben chao hang ducrc lua chon
phai trinh chu dau tu ban chup duqc chung thuc cua cac van ban, tai lieu nay.
Truong hap phat hien thong tin ke khai ban dau la khong chinh xac thi ben chao
hang bi coi la vi pham Luat Dau thau.



Mau so 2

GIAY UY QUYEN «

Horn nay, ngay thang nam ,tai

Toila  [Ghiten, so CMND hogc so ho chieu, chuc danh cua nguoi dqi dien theo
phap luqt crio ben chdo hong], langudi dai dien theo phap luat cua [ Ghi ten ben chdo
hang] co dia chi tai_ [Ghi dia chi cua ben chdo hang] bang van ban nay uy quyen cho
[ Ghi ten, so CMND hogc so ho chieu, chirc danh cua nguoi duoc uy quyen]thuc hien
cac cong viec sau day trong qua trinh tham gia chao hang goi chao hang [ Ghi ten goi
chdo hang] thuoc diran  [Ghiten duan] do ____ [Ghi ten ben men chdo hang] to chuc:

[- Ky dem chdo gid;

- Ky ede van ban, tai lieu de giao dich vdi ben mdi chdo hang trong qua trinh tham
gia chdo hang, he ca van ban de nghi lam ro HSYCCH vd van ban gidi trinh, ldmro HSYCCH

- Tham gia qua trinh thuemg thdo, hoan thien hap dong;,

- Ky dem kien nghi trong tructng hap ben chao hang co hien nghi;

- Ky ket hap dong vai chit ddu tie neu duoc lua chon.] ®

Nguoi duoc uy quyen neu tren chi thuc hien cac cong viec trong pham vi uy quyen vdi
tu each la dai dien hop phap cua [Ghi ten ben chdo hang]. [Ghi ten ben chdo
hang] chiu trach nhiem hoan toan ve nhirng cong viec do [/ Ghi ten nguoi duoc iiy quyen]
thuc hien trong pham vi uy quyen.

Giay uy quyen co hieu lire ke tirngay denngay (3). Giay uy quyen nay duqc
lap thanh ban co gia tri phap ly nhir nhau, nguoi uy quyen gifr ban, nguoi duoc uy
quyen giir ban.

Nguoi duoc uy quyeén Nguoi iy quyén
[Ghi ten, chuc danh, ky ten vd dong ddu [ Ghi ten nguoi dai dien theo phap luqt cua
(neu co)] ben chdo hang, chuc danh, ky ten vd dong
ddu]

Ghi chu:

(1) Truong hop uy quyen thi ban goc giay uy quyen phai duoc gui cho ben moi chao
hang cung vdi don du thau theo ho so yeu cau chao hang . Viec uy quyen cua nguoi dai dien
theo phap luat cua ben chao hang cho cap pho, cap dudi, giam doc chi nhanh, ngirdi dung dau
van phong dai dien cua ben chao hang de thay mat cho nguoi dai dien theo phap luat cua ben
chao hang thuc hien mot hoac cac noi dung cong viec neu tren day. Viec sir dung con dau trong
tnrdng hop duqc uy quyen co the la dau cua ben chao hang hoac dau cua don vi ma ca nhan lien
quan dirge uy quyen. Nguoi duqc uy quyen kliong duqc tiep tuc uy quyen cho ngirdi khac.

(2) Pham vi uy quyen bao gom mot hoac nhieu cong viec neu tren.

(3) Ghingay co hieu lire va ngay het hieu luc cua giay uy quyen phu hop vdi qua trinh
tham gia chao gia.



Mail so 3
HGP DONG TUONG TITDO BEN CHAO HANG THHEC HIEN ®

,ngay thang nam

Ten ben chao hang: [ Ghi ten day dit cita ben chao hang]
Thong tin ve tirag hop dong, moi hop dong can dam bao cac thong tin sau day :

s Mo ta tinh
STT Tenhopdong Sohopdong NgaythangHD Giatri HD Ten chu dau tu chat hrotig hr

0 NN N B W~

Dai dien hop phap cua ben chao hang
[Ghi ten, chirc dank, ky ten va dong ddu]



