NGAN HANG TMCP SAI GON - HA NOI

SHB

HO SO YEU CAU CHAO HANG

TRANG BI 02 GIAI PHAP PHAN MEM CUA HANG MANAGE ENGINE: (1) GIAI PHAP
QUAN LY MAY TRAM ENDPOINT CENTRAL VA (2) GIAI PHAP QUAN LY TAI
KHOAN NGUOI DUNG ACTIVE DIRECTORY - ADSELFSERVICE PLUS: USER TU
THAY POI MAT KHAU, UNLOCK TAI KHOAN & XAC THUC PA NHAN TO MFA KHI
PANG NHAP MAY TRAM AD DOMAIN.
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NGAN HANG TMCP
SAI GON - HA NOQI

THU MOI

Kinh giri: Quy Cong ty

Ngan hang TMCP Sai Gon - Ha N§i ¢6 nhu cau trang bj 02 giai phdp phin mém ctia
héng ManageEngine: (1) Giai phdp Quan 1y méy tram Endpoint Central va (2) Giai phap quan
ly tai khoan ngudi dung Active Directory — ADSelfService Plus: user tu phuc vu thay dbi mat
khéu, unlock tai khoan & xac thue da nhan t6 MFA khi déng nhdp méay tram AD domain. Vay
tran trong kinh moi quy Céng ty tham du g6i chao hang trén.

Quy Céng ty c6 thé tim hiéu thém cac théng tin cin thiét trong Hd so yéu cu chao
hang keém theo.

H6 so chao hang phai dugc guri tdi dia chi: Trung tdm mua sim, Ngan hang TMCP Sai
Gon - Ha Noi, Toa nha 81 Tran Hung Pao, Phuong Cira Nam, TP Ha Noi trude ngay..z.j
thang ..40... nim 2026.

Moi chi tiét xin lién hé :
Ngin hang TMCP Sai Gon - Ha Nji

Trung tdm mua sam, Ngin hang TMCP Sai Gon Ha Npi, Toa nha 81 Trin Hung
Dao, Phuong Cira Nam, TP Ha Ni.

Lién h¢: — Nguyén Ngoc Cau - Chuyén vién mua sdm.
* Dién thoai di dong: 097.790.1188

Trén trong./.

NGAN HANG TMCP SAT GON HA NOI
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PHAN I
CAC YEU CAU VE HO SO CHAO HANG

A A A A < 5
Yéu cau vé Ho so chao hang

Ho so chao hang phai duogc 14p thanh 02 ban (01 bén gde + 01 bén sao), dong trong
phong bi ¢6 niém phong va phai duge gui t6i dung dia diém trude thoi gian quy dinh
trong ho so yéu cau chao hang.

HO6 so chio hang duge dong trong phong bi riéng biét. Bén ngoai phong bi ghi ro : Hd
so' chiao hang : “Trang bi 02 giai phdp phin mém ctia hing ManageEngine: (1) Giai
phép Quéan ly mdy tram Endpoint Central va (2) Giai phap quén ly tai khoan nguoi
ding Active Directory — ADSelfService Plus: user tu phuc vu thay d6i mat khau,
unlock tai khoan & xdc thuc da nhan td MFA khi dang nhdp may tram AD domain”.

HO so chao hang phai|co day du cac ndi dung sau :

Don chao hang: Phai ¢6 chir ky ctia ngudi dai dién theo phap luat theo méu sd 1 kém
theo ho~sor Truong hop nguoi ky hd so chao hang dugc Gy quyén thi phai c6 iy quyén
theo mau s 02 kém theo ho so nay.

Béng chao gia chi tiét|ghi 15 tén nhan hiéu, xut x{t hang hoéa, thong s6 ky thuat kém
theo;

Pon gia chao duoc tinh bing tién Viét Nam dong;

Bang chao gia chi tiét|(phai chao day du sb lugng, chung loai, gia trude VAT, gia sau
VAT...) theo nhu Phan II Myc 1 ctia hd so yéu cdu ;

Béan sao Gig"iy phép dang ky kinh doanh (C¢ linh vure kinh doanh li€n quan dén hang
hoéa cung cap);

Hiéu luc ctia Hd so chao hang 60 ngay ké tir thdi didm 15h00° ngay .21.../.40./2026;

Pon vi ¢d tdi thidu 03 ham kinh nghiém trong linh vure cung cép phan mém cho cac hé
thong cong nghé thong tin;

Nha thiu phai cung cap thu x4c nhan/hd trg cla hang ManageEngine hogc nha phan
phdi duge hing Gy quyén, xac nhan Nha thau dugc phép cung cép, trién khai va hd trg
cdc san pham thudc pham vi géi chao hang;

Nha thdu phai bd tri tdi thiéu 02 k¥ su/chuyén gia truc tiép tham gia trlen khai
ManageEngine ADSelfService Plus, dap tmg ddng thoi céc yéu cau: (i) c6 toi thiéu 03
nam kinh nghi¢ém trong linh vuc hé thong hodc an toan bido méat CNTT; (ii) ¢6 kinh
nghiém trién khai t4i thiéu 01 du 4n ManageEngine ADSelfService Plus hodc giai phap
twong dwong; (iii) c6 ¢htng chi cta hing ManageEngine hodc ching chi CNTT phu
hop v&i linh vue hé théng/an toan bio mat; va (iv) ¢6 tai liéu hop phap chiung minh
quan hé voi nha thau hoic nha phan phdi;

Nha thau c6 tdi thidu 2 hop ddng v6i ndi dung cung cép va/hoic trién khai ban quyén
phdn mém quén tri may tram, quan ly tai khoan ngudi dung/Active Directory, IAM,
MFA hoic céc giai phap quan ly va bao mét ha tAng cong nghé thong tin c6 gia tri tir
2,5 ty VND trd 1én, kém theo hoa don VAT, Bién ban nghiém thu/ Bién béan ban giao
hodc thanh 1y Hop ddng;

Béo céo tai chinh 02 ndm gin nhét kiém toan hodc ban ndp qua cong thong tin dién tir
dam bao doanh thu binh quén tir 10 ty VND tr¢ 1én va c6 1ai;
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- Cam ket chép nhan yéu ciu vé k¥ thuat, chit lugng, theo yéu cau tai Phan II ciia H) so
yéu cdu chao hang;

- Cam két chip nhén yéu cdu vé didu kién tai chinh thuong mai theo yéu céu tai Phan II
ctia Hd so yéu cdu chao hang;

Thoi gian va dia diém ndp Hd so chao hang
- Thaoi gian: trude 15h00° ngay ......./....../2026.

- Dia diém: Trung tim mua sdm, Ngan hang TMCP Sai Gon Ha Noi, Toa nha 81 Tran
Hung Dao, Phuong Ctra Nam, TP Ha Noi. (Lién hé Mr Cau, Pién thoai: 097.790.1 188).
Moi Ho so chao hang giri t6i sau thoi didém néu trén déu khong c6 gia tri.
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PHAN II
YEU CAU CUNG CAP HANG HOA VA DICH VU
MUC TIEU

Muc tiéu ctia géi thau/nay nham lya chon nha thau c6 day du nang luc dé thuc hién cac

cdng viée thude goi thau, cu thé nhu sau :

1. Cung cdp phan mém ban quyén ManageEngine Endpoint Central Security Edition;
2. Cung cdp phan mém ban quyén ManageEngine ADSelfService Plus;
3. Cung cip dich vu trién khai va hd tro k§ thuat:

- Thiét ké, trién khai ManageEngine ADSelfService Plus;
- Tich hgp ManageEngine ADSelfService Plus vdi cic hé thdng hién tai cia SHB;
- Cung cip dich vu hd|trg k§ thuat cho phin mém ManageEngine ADSelfService Plus:

- Cung cép dich vu hd| trg ky thuat cho phdn mém ManageEngine Endpoint Central Security
Edition.

II. PHAM VI
Bang dudi day liét ké pham vi cung cdp hang hoa va dich vu :
Thoi
STT Danh muc hang héa Pon vi SL
gian

5 Giai phdp Quén ly mdy tram ManageEngine Endpoint Central Security
Edition
ManageEngine Endpoint Central Security
Edition - Subscription Model - Annual

1 . peot _ 12 thang | Endpoints | 7000
subscription fee for 7000 endpoints and
Single User License
ManageEngine Endpoint Central Security

2 | Edition - Subscription Model - Annual 12 thang Users 5
subscription fee Additional 5 Users
License bao gdm dich vu hé trg bao tri hé _

g | peme PO BRI AR TR IO TP T | 12 thang Goi 01
thong chinh hang theo qui dinh cua héng.

B | Giai phap ADSSP - ManageEngine ADSelfService Plus Professional Edition

1 | Bin quyén phan mém hé thong ADSSP
ManageEngine ADSelfService Plus

1.1 | Professional Edition - Subscription Model - 12 thang Users 7000

Annual Subscription Fee For 7000 Domain
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Thoi
STT Danh muc hang héa Don vi SL
gian
ManageEngine ADSelfService Plus
Professional Edition - Subscription Model -
1.2 . ess.u sl s<.:r1p 12 thang Users 7000
Endpoint MFA Add-on option - Annual
Subscription Fee For 7000 Domain Users.
ManageEngine ADSelfService Plus
Professional Edition - Subscription Model -
13 |Frofessiona . i 1.on ubscrip 1.0 12 théng a6 01
Annual Subscription Fee For Failover and
Secure Gateway Services.
License bao gdbm dich vu hd trg bao tri hé ,
1.4 " . s . 12 thang Users 7000
thong chinh hédng theo qui dinh cta hang.
2 | DICH VU TRIEN KHAI CAI PAT CAU HINH HE THONG ADSSP
Trién khai hé thdng ADSSP — ADSelfService
Plus (v&i 7000 users): Thiét ké, sizing, trién
ki‘lal znm 'hr; t;on% AD$SPidac1 tao & Téi da 55
chuyén giao dap 'u:ng céc yéu cau: , sk by
- Nang luc hé thong dap tng cung cép cho nedy kv
7000 users sur dung. i . c)i/‘“ v
2.1 | - Hé théng hd tro ti thiéu 7000 WESIE G 01
Concurrent Users (phién truy cp dong khiong tinh
thoi) theo diic thu sir dung ctia SHB. ngay nghi
- Hé théng sén sang cao theo kién tric thur Z’ C_N
DC/DR, dam bao tét ca céc thanh phin & Le Tet)
khong ton tai 13i diém don (Single Point
Failure).
III.  TIEN PO CUNG CAP
STT Néi dung Tién @b
| Ban giao ban quyén ManageEngine Endpoint Téi da 08 tudn ké tir ngay ky hop
Central Security Edition dong.
» | Ban giao ban quyén ManageEngine Téi da 08 tudn ké tir ngay ky hop

ADSelfService Plus

dong.

- Thiét ké va trién khai ManageEngine
ADSelfService Plus

- Tich hop ManageEngine ADSelfService
Plus véi cac hé thdng hién tai cia SHB

Téi da 55 ngay ké tir ngay ky hop
déng. (Khong tinh ngay nghi thu
7, chii nhat va céc ngay Lé, Tét)




IV.

1. Céc yéu cau chung vé K

A A A ok . o
Yéu cau vé trién khai Gi

YEU CAU VE KY TH

UAT
¥ thuat

Nha thdu ¢6 trach nhiém cung cp dung va diy di ban quyén ManageEngine Endpoint
Central Security Edition theo yéu cau HSYCCH,;

Nha thdu c¢é trach nhi

ADSelfService Plus the
Thiét k&, trién khai hé t]
Tich hgp ManageEngin

Cung cép dich vu hd tr
Security Edition & Man

Nha thu phai c¢é thu xi

cung cdp trong pham vi

kip tién d6| goi thau thi ¢

iém cung cAp dung va ddy du ban quyén ManageEngine
o yéu cau HSYCCH;

h6ng ManageEngine ADSelfService Plus;
e ADSelfService Plus véi cac hé théng hién tai cia SHB;

o k§ thuat cho 02 phidn mém ManageEngine Endpoint Central
ageEngine ADSelfService Plus;

¢ nhan nang lyc cta nha phan phdi & hang dbi voi san phim
HSYCCH nay cho nha thau. Néu qui trinh cap thu hang khong
6 thé bd sung sau.

4i phap ADSSP

2.1. Céc yéu ciu chung y¢ trién khai

2.2

Hé théng duoe trién
dong vai tro tich hop

khai va ban giao theo phuong thic tron goi. Vi vdy, nha thau
hé thong, chu tri va phdi hop vdi nha phén phdi cing hing san

Xudt cdc san pham trong g01 thau dé thuc hién thiét ké, trién khai, tich hop hé thdng

dam bao dap Umg cac
Thoi gian trién khai:
cia HSYCCH;

yéu cau;

Nha thau phai hoan thanh dung tién do phai dép tmg yéu ciu

Dia diém trién khai: tai TTDL chinh ctia SHB tai Ha Noi;

Ha tang trién khai: ManageEngine ADSelfService Plus s& dugc trién khai trén céc
may 4o thudc ha ting

Nhan su trién khai: D

40 hda VMware san c6 cia SHB;

61 ngii nhan sy trién khai phai dép tng yéu cau ciia HSYCCH;

Trong qué trinh trién

hai phai ¢ su tham gia cta céc cdn b§ k¥ thudt SHB.

. A A <A . A
Ciac yéu cau trien khai cu thé

2.2.1. Kh3o sat va thiét ké

- Nha thau thuc hién k

a0 sat hién trang;

- Nha thiu thyc hién lam tai liéu thiét ké hé thong ManageEngine ADSelfService Plus

theo tiéu chuén dam b
DC/DR véi co ché ty

chinh gip su cb.
- Cung cp c4c tai lidu
2.2.2. Trién khai
Thuc hién cai dat,

ADSelfService Plus tr

va Trung tdm dir li¢u

ao ddy du theo mo hinh san sang cao (High Availability) da site
dong chuyén d6i dy phong (automatic failover) khi méay chu

trude va sau khi thyce hién.

cu hinh, cdp nhét, t&i wu héa hé théng ManageEngine
én cac moi trudng PRODUCTION tai Trung tdm dit liéu chinh
du phong theo tai lidu thiét ké sau khi duwgc SHB phé duyét;




2.2.3. Tich hegp

- Tichhop h¢ thong ManageEngine ADSelfService Plus v&i hé théng hién tai cia SHB
bao gom:

» Hé théng Active Directory SHB;
e He¢ thong STEM Qradar SHB;
e Hé thong luu trix log tap trung cua SHB phuc vy luu trir log;
e Hé thong giam sat tap trung caa SHB phuc vu gidm sat hé thdng.
3. Hb trg ky thuit
- Nha thdu c6 trach nhiém tur vén va hd trg can b6 ky thudt cia SHB trong céc cong tdc

quan tri, vdn hanh h¢ théng, thay dbi/ning cip phién ban phin mém ddi véi cic sin
pham cung cap;

- Bm v6i nhitng 16i ndm ngoai kha nang hd trg k§ thuat ciia nha cung c4p thi nha cung
cép phai c6 trach nhiém lién hé, phdi hop voi hing dé xi ly, SHB s& khong phai tra céc
chi phi phét sinh trong trudmg hop nay.

- Nha thau cam két déap tmg hd tro k§ thuat 24x7 trong thoi gian thyuc hién dich vu;
- Ché do hd tro k¥ thuat 24x7 bao gdm céc yéu cAu cu thé sau:

e Thoi gian ho tro k¥ thuat: 24 gid/ngay va 7 ngay/tudn;

o Tbi thidu 04 cip do hd tro:

v Khén cap (hé théng ngung hoat dong): Thoi gian phan hdi tdi da 1 gior ké tur
khi nhan dugc yéu cau hd tro;

v Cao (h¢ thong hoat dong bi suy yéu gdy anh huong t6i dich vy): Thoi gian
phan hoi t6i da 4 gior ké tir khi nhéan duoc yéu cau hd trg;

v Trung binh (hé théng hoat dong bi suy yéu khong gy anh huong t6i dich
vu): Thoi gian phan hdi tdi da 12 gior ké tir khi nhan duoc yéu cau hd tro;

v" Thép (huo*ng dan chung): Thoi gian phan hdi tdi da 24 gioy ké tir khi nhén
duge yéu cau hd tro.

Luweu y: Viéc ho tro ky thudt 24x7 trong thoi gian thuc hién dich vu la dich vu hé tro thém
ctia nha thau chir khong bao gom cdc hgng muc cam két hé tro theo géi hé tro ciia héng
(g6i Classic). Déi voi cdc viée hé tro lien quan nam trong hang muc géi Classic ciia hing
thi thoi gian cam két hé tro 18 thude theo hang.

- Nha thdu cung cdp thong tin can bo dau mdi dé SHB li€n lac khi cé yéu cdu tu van vé
ho trg k¥ thuat. Khi c6 sy thay déi ve cén bo dau mbi, nha thiu c6 trach nhiém thong
bao bang van ban t&i SHB va cung cap thong tin can bo thay thé.

4. Nhan sv trién Khai

Nha thau phai bd trf tdi thiéu 02 ky su/chuyén gia ciia Nha Thu hodc ciia Nha Phan phéi
truc tiép tham gia trién khai hé thdng ManageEngine ADSelfService Plus c6 it nhét mot chirng
chi CNTT vé mang hé thdng hodc mang an toan bao maét.

Nha thau phai cam két cac nhan su trong danh sach néu trén s& trién khai truc tiép cho du
an nay. Truong hop ¢d sy thay dbi nhan sy trién khai, nha thiu phai gtri thong béo chinh thirc
t6i SHB, cam két nhan sy thay thé 6 trinh d6 tuong duong va phai dugc chap thudn cia SHB.




1. Yéu cdu vé thwong n
1.1. DPéng tién chao gid:

1.2. DPong tién thanh todn:

PHAN 111

YEU CAU THUONG MAI
nai

Viét Nam ddng.

Viét Nam dong.

1.3. Phwong thitc thanh todn: Chuyén khoan vao tai khoan ctia ddi tac tai SHB.

1.4. Diéu kién thanh todn

- Dot 1: Tam Ung 30% trong vong 07 (bay) ngay ké tir ngay ky hop dong va SHB
nhin dugc hd so's

- Dot 2:

gi4 tri hop dong tra
giay to, tai liéu sau :

2. Bang chio gid chi tié
Péi tac trinh bay Béng

u:

Dé nghi tam Ung;

Bao lanh thirc hién hop ddng c6 gia tri bing 10% tong gié tri hgp dong;

Béo lanh hoan tra tién tam tng.

Bén Mua thanh todn cho Bén Ban 100% (c6 khiu trir 30% tam tng) tong

Gidy dé ngh

Hoa don tai

i thanh toan;

chinh hop [€;

Bién ban nghi¢m thu ky thuét;

ng vong 07 (bay) ké tir ngay Bén Ban ban giao cho bén mua céac

Bao lanh bao hanh co gié tri 5% gia tri hop ddng va co hiéu luc t01 thiéu 12

thang ké tir
khai.

ngay nghiém thu hoan thanh toan b pham vi cung cAp va trién

chao gia chi tiét nhu sau: (Gid cung cdp dwgc tinh bang dong

tién quy dinh tai Phan III, Myc 1.1).
M | Thoi Pon | Thanh Thué Thanh
Danh myching | t | ;.0 gid tién VAT tién sau
STT|| héa, nhin hiéu, Ponvi | SL | truée truede (VND) thué
model... thué thué (VND)
(VND) | (VND)
A || Giai phap Quén Iy may tram ManageEngine Endpoint Central
ManageEngine
Endpoint Central
Security Edition -
1 Subscription Model 1,2 endpoints | 7000
- Annual thang
subscription fee for
7000 endpoints and
Single User License
9




STT

Danh muc hang
hoéa, nhéin higu,
model...

Thoi

gian

Don vi

SL

Don
gia
trude
thué
(VND)

Thanh
tién
trirée
thué
(VND)

Thué
VAT
(VND)

Thanh
tién sau
thué
(VND)

ManageEngine
Endpoint Central
Security Edition -
Subscription Model
- Annual
subscription fee
Additional 5 Users

12
thang

Users

License bao gém
dich vu hd tro bao
tri hé thdng chinh
héng theo qui dinh
ctia hang.

12
thang

Goi

01

Gidi phdp ADSSP - ManageEngine ADSelfService Plus Professional Edition

BAN QUYEN PHAN MEM HE THONG ADSSP

ManageEngine
ADSelfService Plus
Professional Edition
- Subscription
Model - Annual
Subscription Fee For
7000 Domain

12
thang

License

7000

ManageEngine
ADSelfService Plus
Professional Edition
- Subscription
Model - Endpoint
MFA Add-on option
- Annual
Subscription Fee For
7000 Domain Users.

12
thang

Users

7000

ManageEngine
ADSelfService Plus
Professional Edition
- Subscription
Model - Annual
Subscription Fee For
Failover and Secure
Gateway Services.

12
théng

Goi

01

10




STT

Danh muc hang
héa, nhan hi¢u,
model...

Mob | Thoi

gian

Don vi

SL

DPon
gia
truwdc
thué
(VND)

Thanh
tién
trude
thué
(VND)

Thué
VAT
(VND)

Thanh
tién sau
thué
(VND)

License bao gdbm
dich vu hd trg bao
tri hé théng chinh
héng theo qui dinh
cua hang.

théng

Users

7000

DICH VU TRIEN KHAI CAl

PAT CAU HINH HE THONG ADSSP

Trién khai hé théng
ADSSP -
ADSelfService Plus.
(véi 7000 users):
Thiét ké, sizing,
trién khai méi hé
théng ADSSP, do
tao & chuyén giao

déap Gng cac yéu cau:

- Naing luc hé théng
dép tmg cung cip
cho 7000 users str
dung.

- Hé théng hd tro tdi
thiéu 7000
Concurrent Users
(phién truy cap ddng
thoi) theo déc thu sir
dung ctia SHB.

- Hé théng sin sang
cao theo kién tric
DC/DR, dam béo tat
¢4 cac thanh phén
khong tdn tai 161
diém don (Single
Point Failure).

thir

Goi

)

01

TONG

CONG

3. Diéu kién xem xét lra chon Déi tic

bobi tac duoc xem xét
gi4 chao canh tranh nhat.

11
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BANG CHAM NANG LUC KINH NGHIEM

R R Ae
STT Ngi dung Yéu chu cy thé DiCm t0} | Bicxn 101
da thiéu
1 [Kinh nghién} Téi thiéu 03 ndm kinh nghiém trong linh vyc cdng 10 10
nghé thong tin phan cimg va phan mém.
Nha thau ¢ toi thleu 2 hop dong v6i ndi dung cung
cdp va/hoic trién khai ban quyén phan mém quan
tri mdy tram, quan ly tai khoan ngudi ding/Active
2 Directory, IAM, MFA hoéc cac giai phap quan ly
2 [Hopdongtuomgty |14, mét ha thng cong nghé thng tin o6 gid trj ir
2,5 ty VND tr& 1én, kém theo hoa don VAT, Bién
ban nghiém thw/ Bién ban ban giao hodc thanh ly
Hop dong;
C6 tir 3 hop ddng tros
E 45
Ién
C6 2 hop dong 30 30
C6 1 hop dong 10
Khéng ¢6 hgp déng 0
3 flf:i“g” BHERERMEN b 18 il EliEn s 10 10
Nha thdu phai cung cip thu xéc nhan/hd tro cig
hang ManageEngine hodc nha phan phdi duod
4 |MOi quan h¢ véihang  |hdng uy quyén, xdc nhén Nha thdu duge phép 15 15
cung cap, trién khai va hd trg cac san pham thudg
pham vi goi chao hang;
Bio c4o tai chinh 02 nim gan nhét kiém todn hozic
5 |Tinh hinh tai chinh ban ndp qua cong thong tin dién tir ddm bao doanh 10 10
thu binh quén tir 10 ty VND trd [én va ¢6 1ai;
Cam két chép nhén yéu céy vé ky thudt, chét .
luong, theo yéu cau tai Phan Il cia Ho so yéu cau
z chao hang
R e Cam két chdp nhan yéu chu vé diéu kién tai chinh | 10 f
thuong mai theo yéu cau tai Phan III ciia HO so
yéu cau chao hang.
Téng cong 100 85

Péi tac duoc dédnh gia dap tmg nang luc kinh nghi¢m khi tong diém danh gid toi thiéu dat 85

diém va dap tng tit ca cac m

13

uc ¢ diém t6i thiéu trong bang chdm néu trén.



A.

BANG CHAM KY THUAT

Giai phdap Quan ly may tram ManageEngine Endpoint Central

STT

Néi dung yéu cau

Ko
Toi

thiéu

Tbi
da

Yéu ciu déi véi giai phap quan 1y may tram ManageEngine Endpoi

nt Central

- Cung cép tbi thiéu 7000 licenses Endpoint (mdy tram) theo co ché thué bao
hang nam (Subscription) dé cdp phét cho users khai thac str dung.

- Kién triic dép tmg quy mo téi thiéu 7.000 Endpoint (méy tram), c6 kha
nang mo rong khi ) luong Endpoint (may tram) tang.

60

60

II

Yéu cdu d6i véi nha thau va dich vu hd tro:

Nha thau phai cung cp chimg thu hd trg tir hing.

10

- Nha thau thuc hién danh gia (Health check, Audit) hé thong hai 1an mdt ndm
(vao Quy 2 va Quy 4). Sau mdi lan danh gié, hai bén 14p béo cdo danh gia hé
théng & thuc hién ky bién ban bao cdo; déng thoi thuc hién khuyén nghi tinh
chinh thay di cac tham s, xtr ly cac diém yéu hé thong dé ti uu nang luc
x1r ly ctia hé thong theo yéu cau cua SHB.

- Nha thau c6 trach nhiém thuc hién ning cép phién ban phdn mém hé thong
(khi ¢6 khuyén nghi tir hing hozc theo yéu ciu ctia SHB nhim dam bao twong
thich hé thong), ddng thoi 14p béo céo hién trang va dua ra khuyén céo cac
ban v4, nang cap can thiét nham xir Iy cdc rui ro tiém an lién quan dén 13i
(bug), 16 hdng bao mat va cac van dé ky thudt khéc cia cdc phién ban hién

tai.

10

- Nha thau phai cam két dap tmg hd trg ky thuat 24x7x4 trong thoi gian bao
hanh. Thoi gian hd tro ky thudt: 24 gid/ngay va 07 ngay/ tuan. Thoi gian dap
mg: 02 gid ké tir thoi diém nhan duogce thdng bao ¢é su ¢d (c6 mit tai noi
thong bao c6 su cd, bat dau thuc hién hanh dong khéc phuc). Thoi gian khéc
phuc su ¢ tdi da: 04 gity ké tir thoi diém nhan dugce théng bao c6 su cd.

- Céc hoat dong hd trg phai duge ghi nhan nhét ky thuc hién.

- Béi v6i viée hd tro ky thudt lién quan dén g6i, dén pham vi hd tro k¥ thuat

ctia hang s& thyc hién theo cam két hd trg dich vu ctia haing (Classic support).

15

- Nha thau c6 trach nhiém tu van va hd tro can bo k¥ thuat cia SHB trong céc
cdng tic quan tri, van hanh hé thong, thay ddi/nang cép phién ban phin mém

doi véi céc san pham cung cap.
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- Nha thau cung cap thd
tu van vé hd tro k¥ th
trach nhiém thong bac

thay thé

ng tin can by dau moi d€ SHB lién lac khi ¢6 yéu cau
nat. Khi co su thay doi vé can bd dau mai, nha thau co

» bang van ban ti SHB va cung cip thong tin can bd

TONG PIEM

80

100

B. Gidi phdp ADSSP -]

VianageEngine ADSelfService Plus

STT

N§i dung yéu cau

Toi
thiéu

Yéu ciu chung ddi yéi gidi phap ADSSP.

(Subscription) dé cip
- Kién tric dap tmg quy

rong khi sé luong ngu

- Cung c4p t6i thiéu 7000 licenses users theo co ché thué bao hang ndm
phat cho users khai thac st dung.
md t6i thiéu 7.000 domain users, ¢ kha nang mé

01 ding tang

15

1S

- Kién tric giai phap dam bao tinh sin sang cao, kha niang mo réng linh hoat

multi sites DC/DR:
e Giai phap trién
site DC/DR. v¢

failover & actiy

khai theo mé hinh sn sang cao (High Availability) da
5 co ché tu dong chuyén ddi du phong (automatic

e/standby) khi may chui chinh gap su cd;

e Tét ca cac thanh phéan cung cdp dich vu cho users, quan Iy phién truy

cdp va xac thug
cao, cdn bang t

tai diém 15i dor

ngudi ding dam bao trién khai theo m6 hinh sn sang
i (load balancing) qua thiét bi F5 (dam bao khong tdn

1 — Single Point of Failure).

10

\LAe—

- Toan bd dir liéu dinh

thudc quyén kiém soa

danh va nhat ky duoc luu trir trong nudc, trén ha tang
t cia SHB

- Nha thau dua ra ké ho
hoan thanh trién khai ¢
7, chl nhét, ngay ngh

ach trién khai tng thé (pham vi cong viéc) va thoi han
sidi phap tdi da 55 ngay khong bao gbm ngay nghi (thtr
18).

11

A A A, -
Yéu cdu vé tinh nan

g cua san phﬁm / giai phap ADSSP (ADSelfService Plus)
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- Ty phue vu mit khau (SSPR) va quan ly tai khodn:

e Nguoi ding tu dat lai mat khu domain sau khi x4c thuc da yéu td,

qua web portal 24/7

Nguoi ding tu mé khéa tai khoan bi lockout ma khong can can thiép
cua T

Tu phuc vu dat lai mat khdu va mé khoa ngay tai man hinh dang nhap
Windows, macOS va Linux (login agent)

Cép nhat cached credentials ty ddng cho ngudi ding tir xa sau khi
reset, tranh lockout mdy khi lam viéc ngoai mang.

Cbng d6i mat khau domain trén nén web c6 ap chinh sach mat khéu,
hoat dong 24/7.

Ung dung di dong iOS/Android va mobile web cho phép reset mét
khéu va unlock moi liic, moi noi.

Thong bao hét han mat khdu qua email, SMS va push notification theo

lich cAu hinh trude.

- Chinh séch m#t khiu va bio vé credential:

Thuc thi chinh sach mat khau chi tiét vuot trén GPO mic dinh: do dai,
dd phtre tap. pattern, dictionary filter.

Phét hién va chiin ngudi ding dit mat khau ndm trong danh sach da
bi 16 (breached/compromised password).

Ap chinh séch mét khau tai thdi diém ddi mat khau trén Windows va
trong ADUC.

Dbng b mat khau thoi gian thue sang céc img dung va may chu da
tich hop, dam bao mdt mat khau duy nhit.

Phén tang chinh sdch mat khiu va MFA theo nhém nguoi dung (VIP,
hoi s&, chi nhanh) dua trén OU/group.
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- Xdc thire da yéu t6

MFA cho dan
va Linux.

MFA cho phié
vao may tram
MFA cho két
MFA cho Outl
MFA cho thao

tram

FA) cho endpoint va ng dung:

nhép cuc bd va tlr xa vao may tram Windows, macOS

Remote Desktop (RDP), bao vé két ndi truy cap tir xa
a may chu

i VPN va céc may chi RADIUS khic.

ook Web Access (OWA) va cac Gmg dung trén IS

tdc nang quyén User Account Control (UAC) trén may

MFA gén theo may (machine-based MFA) cho cac may chil v méy

tram trong yéu

Offline MFA cho endpoint Windows v macOS khi khong két ndi

duge may chu

Ding nhép khlc“)ng mat khéu (passwordless) bang FIDO2 passkey /

security key

H& tro hon 20 loai authenticator: TOTP, push, FIDO2 passkey,

YubiKey, smart card, biometrics, security questions, RSA SecurID,

Duo...
Yéu tO xac

FIDO2/WebAu

thuec chéng phishing (phishing-resistant) béng
ithn

- Zero Trust, Adaptiv

e MFA va Conditional Access:

Adaptive MFA diéu chinh s& budc va dd manh xac thuc theo ngit canh

rai ro (IP, thiét bi, gio, vi tri).

Conditional ac
theo ngir canh
Phéat hién va x
thiét bi la).

Co ché trusted

cess tur ddng cho phép, chin hodc yéu céu thém yéu td
truy cap.

ir ly ding nhap bat thuong (ngoai gid, khac qudc gia,

device cho phép giam ma sat MFA trén thiét bi tin cdy,

admin thu hdi duge bét ky lic nao.

Chéng lam dung cdng self-service: bit budc enroll nhiéu yéu tb, gisi

han s0 lan th,

CAPTCHA, khoa tam khi vuot ngudng.

- Piing nhip mt lan (SSO) va cAp phat tai khoan:

SSO cho tmg dung doanh nghiép qua giao thirc SAML 2.0.
SSO cho tmg dung cloud hién dai qua OAuth 2.0 va OIDC.

17
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H& trg céu hinh IdP-initiated va SP-initiated cho tmg dung SAML
custom.

BAit budc MFA trude khi cAp quyén SSO cho timg émg dyng.
Just-in-Time provisioning: tur dong tao tai khoan tmg dung qua SCIM

khi truy cép lan dau.

- Tich hop ngudn dinh danh va hé théng doanh nghiép:

Tich hgp Active Directory on-premises qua LDAP/LDAPS

Tich hogp Microsoft Entra ID (Azure AD) cho méi trudng hybrid, hd
trg may Entra/hybrid-joined.

Tich hop cic ngudn LDAP khéc va tmg dung cloud (Microsoft 365,
Google Workspace...).

Tich hop hé théng ITSM (ServiceDesk Plus) dé giam sat hanh dong
self-service.

Tich hop giai phap IAM (ADManager Plus) cho quan tri vong doi
danh tinh.

- Biao mat, ma hoa va hardening:

M3 héa toan bd giao tiép in-transit bang LDAPS va TLS 1.2 trd én;
v0 hiéu héa TLS/SSL cii.

Ma hoa dit liu at-rest cho théng tin dinh danh nhay cam

Strdung tai khoan dich vu theo nguyén tic least-privilege, khong ding
Domain Admin.

Cb lap kién trac theo trust boundary: may chi tmg dung va AD ndm
hoan toan trong mang ndi bd.

Luu trit ma hoa cho dir lidu security questions; khuyén nghi két hop

vai yéu to manh hon.

- Nhat ky, kiém todn, bdo cdo va tuén tha:

Ghi nhat ky (audit log) day ¢t moi hanh déng self-service va MFA.
Tich hop SIEM tép trung ctia SHB qua Syslog/Splunk (Log360) dé
phét hién va diéu tra su cb.

Bo bao cdo AD: tai khoan khéa, mét khau hét han, hanh dong self-
service.

Béo cdo trang thdi enrollment va usage MFA, bulk disenroll thiét bi.
Béo céo theo ddi cai dit login agent trén Windows/macOS/Linux.
H& trg chimg minh tuan thi NIST, PCI DSS, HIPAA, GDPR, SOX,
ISO 27001 qua chinh sach méat khdu va MFA

18




- Vin hanh, quén tri ya trii nghiém nguoi dung:
e Approval-based workflow: dinh tuyén céc hanh dong tu phuc vu nhay
cam t&i help desk dé phé duyét.
e Directory self-update, employee search va org chart cho ngudi dung.
9 e Self-service group management: ngudi dung opt-in/opt-out cdc nhom
AD duoc céu hinh.
o Trién khai login agent hang loat qua GPO, Endpoint Central hoac
Microsoft Configuration Manager.

e Giao dién quan|tri tdp trung, phén quyén quan tri vién theo vai tro.

- Yéu cau nhén sy trién khai du 4n:

Nha thu phai bd tri t8i thidu 02 k¥ suw/chuyén gia ctia nha Thiu hodc cia
Nha Phén Phéi truc tiép tham gia trién khai hé théng ManageEngine
ADSelfService Plus, d%p {mg cac yéu ciu sau:

e (6 tdi thidu 03 nam kinh nghiém trong linh vuc hé théng hoc an toan
bao mat CNTT;

e C6 kinh nghiém trién khai ManageEngine ADSelfService Plus tbi

B thiéu 01 du 4n tirong tu;

e (Co chimg chi ctia haing ManageEngine hodc chimg chi CNTT phu hop
véi linh vuc hé théng/an toan bao mat;

e (6 hop ddng lao dong hodc tai liéu hop phap chimg minh 1 nhan su
cia nha thau.

e Nha thau phai cam két bd tri cac nhan su néu trén truc tiép tham gia

trién khai goi chao hang.

I | Yéu cAu déi véi nha thau va dich vu hé trg:

1 Nha thdu phai cung cip chimg thu hd tro tir hing.

- Nha thau thuc hién danh gia (Health check, Audit) hé thong hai lan mét ndm
(vdo Quy 2 va Quy 4). Sau mdi lan danh gi4, hai bén 14p bdo céo danh gid hé
théng & thuc hién ky bién ban béo céo; ddng thoi thuc hién khuyén nghi tinh
chinh thay ddi céc tham s6, xir Iy cac diém yéu hé thong dé t8i uu nang lyuc
5 | xirly ctia hé thng theo| yéu cdu ctia SHB.

- Nha thau c6 trach nhiém thuc hién nang cdp phién ban phan mém h¢ théng
(khi ¢6 khuyén nghi tir hing hozc theo yéu cau ctia SHB nhim dam bao tuong
thich hé théng). ddng thoi 1ap bao cdo hién trang va dua ra khuyén céo cdc

ban va, nang cdp can thiét nham xtr 1y cac rii ro tiém én lién quan dén 16i

19
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(bug), 13 hong bao mat va cac van dé ky thuat khac cua cac phién ban hién

tai.

- Nha thau phai cam két dap tmg hd tro k§ thuét 24x7x4 trong thdi gian bao
hanh. Thoi gian hd tro k§ thuét: 24 gid/ngay va 07 ngay/ tudn. Thoi gian dap
tng: 02 gid ké tir thoi diém nhén duoc thong béo ¢6 sur cb (c6 mat tai noi
théng bao c6 su cd, bat dau thuc hién hanh dong khic phuc). Thoi gian khic

3| phuc sy cd t6i da: 04 gid ké tir thoi diém nhén duge thong bio ¢6 sucb. | 5

Pham vi hd tro lién hé quan dén cdng viéc trién khai & vén hanh, cac cong

viéc khéc lién quan dén hd tro k¥ thuat theo qui dinh ctia hing s& thuc hién

theo cam két hd trgr dich vu ctia hing (g6i Classic support).

- C4c hoat dong ho trg phai dugc ghi nhéan nhét ky thuc hién.

- Nha thau c¢6 trach nhiém tu van va hd tr¢ can b k¥ thuat ciia SHB trong céc
cong téc quan tri, van hanh hé théng, thay ddi/nang cp phién ban phan mém
ddi voi cac san phdm cung cép.

4 |- Nha thau cung cdp thdng tin can bd du mdi dé SHB lién lac khi c6 yéu cu 5 5

tw van vé& hd tro k¥ thuat. Khi c6 sy thay déi vé can bd diu méi, nha thiu c6

trach nhiém théng bdo bang van ban téi SHB va cung cép thong tin can bd
thay thé

TONG DIEM 80 100

Ghi chii: Nha thau dwgc danh gid ddp ung nang lue ky thudt khi tong diém ciia mbi gidi
phdp dugc danh gid t6i thiéu dat 80 diém dong thoi dap itng diém téi thiéu ¢ tueng tiéu chi
néu trén.
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A
MAu so 1

PON CHAO HANG

, hgay thang nim

Kinh gtri: Ngan hang thuong mai ¢6 phan Sai Gon - Ha Noi

Sau khi nghién ctru hd so yéu cdu chao hiang ma ching tdi d4 nhan duge, ching
téi,  [Ghi tén bén chao hang/, cam két thuc hién géi chao hang  [Ghi tén géi chao
hang] theo ding yéu ciu cta H) so yéu cdu chao hang véi tong sb tién1a _ [Ghi gid tri
bing s6, bang chit va dong tién chao gia]™ ciing véi biéu gia kém theo. Thoi gian thuce hién
hop ddng 1a | [Ghi thoi gian thiec hién tdt ca cdc cong viée theo yéu cau cua goi chao
hang].

Chiing t6i ddng ¥ v&i dac didu kién tai chinh thwong mai theo hd so yéu cdu chao hang.

Néu Hd so chao hang ¢a ching 81 duoce chip nhén, ching tdi cam két cung cdp hang
héa theo dung ndi dung da néu trong bang chao gia va trong thoa thuén hop dong.

Hb so Chao hang nay ¢6 hiéu luc trong thoi gian  ngay, kétir __ gid, ngdy
thang nam [Ghi thoi diém hét han ngp HSCH].

Dai dién hgp phdp ciia bén chao hang®
[Ghi tén, chire danh, ky tén va dong dau® ]

Ghi chi:
(1) Truong hop dai din theo phap ludt ctia bén chao hang ity quyén cho cép dudi ky
don chao gid thi phai giri kém theo Gidy iy quyén theo Mau sé 2 Phan nay. Trudng
hop tai Diéu 1é cong ty, Quyét dinh thanh 14p chi nhanh hodc tai cac tai liéu khac
lién quan c6 phan|cong trach nhi¢ém cho cap dudi ky don chao hang thi phai giri
kém theo ban chup cac van ban, tai li¢u nay (khong can 1ap Gidy ty quyén theo
M3u sb 2 Phin nay). Trude khi ky két hop dong, bén chao hang duoc lya chon
phai trinh chu day tu ban chup duogc chimg thuc clia cac vin ban, tai li€u nay.
Trudong hop phat hién thong tin ké khai ban déu 1a khong chinh xac thi bén chao
hang bi coi 12 vi pham Ludt D4u thau.
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M4u s6 2
GIAY UY QUYEN O

Hém nay, ngay thang nam , tai

Téila _ [Ghitén, s6 CMND hodc sé ho chiéu, chire danh cia ngudi dai dién theo
phdp ludt cua bén chao hang], 1a ngudi dai dién theo phép ludt coa  [Ghi tén bén chao
hang] c6 dia chitai __ [Ghi dja chi ciia bén chao hang] bang vin ban nay iy quyén cho
_ [Ghi tén, s6 CMND hodic $6 h¢ chiéu, chirc danh cia nguoi duoe 1y quyén]thuce hién
céc cong viée sau ddy trong qua trinh tham gia chao hang goéi chao hang  [Ghi tén gdi
chao hang] thudc du an__ [Ghitén diw dn] do ___ [Ghi tén bén moi chao hang] t6 chire:

[- Ky don chao gia;

- Ky cdc van ban, tai liéu dé giao dich véi bén moi chao hang trong qua trinh tham
gia chao hang, ké ca van ban dé nghi lam r6 HSYCCH va van ban gidi trinh, lam ré HSYCCH

- Tham gia qud trinh thuong théo, hoan thién hop dong;

- Ky don kién nghi trong truong hop bén chéao hing cé kién nghi;

- Ky két hop dong véi chi dau tu néu duwgc liea chon.] @

Ngudi duge uy quyén néu trén chi thyc hién céc cong viéce trong pham vi uy quyen véi

tu céch 1a dai dién hop phap cia __ [Ghi tén bén chao hang].  [Ghi tén bén chao
hang] chiu trach nhiém hoan toan vé nhitng cong viéc do __ [Ghi tén ngudi duoe uy quyén]
thuc hién trong pham vi ty quyén.

Gidy ty quyén ¢o hiéu luc ké tir ngay  dénngay . Gidy uy quyén nay duoc
lap thanh ____ ban co gié tri phap ly nhu nhau, nguoi ty quyén gitt  ban, ngudi duoc ty
quyén gitt ___ ban.

Ngudi dwge iy quyén Nguoi tiy quyén
[Ghi tén, chitc danh, ky tén va déng diu [Ghi tén ngueoi dai dién theo phap ludt ciia
(néu cé)] bén chao hang, chirc danh, ky tén va déng
ddu]
Ghi chu:

(1) Trudng hgp uy quyen thi ban gbe gidy iy quyén phai duge giri cho bén mai chao
hang cting véi don du thau theo hd so yéu ciu chao hang . Viée iy quyén cia ngudi dai dién
theo phép luat ciia bén chao hang cho cép pho, cap dudi, giam déc chi nhénh, ngudi dimg dau
van phong dai dién cta bén chio hang dé thay mit cho ngudi dai dién theo phép luét ctia bén
chao hang thyc hién mdt hodc cac ndi dung cong viée néu trén diy. Viée str dung con diu trong
truomg hop duge ty quyén 6 thé la ddu ciia bén chao hang hodc ddu ciia don vi ma c4 nhan lién
quan dugc ty quyén. Ngudi duge ty quyén khong duoc tiép tuc ay quyén cho ngudi khéc.

(2) Pham vi tiy quyén bao gdm mét hodic nhiéu cdng viéc néu trén.

(3) Ghi ngay c6 hiéu luc va ngay hét hiéu luc ctia gidy ty quyén phu hop véi qué trinh
tham gia chao gia.
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MAu s6 3
HQP DPONG TUONG TU DO BEN CHAO HANG THU'C HIEN ®

, hgay thang nam
Tén bén chao hang: [Ghi tén day dii ciia bén chao hang]
Thong tin ve timg hop dong, moi hop dong can dam bao cac thdng tin sau day :
" A £ 1Y i T 5 ik M5 ta tinh
STT | Ténhopdong | S6 hop ddng | Ngay thang HD | Gia tri HD | Tén chu diu tu chét twong tir

1

2

3

4

5

6

7

8

Dai dién hop phép cia bén chao hang
[Ghi tén, chutc danh, ky tén va dong dau]
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